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Message of the Chancellor

It gives me immense pleasure that Facuty of Enginesring &
Computing Sdences, Teerthanker Mahaveer University,
Moradabad is going to ize Naiond Conference on
Incustry 4.0 (NCI-4.0) on February 2020,

A conference is organized for the exchange of views and
innovative ideas amongst the research scholars in their
respective field | am sure that the endeavors made by FoE &
CS would be relevant for creting suitable platform for the
exposure of the knowledge of perticipants in variouws fields of
acackemia throughout the world,

| acknowledge the cortribution of the talented team of Faculty
of Engnesring & Cormputing Scences for organizing such a
rand confenence.

| express my best wishes for the success of the Conference.

Suresh Jain
Hon'ble Chancellor, TMU




Message of the Group Vice Chairman

| an gad to know that Faculty of Enginesning &
Computing Scences, Teerthanker Mahaveer University,
Moradsbed is going to organize Nationdl Conference on
Inckitry 4.0 (NCI-4.0) on 29" February 2020,

Such conferences are organized to disperse laert and
innowvative ideas, extrermely helpful for the researchers
and scholars in the field of industry to be successful in
their  researchroriented endeavors. | am  heartily
thankful to the organizing cormmittes of the conference.

I extend my heartiest wishes for a grand success of the
conference.

Manish | ain
Group Vi Chairman, TMU



Message of the Officiating Vice Chancellor

I am delighted to know tha Faculty of Enginesring &
Computing  Sciences, Teertharker Mahaveer University,
Moradabad is going to omganize MNaiond Conference on
Incustry 4.0 (NCI-4,0) on 29" February 2020.

The conference like this is a greal endeavor to update and enrich
the thought process of al delegates. It provides a grand
platform for demorstrating research and  developrment &
activities in the field of computing and relaed area | am sune
the conference will generale imteresting results and new
knowledge. | hope thet the deliberations in the conference will
help researchers, academicians and industry representatives
from aomoss the globe by certain with the latest advancerrert in
compiting | owould like to express ny appredidion to al
commitiee menbers of the conference for their hard work,
commitment and relertless effiort.

I extend my heartiest good wishes to the Faculty of Engineering
& Compuing Scences, Teertherker Mahaveer University,
Moradabed for the grand success of the conference.

Prof. Raghuvir Singh
Pro Vice Chancellor, TMU



Message of the Chief Guest

Dr. Prakash Chauhan obtained his postgracude degree in
Applied Geophysics from Indian Institube of Technology
(IIT), Roorkee and Ph D. in Physics from Gujarat Uiniversity,
Ahemedabed. Prior to joining Indian Ingtitte of Remote
Sersing (IIRS), Dehradun, he was the Group Diredcior & the
Space Applications Centre, (ISRO), and Ahmedabad since
2014. He joined Indian Space Research Organisation (ISRO)
in 1991 as scientist and since than working for the applications
of remole sersing technology for naurd  resources
manacement for ocean and land resources. He initiaed
research adtivities for planstary remole sersing & Space
Applictions Centre to study solar system objects mainly
Earth’s Moon and Mars, through Indian planetary missions.

His major achieverrents are in the area of earth
observation applicaions indluding development of dgorithns
for ocean colour parameter retrieval, marine living resource
aasessrrent, asrosol remote sensing for space besed ar quality
monitoring. river and reservoir water level estimation wsing
space bome atimeters and coestal zone management. He has
dore lead work in wsing the hyperspectral data for lunar
suface composition mepping wsing HySl and Moon
Mirerdogical Mapper (M3) instruments of Chendrayaan-1.
He has been the Principal Investigator for Infrared Imaging
spectrometer  ([IRS) instrument on-board Chandrayaan-2
mission He aso led a tearn scientists for scentific analysis of
data from Mars Orbiter Mission (MOM) instruments. He has
published more then 100 research pepers in both National and
Intemaional |oumas.

He is exeoutive member of International Ocean Colour Co-
ordingion Group (I0CCG) and representing ISRO. He has
also represented ISRO & CEQS as Co-Chair for Ocean Colour
Vinua Corstellation (OCR-VC). Currently he is & member of
prestigous NASA-ISRO Plangtary Science working group.
He hes been awerded prestigous Prof. P.R. Pisharoty
memoia award for the year 2004 by Indian Sodety of
Remcte Sersing, Harl Om Ashram Prenit Dr. Vikarm Sarabhal
Research Award by Physicd Research Laboratory (PRL),
Ahmedabad for 2009, ISRO merit award by Indian Space
Research Organistaion in 2010 and Satish Dhawan award by
1S5RS, Dehradun for 2016,

Dr. Prakash Chauhan
Director, Indian Institute of Remote Sensing, Dehradun




Message of the Conference Director

It is a matter of great pleasure for me to welcome you all
to the Mational Conference on Industry 4.0 (NCI-4.0)
organized by Faculty of Engineering & Computing
Sciences, Teerthanker Mahaveer University, Moradabad in
association with International Journal of Research Trends
in Computer 5Scence & Information Technology
(LIRTCSIT) on 29™ February 2020,

Education is always a sign of development and leaming. It
should be research oriented helping the society to create
something new, Thinking in an innovative and new way is
significant to cope with technological changes. This
Conference provides a forum for schiolarly discussion on
advance computing. It is also relevant for exploring and
searching warious aspects of education through
appropriate application of information technology.

The response of contributors and likeminded educational
fraternity showing their keen interest in this conference is
highly motivating, Presentation of such research papers is
extremely beneficial for research scholars and stimulating
factor for us to organise such conferences frequently in
future. I sincerely offer my eamest gratitude to those who
have conbributed through thelr research papers in the
conference, 1 am sure that the conference would achieve
its objective by providing suitable platform for learning
and experiencing latest advancement in the feld of
indstry. The cohesive efforts of a dedicated and
committed team become necessary for organizing such
conferences. We are fortunate enouwgh for having such a
hardworking team with us. I wish for the grand success of
the conference.

Prof. (Dr.) R. K. Dwivedi
Conference Director



Corwvener Message

Dear Professors and Researchers

It is my privilege and honor to welcome you dl to the
“Mational Corference on Industry 4.0 (NCI-4.0)"
association with Intermational Joumal of Research Trm:h Il"l
Computer Science & Information Technology (IJRTCSIT)
(hitp:fwwwijricsit.org), Technical Sponsored by Computer
Society of India (CSI), sporsored by CETPA Noida and
supported by IBM, Microsoft, iNurture, Cisco and skill
enhanced acadermic solution on 297 February 2020 & College
of Faculty of Engineering & Computing Sciences, Teerthanker
Mahaveer University, Moradobed-244001, Uttar Pradesh,
Incia

It is proof of the importance and significance of this event thet
it has the presence and adive porticipetion of the most
important researchers, technologists and business entities in the
fiedd of industry. | hope that the platform that we have created
for ourselves for leaming from each other and sharing the
exatement of the profession will also be a launching pad for
the: future collaborations and fascindling results.

The evert is a gredt festivd for exchange of technologica
know-how and sporting spirit, It hes been our plessure to watch
students taking the initiative o particpate with a high degree
of improvisation each year in this kind of evert. They need to
be encouraged so that they may bring India to the level she
richly deserves. | cordialy irvite all the enthusiasts to
participate with full vigor in this celebrated evert which &n
give immense exposure and global opportunities o our youth.

Er. Namit Gupta
Cornvener
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Preface

| fesd immense plessure that young and budding researchers are gathered here to disass
the ongoing research pradtices in Nationa Conference on Industry 4.0 (NCI-4.0) on 29 Februany
2020 & Faculty of Enginesring & Computing Sciences, Teerthanker Mahaveer University,
M oradabad, Uttar Pradesh, India

It has been recognized that Computer Science and Engineering is the leading stream in
taking the hurmenity to dvilization This conference determmines to find new advancerments in the
fields of computer, engineering, computation and communication. Recert findings in Computer
Science have touched dmost every sphere of life These new informetion works for the
sustainable development and globalization of economy and soda ermpowermert. In light of this,
Advanced Computing is very much reevant to explore and i mplement new ways of computing.

The am was to provide a platform to the eminent academicdians, scentists, researchers,
industriaists, technocrats, govermment representative, sodd visionanes and experts from all
streta of sodiety, under one rool, to explore the new spheres of innovaive technologies to
identify new path ahead. This new path shoud decay isclation, enlighten the obscurities
regerding technology and find scientific progress amed to pave the path of Indian growth in the
field of technology in front of the world and to prove that India may be crowned & developed
Nation. The conference will incdlude reqular paper presentation sessions, invited talks, key note
arkiress and panel disossions.

| fedt fortunate in taking the opportunity to pay my thanks to our Chief Guest and Key
note speaker Respected Dr, Prakash Chauhan, Director, Indian Irstifute of Remote Sensing,
Dehradun, who has enlightened our minds and took us to the new world of knowledoge. | am
tharkful to Dr. Veerendra Y adav, Member of the Department of Civil Engineering, |IT Roorkes,
Roorkes, UK the Guest of honor, whose prestigious presence encourages the new leamers to
express themsslves on new technologies. | am also thankful to C S Rajeev Bajay, Assodae
Director and CEO, Panesonic AVC Network India Co. Ltd., Noida who encourage the new
leamers to express themsalvies on new technology. | am thankful to Dr. Anil Kumrer, Hindu
College, Moradabad who helped a lot in conducting the conference successiully.

At this point of time, [ would like to thank our Hon'ble Chancellor Shri. Suresh Jain, who
is dways a constant source of inspiration for the young generdtion, for having given me this
noble opportunity & Teerthnaker Mahaveer University, Moradabad | pay my regards to our
Hon'ble Group Vice Chairman, Shii. Manish Jain who corstantly helps and gives direction to
provide quality education and establishes a repository of knowledoge and diverse activities of
humen inferest encompessing academics, art and culture, sports and community service. Now |
give spacid thanks towards our Officaaing Vice Chancallor Prof. Raghuvir Singh under whose
supervision the university is growing to achieve the perfection in interdisciplinary branches of
education.



My specia tharks to our esteermed Principal, Prof. R. K. Dwived, without his support
would not have been able to successfully organize this mega event. He has given the
opportunities to the new leamers and experienced reseanchers o explore the advanced aspedts of
education through the appropride usas of Information Technology.

This forum has given a wonderful plaform to have an intersive didogue on gid
computing quantum computing, imege cassification, voice recognition and machine leaming. |
hope this flame will aive forever,

Mow | should not fail inmy duty in paying my gratibude to the organizing commitiee who
worked hard in tearm and established such a coordinaion which made the event successful. Last
bt not least | am gratefd to dl the mesearchers and students who proved to be the most
important part of the evert.

Teertharker Mahaveer University, Moradabad, Er. Namit Gupta
29" February 2020 Convener,
National Corference on Industry 4.0 (NCI-4.0)
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Analysis of Chatbots

Animesh jain' Mohan Vishal Gupta’
 Schalar, FOECS, TMU, Maradated
*Assistant Professor, FOECS, TMU, Moracbed

Tanimeshjain@ieee org
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Abstract— Chatbet is broadly popular now-a~days and easily
sproad speed a5 an application of computer Soere
programs respond sharply ke human This type of program s
called a Chatbot. For this purpose, many open source platforrs
are wailable. Artifical | ntelligence Markup Languege (AIML) &
derived from Extersibls Markup Languags (XML ) which s used
to builld wp a comversational agent (chatbot) artifidally This
paper address the design and execution of a Chatbot systern. We
will alwo stndy amother application where Chathat®s could be

helpfud and techriques used while designing a Chathot

Keywords— Chatbot; Cormmumication; Pattern Matching
Request; Resporse; designing

INTRODUCTION

Now adays conmputers play animportart roleinour
society? Cormputer helps s in lots of menners like
they gives us informetion, they entetan s &c . A
chatbot is a program designed to imitate a sment
message on a text or wntten groundl But this paper
is based on the Ali Antificial Intelligence )chatbot’s.
Artificial Intelligence Markup Languece (AIML) is
derived from extersible Markup language (XML)
which is wsed to atificidly build up a
corversational agert . The AIML based chatbols
are famous because they are light weighted, essy to
corfigure & well & & minimumcogt. It hes aclass
of deta objects called AIML object which describes
behavior of computer prograns (Chatbot idertify
the wer inpt & well & by wsing blueprint
idertical, acoess informeEtion o provide a
predefined acceptance. The chatbots that heve been
deploped on the internet, uses text, voice as well &
sertiments a5 the input. For exanple, if the user is
providing the bot a sentence like "What 15 vour
name?” The chatbot s most likely to reply “Myselfl
Chatbot.” or the chatbot replics “You can say
Chatbot.” Which is based on the judgment given by
the user. When the input is brought irto mortd in
the databese, a reply from a predefined patem is

given to the user, A Chathot is implemented using
patern comparing, in which the order of the
sentence s recognized and a saved response
patern is acostom yoursddf to the excusive
variables of the sertence They cannol register
and respond to complex guestions, and are unable
to perform complex  adiivities. Chatbot s
compardively a new technology. The application
of a Chatbot can be seen in various fields in the
future. This

paper covers the technigques wsed Lo design and
implermment a Chetbot. Conmpearisons are mede,
findings are disauss and conclusion is drawn
a the endefficient, bots prove themselves as
et indealing with stnmple quenes

What Is The Use Of Chatbot?

The Chabois are capable of providing 24/7
atometed self-service solutions and thus handle
the oustomer relaed issues intelligertly. They
ae capable of handling the freguently asked
questions, the underlying transactions, and many
more. Thus the timely addressing of issues by the
chatbots results in incressed efficiency by
recucing the volume of calls fromthe austomers
to the staff.in 2019 and beyond chatbots will
accord itself with search functionalities and with
the capebility of acting & a separate search
engine. With chatbots capadity to  understand
voice-based messages with text, they can
provide you with all the inportat details
relaed o ressarch & a single place without
leaving the app.
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retwork which is represented by a gain K and two
time comstarts Tl and T2 This network is
comnedied with a washout cirout of a time constant
Tw. The signal washout BHock ads &5 a high-pass
filter with the time cordtart Tw that dlows the
signal associated with the oscillations in rotor speed
to pess unchanged. Furthermore, it does not allow
the steady state changes to modify the terminal
violtages. The phase compersation blocks with time
constants T1i - T4i supply the suitable phase-lead
characteristics to compensate the phese 1ag between
the inpt and the output sigrals. The conmonly
weed structure of the PSS is shown in Fig [10].

In the field of power systemn operation computer
progans are exeaded and nodified frequently
according to any variations. Artifica intelligence
{Al) has the ability to deal with the high non-
linearity of practical Systens. The various
technologies that ae wsed in PSSs optimization
problens are ANN, FL, ES dc

11} Artificial Neural Network (ANN) in PSS-
In the power systerms the nost applications of the
atificial reurd metwork wse a multilayer feed
forward retwork. In the neural adaptive PSS, a
feed-forward neural retwork with a single hidden
layer is proposed which indudes two sub networks:
adaptive neuronvidertifier, in which the dynamic
cheracteristics of the plart are tracked and adaptive
reuro cortroller to danp the low freguency
oscillations. Radia besis function network (RBFN)
hes three layers: input layers, hidden layers, and
oupu layers. The hidden layer find centers and
wickhs of the radial besis functions for individual
pattern units and the output layer finds the weights
between the pattern units and the output units Lsing
an ureupervised leaming agorthm A recurrert
reural retwork (RNN) stabilization cortrofler is
proposed to improve the transiert stability of power
systerrs in which both the govermor and AVR is
wsad The weight of the proposed cortroller is
adjusted on-line. The sigral output of the first RNN
is added to the PSS signa output for excitaion
cortrol, The signal output of the second RNN is
wsed &5 a gatulizing sigral for the govermor system
ANNs are intelligent controllers to  control

nonlinear, dyramic systens through leaming,
which can essily accommodate the nonlinearities
and time dependencies.

12) Fuzy Logic (FL) in PSS In 1954, Lotfi
Zadeh developed FL to address imeccuracy and
uncertainty which usually exist in engineering
problems [10]. A design process for a fuezy logic
besed PSS (FLPSS) was proposed for a mudti-
mechine power system The input signal to FLPSS
is the speed deviation of the synchronous generator
and its derivaive. For the robustness of the FLPSS,
five gererdor power systens were wsed and for
designing a normelized sumesgquared  deviation
index were used. This A novel input sigral besed
FLPSS was applied in the multi-nmechine
ervironmert.

B) Application of Artifidal Intelligence
Techniques in Network |ntrusion Detection
Intrsion Detection Systens (1DS) wses the various
Artificial Intelligence techniques for protecting
compuier and communication networks  from
intruders. Intnusion Detection System (IDS) is the
process of monitoring the everts ocouming in
retwork and detecting the sigrs of intrusion.

2.1) Artifidal Neural Network in ID5-

AMN is a metherretical model thet corsists of an
inerconnected group of atificial neurors which
processes the informetion. In 1DS ANN are wsad to
model conmplex relaionships between inputs and
outputs or to find patterrs in data In this a neuron
calculates the sum by multiplying input by weight
ard applies a threshold, The result is trarsmitted to
subsecuert neurons. Basically, the ANN hes been

gereraized to: (6]

vi=i ¥ wikxk+ui) (1)
Where wik are weights atached to the inputs, xk
are inputs to the neuron 4, pi is a threshold, £(=) 15 a
transfer function and vi is the output of the neuron

22) Fuzzy Inference Systems (FIS) in IDS:
Sampada & a [12] proposed two machine leaming
paradigns: Artificial Neural Networks and Fuezy
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Types of Chatbots
Rule-Based Chatbots

They are not new inthe market. They have merked
their presence in text messaging and are wsed by
many  companies for the same puposeA
cormmmand in the formof a specific text is sert. The
chatbot on the server on receiving the text extrads
it and starts executing.

Artificial | ntelligence Chatbots

This genre incorpordes sophisticated chatbols
built for messaging apps like Facebook messenger,
slack, etc. The chatbots interact with humens using
the nomral language. The chetbots decode the
message easily and reply accordingly. The inpue
message is decoded into struchured dda and
further broken down into commeands.

Voice Enabled Chatbots

Voice erabled chatbots like Alexa Siri credtes
persoralized experience for the users. These
chatbots accept wser inputs through voice, adt upon
wser request, answer their queries, and perform a
rumber of creative tasks. Businesses can crede
their cwn voice-activated chatbol by wsing text-to-
speech (TT5) and voice recognition APIs.

Context Enabled Chatbots

Cortextual chetbots are the most advanced kind
of cornversational bols. They wilize Machine
Learning and Artificial Intelligence to remenber
corversations that heppered in the past, with
specific wsers, to leamn and grow over time
These chathots learn with their experiences with
the user. Siri, Alexa, Google Assistant are some
of the examples of contextud chatbots.

Social Messaging Chatbots

These chatbots are integrated within a social
messaging  platform  (Messenger, Telegram
Whatsapp, Slack &c.),

meking it easy for customers to directly irteract
with the bot, just like they do with their friends.

Service/Action Chatbots

Service chetbhots ask for reevart info from the
user b0 complete their request or take a spedific
action. This chatbot is heavily used in the ardine
incstry. It helps ocustomers  check  flight
booking, cost of reserving the flights and checkd2
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the stabuses as well.
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[41 DESIGN OF CHATBOT

A Chatbot refers to a chatting robot. It is a
cormmunication simulaing computer program It is
all about the corversation with the wser. The
corversation with a Chatbot is very simple It
answers (o the questions asked by the user, During
gdesigning a Chatbot, how does the Chatbot speak
to the user? And how will be the conversation with
the user and the Chetbot is very importart [3]. The
design of a Chatbot is represented wsing diagram as
follows:

l USER.

L

Adk
Chprstions i
i Harmive
He pponss

[ TCHATDOT J

i | L Ui [iiiggrm il 'Ol Dby

The following facts are kept in mind during
designing a Chatbot ;

A. Selection of 05
Windows is used for this project because it is user
friendly. It is also robust.

B. Selection of Software
Edlipse software is used for progranming in java.
Becase it contans basic workspace and it is
mostly used for java gpplications.

C. Creating a Chatbot
For ceding a Chatbot, a program hes to be
written. Java progranmming language is wsed for
programming. The Chatbot is creded in such a
way to help the wser, improve the communication

and amuse the user.

D. Creating a Chat
The chat is creded wsing a patemn that is known
to the wser and could be easy to understand Chat
dialog box show up to create conversation. This
didog box is credted using java applets.

E. Pattern Matching
It is a technigque of artificial irtelligence wsed in
the design of a Chatbot. The input is metched
with the inpuis saved in the daabose and

comesponding resporee is returmed

F. Simple

The design of a Chatbot is very simple. It just
answers to the guestions asked by the user, if the
question is found in the databese.

G. Corwersational and Entertaining
The Chatbot resporses are a way known to the
wuser. The conversation follows a Basic English
languege and interacts in an easy to read manner.
The conversation between the user and the Bot is
ertertaining. It is like talking to other person

=
Chatted |
[igtsbias

| Compise

| s

-

W otarn Dhatpus

[
-

Fnr 7 wepmess | Rapreee §opereesioy Dies p il e 4 s

[5] IMPLEMENTATION PROCESS
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Chatbot is a computer application which uses
artificia  intelligence to mimic  human
conversation. |t helps the user by answering the
questions asked by them The program is
implerrented  wsing  Java  progranming
languege. Particularly

Java applets are used. Applets are used because
it is eesy to crede the didog box required for
the corversation between the wser and the bat.
Detaled inplementation is given below :

A. Fundamental Design Technigues and
Approaches

Creating the dialog box All the packages
required for ceding the dialog box are
imported. The size of the dialog box and
text area inside the dialog box is given
Vertical scrollbar is used so thet the screen
is scrolled as the corwersaion goes on
Horizontal scrollbar is never used because
the size of the dialog box is fixed,

Creating a database Two dimersional
string arrays are gpplied to build a databese,
Rows in the aray are used for request and
resporse. All the even rows cortain the
request or questions and al the odd rows
cortain the response or aswers. Colunms
in the amay are applied to save different
types of questiors tha could asked by the
wser and resporees that a Chetbot can
answer, There is one row inthe array which
cortans defadt resporses which is wsed
when the matching question is not found in
the armay.
B. Modues Description
The description of the modules used in the
imrplerrentation is given below
Chatbot ()
In this function, al the variables used for credting
the dialog Box are added Default close operdion is
st to EXIT_ON_CLOSE so tha the dialog box
closes on exit. Required background colour is set
wsing inbuilt set Background () function

Random{)

The input from the user is taken using get Text {)
function. All the punctustion marks in the users
input are removed wsing trim () function. The
uppercase letters are converted to lowercase, A
variable called resporse is wsed to hold a byte
value and it is set to 0. While response is 0, the
metch for the input is found in the databese and
it is returmed & a resporse which is displayed in
the text area. If the resporse is 1, then the retch
for the input is not found in the databese. In this
case, a default resporse is returned. Random ()
function is used to choose the response saved in
the databese

AddText()

All the texts or strings wsed in input and output

are added to the text area inthe dialog bowx.
InArray()
This is wsed &5 a pettern melching function. A
variable metch is used to hold a Boolean value
and it is set to false | If the metch for the wsers
input is found in the database, true is retumed
else false is retumed a5 a result. This value is
retumed to keyPressed() function and the result
i5 displayed in the dizlog box.
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(6] According to Chetbot Report 2018: Global
Trends and Aralysis Ore of the besic reasons of
chatbots cxpansion is so called “being tired of
apps”. Consumers are annoyed by the need to
irstall special applications to their mobile
devices.Many consumers showed reluctance to use
rew applications. Along with thet, it is clear, thet it
is unprofitable to credte, promote and bring irto
operdtion some new  application, that  will
ultimetely make no wse. Being able to fundtion a
differert planformrs, chetbots deals with this issue
by their multichannels. The general quartity of
different messengers wsers is up to 4.1 Lillion
people, so the business in comjunction with
chathots can take the advantage of it.

[ 7] Future scope

I'n this paper, we have introduced a chatbot
application in android which is able to
interact with users. This chatbot can answer
for queries in the textual as well a5 in voice
form of user input. For this purpose, AIML
with programvo bes been wsed The chetbot
can answer only those questions which he
has the answer in its dataset. So, to increase
the knowledge of the chathot, we can add
the APIs of Wikipedia, Weather Forecasting
Departrrent, Sports, News, Governmert
Services and a lot more. In such cases, the
user will be able to talk and interact with the
chatbot in any domain. Using the APIs like
Weather, Sports, News and Governmert
Services, the chatbot will be able (0 answer
the questions ouside of its daasat and
mﬂa‘e curertly heppening in the real

Conclusion

A chabot is ore of the sinple ways to
trareport dda from a conmputer without
having to think for proper keywords to look
up in a search or browse several web pages
to collect informetion; users can esily type
their query in ratural language and retrieve
informetion |n this paper, informetion about
the design, inplementaion of the chatbot
has been presented. From the survey above,
it can be said that the developrrent and
improverrent of chatbot design grow & an
urpredictable rate due to variety of methods
and approaches wsad to design a chatbot.
Chatbat is a gred tool for quick interaction
with the wser. They help s by providing
ertertainment, saving time and answering
the questiors that are herd to find The
Chatbot must be simple and corversational.
Since there ae many designs and
approaches for aeding a chatbot, it canlbeat
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odds with conmercial considergtions. University of Augsburg Augsburg, |, pp.l-
Researchers need to intéract and must agree on 36, 2003,
a common approach for designing a Chatbot.

In this project, we locked into how Chatbols

are developed and the applications of Chatbols

in varnous fields. In addition companison has

been mede with other Chatbots. Gereral

purpose Chatbot must be simple, user friendly,

must be easily understood and the knowledge

bese must be compact. Although some of the

commercial products have recently emerged,

improvements must be pede to find a

conmon approach for designing a Chatbot
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Abstract—
Intermet of Things [1oT) devices are rapidly exist everywhere
while 16T services are becorring pervasive. The Cyber Attacks
are not new in the fickd of lok, but it will be deeply interwoven in
our lives and societies, it is inportant to step up an
take cyber defence sericusly, Hence, there i a real nesd 1o secure
16T basically in the fild of Cyber Security, which has
resulted in a need to uncherstand
the threats and attacks on 10T infrastructure. This paper is
writhen to classify the variows type of threats, besices analyse and
characterizm intruders and attack fading 10T devicess and
SENViges,

Keywords = Intermst of Things, Background, Cyber-Security,
Cyber-Attacks, Security Threats.

e

"Fig L. 16T Cyber Security

INTRODUCTION

Attackers are now wsing more sophisticated
technigues to gain unethical access or we can say Lo
target the victim's systems. Individually, the small
scale businesses or large scale businesses are being
impacted. So, dl these fimes whether (T
(Informetion Technology) or non-IT firms have to

understond the inmportance of Cyber Seaurity and
foasing on adopting dl the possible messure to
ceal with the various cyber threets.

With the garre up for cyber threats and hackers wo
are trying to atack on a vidim organizations and
their employees should take a step head to deal with
them As we would like to connect evenything to
the intermet, this also incresses the chances of
various V ulnerabilities, Breaches and Flaws.

BACKGROUND

The Irternst of Things (1oT) is an extersion of the
internet irto the physical world for the interaction
with the various physica ertities from our
surmoundings. Ertities, devices and the services are
the key concepts within the 1oT domein, a5 depicted
in the Figure 1. There are much type of meanings
and definitions among variows projects.

Therefore, it is necessary to have a good
understanding of what 10T ertities, an entity inthe
loT could be a human, animel, car, logistic chain
iter, eledronic device or a dosed or open
ervironmert. Interadion among entities is mede
possible by hardware comporents called devices
such as mobile phones, verious sersors, actudiorns or
RFID's 1ags which are able to allow the entites o
connect to the digital world
In the curent stae of technology, Machine-to-
Machine (M2M) is the most popular application
form of loT. M2M is now widely enployees in
power, trarsportdion  reftail,  public  service
managemert, heath, water, cil and other industries
to monitor and cortrol the wser, machinery and the
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production processes in the global industry and so
on

According to the estimgies M2M applicaions will
reach 12 billion cornectiors by 2020 and generate
approximetely 714 billion euros in revenue.

Besides al the 1oT application benefits, several
security  threds are observed The conmected
devices or mechines are extremely vauable to
cyber-atackers for several ressons:

i. Most 10T devices operate unattended by
humen, thus it is easy for an atacker to
physically gain the access to them

i. Most loT comrporents conmrunicale over
wireless networks where an atacker could
obtain oitical data and information by
eavesdropping.

iil. Mot loT components cannot support the
complex seaurity scheme due o low power
and computing resource capabilities.

. UNDERSTANDING |OT DEVICESAND SERVICES

We all know that 1oT devices is changing industries
across the board - from agricudture to healthcare to
manufacturing and evenything in between - but
what is lot, in a proper menner?

We can give a technical explangtion of 1oT in this
way like “The Intermet of Things (loT) s a
system of interrelated computing devices,
mechanical and digital machines, objeds,
animals or people that are provided with unicue
identifiers and the ability to transfer data over a
network without requiring human-to-human or
hurman-to-computer interaction” The Internet of
Things is actually a pretty simple concept; it means
taking all the things in the world and connecting
themto the intemet.

To be smart, a thing doesn’t need 1o have a super
storage or a superconputer insice of it. All a thing
hes to do is to connedt 1o super storage of o a
superconputer.

In the Intemat of Things (1oT), dl the things are
being connected to the intemet can be put into three

calegonies:

. Things tha collected inforrmetion and then
sart it
il, Things that recesve informetion and then act
onit.
iii. Things thet do both,

And these above al three categories have encrmols
berefits thet feed on each other.

L Collecting and Sending I nformation

This mears the sersors. The sersors could
e temperature sersors, molion Sensors,
noisiure sensors, ar guality sersors, light
sersors e These sersors, dong with a
conrection, alow us to autometically collect
informetion from the environment which, in
tun, dlows s to meke more intelligent
decisions.

Fig.2. {Soil moisture sersor)
2. Receiving and Acting on Information

We al are familiar with mechines tha are
getting information and then performing the
tesk properly. Your printer receives a
docurrernt and it prirts it. Y our vehicle (car)
receives a signa from your car keys and
doors open.

3. Doing Both
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The sensors can be able to collect the data and
information about the soil moisture to tell the
farmer that how much need the water for a
crop, but you don't actually need the farmer.
Imnstead, the imigdtion system can
adtometically tum on 5 needed, besed on how
much moisture is in the soil.

1l. SecuriTY IN1OT DEVICES AND SERVICES

Ereuring the security entails protedting both loT
devices and services from unauthorized access from
within the devices and externally. Security should
be securing our service which can be in any form
hardware resources, informetion and daa, bath in
trarsition and storage. |n this section, we idertified
three mein key problens with IoT devices and
services: Daa confidertiaity, Privacy and Tnust.
Daa corfidentiality represerts a besic problem in
loT devices and the services. Inthe loT context not
only user mey access to daa but also authorized
objects. This requires addressing of two important
aspects:

Firg, access control and authorizaion mechanism
second adthertication and idertity menagement
(1dM) mechanism The IoT device needs to be able
to verify thet the ertity is authorized to access the
senvice.

Privacy is a mejor issue in loT devices and service
on the accourt of the ubiquitows character of the
loT environmert, Ertities are connected, and daais
communicated and exchanges over the Internet ona
network, rendering user privacy a sensitive subjedt
in meny research works. Privacy in data collection,
& well & daa sharing and menagement, and data
security melters remain open research issue to be
fulfilled

Tnst plays a vital role in establishing a secure
communicaion when a runber of things are
commrunicaing in an uncertain 10T ervironment.
Two dirensions of trust should be considered in
loT. The trust in the interaction between the ertities,
and trust in the system from the user's perspective.

A) Attacks

i)
i)

There are five typss of dtacks in loT which
are &6 follows:

Physical attacks
Reconnaissance attacks

iii)} Denial-of-service attacks
iv) Access attacks

v)

Attacks on privacy

B) Vulnerabilities

Vulnerabilities are the weaknesses which are
exist in the system or its design thet alow an
inruder 0 exeoute commands,  access
unauthorized data, or conduct the Denid-of-
Service atack.

The vulnerabilities can be found in a variety
of aregs in the 1oT systems. In particular, we
can say thet it is a weakress in the system's
hardware or software, weaknesses in policies
ard the procedures wsed in the systens and
weaknesses of the systemusers therreslves.

C) Exposure

Exposure is a problem or mistake in the
particular system's confliguration that allows
an dtacker to condud informetion gethering
activities. The ore of the most chdlenging
isses in loT is resiliency against exposure to
physical dtacks.

D) Threats

A threat is an adion thet takes an advartage
of security weaknesses in a system and hes a
negetive impact on it. This can be onginging
from prirmery sources which are: humans and
naure. Naurd threas, like eathguakes,
hurricanes, flood, and a fire could cause
severe damege to the conmputer system

[2020]
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l1l. PRIMARY SECURITY AND PRIVACY GODALS

Fig.3. loT Security Targets

To succeed with the implemertation of the efficient
laT security and the privacy, we must be aware of
the primmery security goals which are as follows:

i) Confidentiality

Confidentiality is an importart aspect in the
ters of security feature in loT, but it mey
not be conpulsory in some scenarios, where
the deta is presented publicaly, inthe most
cases that sersitive data and informetion
rrust not be disclose or read by unauthorized
ertities which can b a humen or a computer
systern for example- it may be a patiert
cata privale business critical informetion,
government  athorities data & well a5
security credertials and secret key, tha are
muet be hidden from the urauthorized
ertities (Human or a mechine).

Integrity
The term integrity means to provide reliable
services to loT usars; it is a mandatory
aspect in the seaurity property in omost
SCRNEios.

i)

iii) Availability

A user of a device (or itself) must be able to
accessing  services  amything,  amywihere,
wherever needed There are much type of
systens available which have differert
availability requirements.

iv) Accountability
When we want develop a security
techgues to be a secure retwork,

accountability add the redundancy and the
resporsibilities of certain actions, duties and
the planning of implementation of network
security policies.

CoNCLUSION

Intermet-of-Things (1oT) faces a number of threats
that must be recognizes for the protected and the
serures actions within the tasks. In this paper, loT
and Cyber Security we have disoussed the variows
types of dtacks, uses of the 1oT technology in our
day-to-day life also the security challenges and the
security thrests to loT were introduced. The overall
goal was to idertify assets and the potential threds,
atacks, vulnerabilities which we face by the loT
devices.

It’s an overview which s the most important loT
security problers was provided, with the particular
foas on the security challenges and the various
aspects of the cyber security and the loT devices
implementaions.  Security  challenges,  like
Corfidertiality, integrity, availability, privacy and
ertity tnst were idertified
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A.Hl.ﬂrﬂrf.' The water which conlain high concendratbon of

calcium , magresium chlorides, snlfates mmd bicorbonates is hard
waler. Waler is the essence of life. Bat water with high degree of
hardness s of o ose for domestic and imbusirial applicaticns.
Plosampdes of growsd water have been collected from district
Moradabod and twe difereni vilages, The hardness of waler i
determined by EDTA titrimetreic method. Owt of all the samples
tested 3 1 3LE5% ) sampls were mosderately hard | 76 (63,335
samples were hard waler and S406% ) samples were of very
hard water . Yery hard water b dangerons (o health, The present
Sty did neoll revealed any sofl waler. There (5 o [lse modien Uhal
hard water ls harmfol ta healili, it pol hard water , 00 5 very
bird water (> DR0ppm) o I has been noticed (ol mdnersls may
bt beneelichal for good health to some extent Se pablic shaald be
wlucited abowt degrees of lirdness and its effects.

Key wowrds; Titrimetrie averhod, Gromad woter . Herdress
Introduction:

Hardness of water is a physico chemical property of
waler, The concentration of calcium  and
magnesium ions is determined in water samples.
Some time presence of aluminium, Zinc, lron,
Strontium, also contributes o bardness of water,

however they are generally present in very low
concentrations{NRC, 1974). These ions reach the
water supply by leaching from minerals of rocks
and sl The calcium 15 obtaned from hme stone
(calcium carbonate) and chalk (calciom sulfate).
The magnesium is obtained from dolomite which
also gives calcom ons (Gumashta et al., 20012).
Water hardness is the soap consuming capacity of
hard water. When hard water is rubbed with hard
water, It produce sticky substance as calcium
fmagnesium  stearate or  palmitate.  Ininally  the
presence of polyvalent cations hike Ca, Mg, Sr, Ba,
Fe. Al, Mn eic were considered as hardness
producing cations but later on hardness was defined

s the sum of the calciom and magnesiom
concentrations. determined by EDTA tiirimetnc
method. . and expressed in ppm / mgfl (Standard
Moethods | 1998).The presence of anions classifly the
types of hardness eg temporary hardness and
permanent hardness. The temporary hardness can
be removed by simply boiling the water while
permanent hardness cannol be removed by boiling
the water. The temporary hardness 15 also known as
carbonate hardness while non carbonate hardness is
known as permanent hardness. The total hardness
means both emporary  hardness and  permanent
hardness.

Based on the types of calcium and magnesium salts
in water is categonzed as soft or hard and very hard
(Sengupta, 20013). From the techmical point of view
. muliiple different scales Of water hardness have
been suggestedi eg. Very soft- soft-medium hard -
very hard)

It 1s expected that both extreme degrees 1.e very soll
and wery hard are considered as  undesirable
concordantly from the technical and health points of
view, but the optimum Ca and Mg water levels are
nol easy (o determine since the health requirements

may not coincide with the technical ones{ Kosisck,
2003),

The awareness aboul the hardness of  water
evidenced in late 1950°s. The relationship between
water hardness and the incidence of wvascular
discase was Iirst descnibed by a Japanese chemist
Kobayashi (Kobayashi, 1957) who showed | based
on cpidemiological analysis . higher mortality rate
from cerchrovascular diseases (Strokedin the areas
of Japanese nvers with more alkaline (1.e harder)
waler used for dnnking purposes .
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The WHO savs that “there does not appear to be
any convincing evidence that water hardness causes
adverse health effects in humans * (WHO,2003).In
fact . the United State National Research Council
has found that hard water can actually serve as a
dietary supplement for calcium and Magnesium
(NRC,1974).1t has been found that generally hard
walter is nol harmiful 1o one’s health, Bul can pose
serious  problems in o industrial applications.  The
hard water produce scales, sludges, cormosion,
priming. foaming and caustic embrittlement
including cooling towers and other equipments that
handles hard warer. In domestic settings. hard water
is often indicated by a lack of suds formation when
soap is agitated in water, and by the formation of
lime scale in kettles and water heaters, The hard
water 15 soften by vanous methods for the proper
use 1n domestic and industnal usdage. Keeping in
view of all adverse effect of hard water the present
study was camed oul to estimate the amount of

Hard and soft water, as per the table below

hardness In the ground water of Moradabad and
nearby villages of Sambhal and Amroha.
MATERIALS AND METHODS:

One hundred and twenty samples (1200 ground
water samples were collected from  district
Moradabad Uttar Pradesh and two adjacent villages.
All the water samples were collected aseptically in
a sterilized screw capped glass bottles and brought
to the laboratory. The hardness of all water samples
was tested by using EDTA titrimetric method by
taking 50 ml of water sample into a conical flask
along with 100ml of ammonia buffer solution and
100-200mg of Enochrome Black -T indicator
followed by titration with EDTA solution present in
burette. End point 1s noted down by changing of the
water solution color from  wine o blue and
expressed as CaCOJequivalent in mgfl (Standard
Methods, 1998). Amount of hardness in water was
calculated by using the formula,

Hardness as mgfl CaCO3 =ml of EDTA solution
X 1O volume of water sample taken.

Classification Hardness in mg/l Hardness in ppm
Soft 0-60 less than 60
Moderately hard 61-120 60-120

Hard 121-180 120-180

Very hard 2181 =180

Table showing the results for hardness of different ground water samples

5 MNo Place of sample  No of samples Showing degree of hardness % of sample
1 Moradabad 40 5-0 5-0
MH-17 MH-42.5
H-21 H-52.5
VH-02 VH-5
. Village sambhal a0 5-0 50
MH-12 MH—30
H-27 H-67.5
VH-01 2.5
3 Village Amroha 40 5-0 -0
MH-10 2.5
H-28 70
VH-02 0.5

S=5oft water, MH=Moderately hard water, H=Hard water, VH= Very hard water
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RESULT AND DISCUSSION

The present studies have revealed that out of three
places, the two villages have shown high level of
hardness as compared to the wwn, In Moradabad
town, out of 40 water samples collected, almost all
the samples were moderately hard (42.5% ) and hard
waler samples (52.5%), Only few samples were
very hard water (5%) Table.

The results of wvillages were differemt from the
results of town. Forty each number of samples were
collected from two villages.

In Sambhal village, more number of samples have
shown hardness between 150-300mg/1

OF CaCO3 (67.5%) i.c hard water. Some of the
samples have shown moderate hardness (309%) and
very few of them have shown extreme hardness
(2.5%) Table. Similar Type of results was found in
the study of samples of Amroha villagealso. The
results are Hard water — (70%) , Moderately hard
water (2.5%:) , and very hard water (5%(0. Finally
No soft watere sample was found in all the 120
samples. (Table).

Altogether out of 120 samples, most of the samples
are found hard water (63.33).

There are only 5 samples (4.16%) which are found
to be very hard water. According To Kozisck
(2003) both the extreme degrees of hardness are
dangerous to human Health e very hard and very
aoft water. The present study did not find any soft
water,

But it has been reported that there are few samples
(4. 16%) which are very hard and Can be ignored.
Water intake of cattle and milk production have
been found Unaffected by watercontaining up to
290 ppm of hardness (MRC. 1974). Hence The
water is safe for cattle in the town and villages.
Hard drinking water is generally not harmful 1o
human health (WHO, 2003) but Can pose serious
problems in industrial settings. Most of the people
especially Howse wives dislike hard water because
it useless for washing the clothes.

Calcium 1s the element which reduces the comrosion
and less likely 1o leach Toxic trace mmerals, such
as cadmium and lead, out of metal pipes (Seelig,
1977).

According to the US National Academy of Sciences
by 1977, there had been more than 50 studies, in
nine  countries, Tt has  inverse  relationship
ardiovascular  between  water Hardness  and

mortality from cardiovascular disease (Harold and
Foster, 1994).

Most of the scientists have indicated a negative
statistical association of various Types of cancer
morbidity fmortality with the hardness of water and
calcium { Yang. 1995).

Some studies showed increased eczema in children
(Mivake ¢t al, 2004) and Amedo -Pena, 2007).

CONCLUSION

The present study has proved extreme degree of
hardness in only 4, 16% of the samples which may
nol be harmful o the people. Although majoriy of
people dishike the use of hard water.

It has been found that concentration of Ca and Mg
ions show some protective effect on cardiovascular
mortality. The use of hard water does not give any
evidence o prove casuality among those people
who are wusing hard water. The required
concentration of Ca and Mg are good for sound
health but excess of Ca is not good for bones as i
causes extra growth of bones specially in the back
bone and become a big problem. Some people

think that hard water is harmiful o health . It has
been found that extremely hard water 15 Ex osmosis
of blood cells and the acquire small size. This is
important to bring awarencss Among the people
about soft, moderately hard, hard and very hard
wialer.
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Abstract
Blockchain is considered by many to be a disruptive core
techrology. Although many reseanchers have realimsd the
hmmdﬂuidmﬂumﬁd biockchain is
still in its infancy. Additionally, we comduct a dustering
analysis and identify the following five research aspects of
BT(Blockchain Technology) that would largely impact
future deployment of following sector-FiriTech Economy,
ure Sectorhealth anmd Irsurance Sector, Real
Estate and Identity Crisis.This paper also discusses future

challenges of Blodchain in variows sectors

Keywords— Blodkchain, Classification, Applications
Future challemnges

l. INTRODUCTION

Almost a decade ego Sdohi Nakanoto, the
urknown persorYgroup behind Bitcoin, described
how the blockchain techiology, a distributed peer
to peer linked-structure, could be wsed to solve the
problem to maintaining the order of tramsadions
ad to avoid the double-spending problem
Blockchaire introduced serious disruptions to the
traditional business processes since the applicaions
ad transadtions, which needed centralized
architectures or trusted third parties to verify them

Il. BLOCKCHAIN OVERVIEW

A blodchain should be corsidered as a distributed
aopend only time sanped dda strudure
Blockchain allow us to heve a distributed peer to
peer nebwork where non tnsling rembers  can
verifiably interact with each without the need for a

trusted authority. Wewart to briefly discuss chance
and challenge to provide a common point of
definition fromtha we will link the possibilities of
BT tothe fundamenta concept of open science

Ii. CLASSIFICATION

There is variows type of blockchain technology.
Initially the blockchain technology presumres
cormplete freedom and independence of the chain,
In which there is no single administirator. However,
interest of large companies and financial institution
in the rew techrology lead to the emergence of
more centralized control systemn while distributed
data are preserved,

Types of Blockdhain

1) Public Blockchain

Any person in the world can get an access to public
bocdkchains. | nthe biocdkchein topology, this means
that he or she can send trarsactions and wait for
their inclusion if they are valid, and dso paticpae
in the consensus process, that s, determination
which blocks will be added to the chain

Bitcoinand Ethereumare the most  popuar
exarples of public blockchaire. The public nature
of the blockchain allows these platforms to be used
to meke direct transactions bebween users without
irtermediaries [1).
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2) Private Blockchain

Last but not least type of blockchain technology is
private blockchainFully private blockchains is a
chain of bHodks in which the recording of rew
blocks is assigned only to ore orgenization The
permission to read can be pubdic or limited to some
extent,

There are additional options, such as database
managemert, audit, and so on, within one company,
when in meny cases public access will not be
recessary. Although it is inpossible to go without
it, when a public activity report is required.

3) Blockchain, belonging to consortium

Other types of blockchain are consortium
blockchains. Corsortium blockchains are cortrolled
by a pessdeced s of modes. As an
example Vitalik Buterin mertions a system of 15
financiad irstitutions, each of which menages
the node, and 10 of which must confirm each block
to be recognized a6 valid and added to the chain.

R3 (full neme R3 CEV LLC) — financial and
technological research conpany. I works with a
comsortium of 70 lage finencial companies
(including Bark of Amerca Goldmen Sachs,
Citigroup, National Australia Bank, Royal Bark of
Caneda, Sumitomo Mitsui Barking Corpordion
and cthers) in the development of the wse
of blockchain technology inthe financia system ([ 2]

How Does a Blockchain Work?
Picture a spreadshest thet is duplicated thousands of
times across a refwork of conmputers. Then imegine
thet this network is desigred to regulaly updae
this spreacshest and you have a besic understanding
of the blockchain,

Fig.1 Diagram of the blocks with their heches

Informetion held on a blockchain exists 28 a shared
and continually reconciled databese. This 15 a way
of uwsing the network thet hes obvious benefits. The
blockcham  database 15t stored n any  single
location, meaning the records it keeps are truly
public and easily verifiable.
The traditional way of sharing documents with
collaboration is to send a Microsoft Word docurrent
to ancther reciplert and ask themto meke revisiors
to it. The problem with that scenario is that you
reed to wait urtil receiving a return copy before
you can see or meke other changes because you are
locked out of editing it urtil the other person is
done with it. That's how databases work today.
Two owners can’t be messing with the same record
at once. That's how banks maintain money balances
ard trarsfers
The reason why the Blockchain has gained so
much admiration is that:
« Itis not owred by a single ertity, hence it is
decertraized The daa is cryplographically
stored inside the block.

« The blockchain is immutable, so o ome can
tamper with the datathat is inside the blockchain

« The blockchain is transparent so one can track
the detaif they wart to.

The Three Pillars of Blockchain Technology
The three pain properties of Blodkchain

Techrology which have helped it gain widespread
acclamare & follows:

+ Decentralization
« Trarsparency
+  Immutability

IV FUTURE IMAPCT OF BLOCKCHAIN
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BLOCKCHAIN IN FINTECH ECONOMY

With technological advancements meking waves in
anost every sphere of global business, the
financial service industry is no more left behind In
recert times it hes gore on to become the fastest
growing industry of the decade. Anyone with an
intermet conrection can now engage in day-to-day
hanking activities, trading and investmert in the stock
markat, widen e-commerce platfforms, meke online
payrrents, exchange cumency online, undertake equity
funding and more while berefiting from the nurmerous
firance apps designed for persond and business
wsesAs per a survey on financial services sector
and fintech conducted by PWC, aound 77% of
finencial services industry plan on adopting
blockchain by 2020. Barks being 13rd of the
ingtitutions surveyed have shown an inclingtion in
incorporeting blockchain in their operdions as was
reported by a study published by Acceriure and
Mclagan (janumary 2017) that made a mertion of a
least eight of the ten biggest global investment
banks embracing the blockchain roue While
blockchain promises to remedy ineffidencies in the
back-office ssbups of most banks -~ particdarly
when it comes to processes such & clearing and
seftlemert, arguably, the nost noticeable inpact
this technology is st to bring about is by
substartially reducing cases of fraud and cyber-
atacks in the financial landscape.By allowing
Firtech companies a decentralized retwork to share or
trarsfer secure and unaltered informetion, blockchain

would help in aurbing data breach and ather similar
fraudulent activities, by meking al concermed parties
awvare of such activity in finencial trarsactions.It,
therefore comes & no surprise that leading business
executive and media personality Don Tapscott hails
blockchain & a Distributed Ledger Technology with
potertial far greater than the irternet itself. The impact
of blockchain on the financial service sector is largely
tangible. After al, startups in the fintech industry are
receiving incressed funding than ever before, with the
funding having incressed & a rate of 41 percent
CAGR and crossing more than $40 billion investrent
in the last four years, as per the PWC's 2007 Global
Firtech report.

BLOCKCHAININ AGRICULTURE

The Food and Agriculture Orgenization of the
United Natiors (FAO) and the Intemaional
Teleconmunication Union (ITU) cortinue to work
toggther to pronote the wse of sustanable
informretion  and  communication  technologies

{ICTs) inagriculture,
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In the agriculture domain, self-executing smart
contracts together with autormmeted payrrents would
be the game changer. The role of smart contracts
especialy in agricultural irsurance, green bonds,
and tracesbility could be wvery effective
Agricultural insurance built on bHlockchain with key
weather incidents and relaied payouts drafted on a
smert cortract, linked to mobile wallets with
wedther dda being provided reqularly by sersors in
the field and comrelaed by data from proximity
wedher stations would facilitate immedide payout
in the case of a drought or flooding in the field
However, the framework to support such an
innovation, such a high quality data, enabling
policies and regulations, should be first addressed
in order to ersure the meximum efficacy for smert
cortracts. The process of designing wverifying,
implerrerting and erforcing smart contrads in
traditional agricultural value chains is till awork in
progress, with only a few pilet inplerentaions to

show proof-of-concept,

BLOCKCHAIN INHEALTH AND
INSURANCE

the healthcare industry is seeing huge advartage in
adepting blockchain to its companies. But in order
to meximise its usability, nost (if not dl) must
participate in the pubdic network, In fact, cument
insurers  partrering up  with  blockchain-linked
bsinesses are  adready  seeing inpressive
innovations intheir sphere of influence.

Since blockchain permanertly logs all trarsactions
btween its participants, it offers a level of
transparency not available in the curent paradigm
of the irsurance world There are often multiple
levels of middlerren throughout the lifecyde of a
health insurance policy. Inforretion is shared
between several stakeholders, but it takes forever
for the cycle to go from one end to the other. The
process  is  riddled with  inefficiencies and
blockchain can help with that.For example,
applying adomdion to  blockchain-developed
programs. patients can  establish  “contractual
with hospitals, physicians, and
pharmacedtical companies. Completed transactions
take ‘block™  that’s

agrecments”

between  partics up a

subsequently linked to the *chain’, and over time
results in a dependable record of all concurrernt
interactiors. As an illustration, take your standard
health plan agreemert, where each party would
wsElly give the other a peper contrat while
dealing with various third-party ertities. With
blockchain technology, each particdipant can now
individually f{and digitally) loadonly the
informetion that's relevam to their shared contract.
This way when a tramsaction is being executed,
everyone involved can view the status, history, and
process of what's being authorized. Hypothetically,
if you ever need a specialized health professional
(like an orthodontist to treat your sudden wisdom
tooth impaction), they're now able to send and
receive informmation solely related to that case The
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peer-to-peer (P2P) freedom and privacy blockchain «

offers 15 what’s making it an incredibly valuable

proposition for the industny.

resertly, a handful of hedth insurance companies
ae working on projects incorporating blockchain
techrnology to accelerate their growth and merket
share. Since it's a relatively new development,
smart imswers are paying extra atertion to the
long-term berefits — while reraining fooused on
meirtaining short-termvigilance.,

For example, The Office of the National
Coordinator for Health |nformation Technology, in
resporse 0 the blockchain challenge (where
everyone needs to participabe in order to meximize
wsability), is now spreading awareress through
white papers on the technology and its polentiad use
in health IT “to address prnivacy, security and
scalahility challenges of maraging electronic heath

records and resources™.

Thegod of Hockchainis to inplement a wser-
oriernted, wser-friendly, and voluntary method for
meirtaining any health information (like patiert
records or prescription scripts).

for bockchain in healthcare, you now can (and
should):

I mprove your irtegrity and security by providing
better menagement of patient data

« Call for a higher quality of clinical trial records
« Reduce reguiaory and compliance costs
« Sat up new standards and practices

+ Optimize interactions between healthcare
professionals, isurance  companies, and
policyholders

« Form pertrerships with leading vertures wsing

blockchain technology
BLOCKCHAININ REAL ESTATE

Conmrerciadl real estale corglitules a significant
portion of world economic asset and tramsaction
activity, According to anMSCI report, the size of
the professionally meneged global real estate
investrrent merket increased from $7.4 trillion in
2016 to 58 5 trillion in 2017.

With rising valuations of properties and cortinuous
development  around the wordd,  blockchain
technology is prined to bring several benefits to the
real estate industry:

« Autormetion and more efficient processes

« Reduced costs

» Network trarsparency and data accessibility
= Real-time paymen satlemens

« Tokenization
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Blockchain technology hes recently been adopted
ax] adapted for use by the commrercia real
estae (CRE) industry. CRE executives are finding
that blockchain-besed smart cortracts can play a
much larger role in their industry. Blodkchain
techrology can potertialy transform core CRE
operdions such & property trarsactions like
purchese, sale, financing, leasing, and menegemert
trarsactions.

Ouwr Blockchain in cormmercial real estate report
takes a deeper dive into the ways blockchain
techrology can creae  opportunities  while
dieviding some of the existing challenges. We
look & six wse cases for improving the lessing and
purchese and sale process through the wse of
blockchain:

L Imrprove property search process
2. Expedite pre-lesse due diligence

3. Ease lessing and subsequent property and cash
flow management

4. Erable smarter dedision meking

5. Trangparent and relatively cheaper property
title management

6. Enable more efficient processing of financing
and payments

Blockchain techrology hes significart potertial to
drive transparency, efficiency, and cost savings for
CRE owners by rermoving many of the existing
inefficiencies in key processes. CRE companies and
industry participants evaluating an upgrade or
overhaul of their current systenrs should have
blockehain on their radar & its demorstrated
usafulness hes the ability to bring significant value
to the industry,

BLOCKCHAIN INIDENTITY CRISIS

Tnst is the founddtion of any transaction: is your
courterpart who they clam to be? Is the
informetion provided acourate and up to dae? Even
on @ small scale these aspects can be difficult to
manage, bt in a complex world with several |ayers
to every trarsaction, the probability of weaknesses
inthe chain of informretion inCreases corstantly.

Blodschain on the other hand takes trust out of the
equetion & it data is time damped with each
transaction and block added to the chainto aeae a
record that cannct be tampered with and is available
in read-time. At the same time, Blockchain
technology addresses another key issue of our time:
the concem about privecy and daa
protectionCryptography provides protedtion where
tracitional systerms are vulnerable to atacks and
idertity theft,
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Using blockchain for idertity menegement (as a
form of a decertralized public key infrastructure)
mekes proteding your idertity much  essier.
Blockchain and trust go hand in hand: this way, you
don't have to fully reveal vourself to whoever
wou're interacting with, Through the use of secret
keys and a specid type of digital signature, those
requiring your informetion can ensure, beyond a
shadow of a doutx, you are the nght person when
initigting a transaction or requesting a change. So
meny applications can use identity management via
blockchain to their advartage. As long & there is an
identity piece to i, and as long as there’s a trusi
elemert to it, it can be bult. A secure digital
idertity is possible with the right tools, &
blockchain and tnst go hand in hand
Organizdions supporting the use of blockchain for
idertity menagemert are cartainly getting sone
traction & well, like the Decentralized Identity
Foundation, which has gained over 30 conpany
menbers  just  within the last year. Or
the Hyperledger Indy project, which is hosted by
ore of the world’s largest blockchain-focusad open
source  dliances called Hyperledger, These
organizaions are grest ways to leam nore and
share idess with people that are passionate about
blockchain idertity solutions and other technology.

V CHALLENGES OF BLOCKCHAIN

1. Initial Costs

Though the adoption of blockchain technology
promises long-term benefits with regard to
productivity, efficiency, timeliness and reduced
costs, it is expensive to initially put it in place.

2. Integration with Legacy Systems

In order to meke the move to a blockchain-
based systemn an organization must  either
completely overhaul their previous system or
find a way to integrate their existing system
with the bockchain solution.

3. Energy Consumption

The  Bitcoin  network,as well &
the Ethereum network, both use the proof-of-
work mechanism to validate transactions made
on the blockchains.

4. Public Perception

The majority of the public is still oblivious to
the existence and potertial uses of this
technology.

5. Privacy and Security

Blockchains, as in the original design, are made
to be publicly visible, Take, for irstance, the
Bitcoin blockchain, which is designed to be
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accessible to all those who have nade a
transaction on the network.

Fig2 Challenges of Blockohain Tedhnology

- example of public blockchain [1]
- example of consortium of blockchain [2)]

VI CoNCLUSIONS

We regard BT & just one building block anmong
other and we believe that the ideas behind open
science can only we implermerted if all pieces are
put together in a meaningful way and conmplerent
each other. The combination of well known
characteristics like hashing decertralization and
immutahility mekes the BT unique and explain the
increasing interest of science and industry in L.
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Abstract— Data mining is the process of discovering of
projecting  information from large data sets. It s a
collaborative sublfield of Computer Scence with an overall
goal to essence information from a data set and transfer
the information into the coherent structure for further
e, Websites contains billiors of umsed raw data. By

corsidering this data rew knowledge can be achieved.
Since this data is dhanging and unstructured traditional

data mining technicques will not be appropriate.
In this paper we will discuss about trends and
in data mining. We will also discuss about works done in

the field of social network analysis.

Keywords — Data mining techniques, Social network:
arahysis, Web dota mining.

L Introduction
Diata mining is the compelling tool thet can help

to find patterns and relationship within our data
It discovers hidden informetion from lange
detabeses, The gerenc goa of the data mining
process is to extract informetion from a dataset
and trarsform into an understandable structure
for further use[7]

Data mining involves following classes of tasks:
Anomaly detection

Associgtion rule learming

Clustering

Classification

Regression

. Sunmrenizaion

There are following data mining techini ques:

Ea L = O L

a Characterization It is used to surmmerize
and possibly differertiate data characterstics.

b Classification It is the process in which
given data is classified into different classes
according to dassification modeal,

Regression

Associaion

Clustering

Change detection

Devidion detection

Link analysis

I Sequertial pattern mining

2. LITERATURE REVIEW:

Aru Sharme [7] sugoested thet in recert years,
social media heve experienced tremendous
growth in their user bese. For exarrple, there are
more than one billion members belonging to the
Facebook network, while Twitter now hes more
than 280 million morthly active wesers. There
ae a large number of differert soda media
applications or platforrme which in gereral can
be categorized as weblogs, miaoblogs, socia
network sites, location-besed socid networks,
disoussion forums, wikis, podcast nebworks,
picture and video sharing plaforms, ratings and
reviews cormrrunities, sodal bookrerking sites,
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and avaar besed virtual reality spaces. Recert
stuciies and surveys have revealed an emenging
meed to continuusly colledt,  monitor,
summenze, and visudize relevart information
from social interections and wser generated
cortert in various domains such & business,
public administration, politics, or consumer
decision-meking. These activities, however, are
corsicered difficult taeks de to the lage
rummber of different socia media platforms s
well & the vast anmout, dynamics, and
complexity of socia media dda More
specifically, soda media communication
cererdes an enviched and dynamic s& of daa

and meta dala which have not been treated
systemetically in the data literabure. Tomoyuki
NANMO{2] presert a system thet tries to
autometically collect and monitor Japanese blog
colledtions that include not only ones made with
blog software’s but also ones written as normal
web pages. This approach is based on extraction
of dote expressions and aralysis of HTML
docurrents. System dso extrads and mines
wseful inforretion from the collected blog
pages. This approach obtained 39,272
blogs{pages) and 466,609 entries.

Sl. | AUTHOR'S NAME | PAPERTITLE | TECHNIQUES  FINDINGS YEAR
1 | ANUSHARMA | Literaure Clustering Differert 2017
review and interaction pattern
challenges of can be observed,
data mining
techniques for
social network
anaysis
2 | S.G.5 Femando Enmpirical Markov models | Hybrid approach | 2014
anadysis of data by cormbining
mining social network
techniques for analysis with
socia network cortent mining
websites, would be rmore
. wseful,
3 | Sanjesv Dhawan, | Critical analysis | Web mining How to wilizethe | 2014
Kulvinder Singh, of socid techniques web mining
Vandana khanchi retwork with techniques to
web data some real online
mining. socia nebworking
websites,
|
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M.V edanayaki A study of data | Knowledge Difficult to
mining and besed natwork | collect data
socid analysis
retworking
o | analysis I N | W
Meenu Sharma Clugtering In MNeuro and fuzzy | FCM methods 2014
Daamining A | logic approaches | responds better in
brief review the real-life
situgtions
Sartosh C. Pawar, Research issues | Web mining Mining rules from | 2016
Ranjana 5. Solanki and future semi-structured &6
i directions in inthe semartic
| web mining: A web becomes a
' survey great challenge .
Pooja Sikka DATA MINING | K-Means SVM heve mot 2015
OF SOCIAL Clustering been favoured for
NETWORKS Based SVM large dda sets for
USING (KMCBSVM). | mininge K-
CLUSTERING ears micro-
BASED-SVM clustering
technigue will be
implied with
SVM.
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Abstract:

The software engineering process can be considered at
two distinct levels. At the start or first level activities
related to the gaining information, development and
maintenance of software; in the next stage or second
lewel the activities related to the dentition,
functioning, measurement, and upgrading the
software process itself. This paper present the
comparative study of wvarious process models in
software development based on various parameters;
also listed various factors for choosing partial software
madel in the world of software development.

Keywords: Design, Analysis, Process Model, Software,
Engineering.

I. INTRODUCTIOMN
The term software specifies to the set of computer
programs, procedures anmd associated documents
(flowcharts, manuals, etc.) that describe the program
and how they are 1o be used. A software process is the
set of activities and associated outcome that produce
a software product.

Any software process must include the following four
activities:

1. Software specification [or reguirements
engineering): Define the main functionalities of the
software and the constraints around them.

2. Software design and implementation: The software
is to be designed and programmed.

3. Software verification and validation: The software
must conforms to it's specification and meets the
customer needs,

4. Software evolution (software maintenance): The
software is being modified to meet customer and
market requirements changes,

I = Ty 3
uﬂum,::( (&)
ENGINEERING )] m3
dfm
LASGRGE E

Figure 1: Software Engineering [1]

I, SOFTWARE PROCESS MODELS

A software process model is an  abstraction
representation of process which is using to develop the
software. It simply follow the software development life
cycle [(SDLC) methodology which includes analysis,
design, implementation, testing and maintains.

. BEMNEFITS OF USING SOFTWARE PROCESS
MODELS
There many benefits of software process models are as
fiollows:-
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" |t improves the productivity of the development
team,

® |t reduces the number of errors in final code,

¢ It increases the decomposition and modularization of
the system.

s Itimproves the understandability of the system.

V. DISCUSSION ON SOFTWARE PROCESS MODELS

WATERFALL MODEL

The waterfall is the oldest model and also known as
mather of all models. 1t s also called as ‘linear

sequential model ‘or ‘classic life cycle model’. It is very
simple to understand and use, This model is used Tor
small projects. In this each phase must be completed
before the next phase can be begin and there is no
averlapping in this phase. In this model, feedback s
taken after each phase to ensure that the project is on
right path,

Figure 1: Steps in Waterfall Model [2]
INCREMENTAL MODEL

The Incremental model combines the efements of
waterfall and they are applied in an iterative model,

It iz the process of software development where
requirement divided into multiple module of SDLC
micsdel.

in this model each module goes through requirement,
design, implementation and testing phase every self
sequent release of the module add function to the
previous release. This process continuous ungil the
complete system achieves. The process is repeated until
the product is completed.

Figure 2: Phases of Incremental Model [3]

SPIRAL MODEL

The spiral model combines the idea of (terative
development with systematic control aspects of the
waterfall model. The waterfall with a wery high
emphasis or risks analysis, incremental
releases of the product,

It allows

& software projects repeatedly passes through these
phases in iteration called spirals. At the initial spiral,
starting with the planning, requirements are gathered
and risk is considered. Each consequent spiral builds on
the initial spiral. Requirement are collected during the
planning phase, a process is going on to identify risk and
their alternate solution. A prototype is produced at the
end of the risk analysis, The evaluation phase permits
the customer to access the output of the project to
date before the project goes to the next spiral.
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SPIRAL MODEL

Figure 3: Layout of Spiral Model [4]
ITERATIVE MODEL

Iterative process starts with simple implementation of
subset software requirement and iteratively and
enhance the evolving version until the full system is
implemented amd each iteration design  and
modification are made and new function capabilities
are added, The basic idea behind this model Is to
develop a system,

Iterative or incremental development is a combination
of both design and iterative methods and incremental
width model during software development.

Mare than one iteration of software development cycle
may be in a program at the same time. This process
may be described as incremental approach,

Figure 4: Steps in Iterative Model [5)
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PROTOTYPE MODEL

The prototyping model is one of the most popular used
software development life cycle models. This model s
used when the costumer do not know the exact project
requirement before end.  In the model prototype of
product is first develop, tested as per the customer
feedback. Repeatedly, till the final acceptable prototype
is achieved which form the basis for developing the
final project.

A prototype model requirement gathering start with
requirerment analysis. In this phase the requirement of
the system are defined in details during the process the
user of the system is interviewed to know what
expectation from the system,
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Figure 5; Steps in Prototyping Model [&]

CONCLUSIONS

The paper discussed the wvarious software process
meodels which help us in bullding the software system
under the environment of software engineering. Each
and every software process model has its advantages
and disadvantages. The comparative study on the
behavior and characteristics of discussed software
process models in the paper help the software engineer
in deciding the appropriate model as per their
requirement in development of the proposed software
systern,
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Abstraer: Construction and Demolition (C&D)
waste constitutes a major portion of total solid
waste production in the world, and most of it is
used in landfills. It is also becoming a serious
environmental problem in many countries in the
world, Construction and  demolition  debris
frequently makes up 10-30% of the waste receive
at many landfill sites around the world, This
study reviews about the Recveled Apprepates
(RA) produced from C&D waste and their use in
concrete  construction. Along with a  briel
overview of the engineering properties of
recveled aggregates, the presentstudy also gives
a summary of the effect of use of recyeled
ageregate on  the properties of fresh and
hardened concrete. The paper concludes by
identifving some of the major barriers in more
widespread vse of RA in recycled aggregate
concrete,

Keywords:Construction and Demaolition Waste;
Strength; Workability: Sustainability

1. Iniroduciion

Construction and demolition (C&D) waste is
generated from construction, renovation, repair, and
demohtton of houses, large building structures,
roads, bridges, piers, and dams. C&D waste is made
up of wood, steel, concréte, gyvpsum, masonry,
plaster. metal, and asphalt. C&[D waste 15 notable
because it can contain hazardous matenals such as
asbestos and lead. Estimates vary, but a commonly
accepted estimate is that between 15% and 20% of
municipal salid waste comes from construction and
demoliton  projects. Shatudan et al, (2007)

investigated that the research is focused on the
effectiveness of using treated or recycled aggregates
as a replacement for common aggregates (o produce
a concrete structure. The values of the slump test
falls within the range of 30mm to 60mm. The
highest value recordedapproximately  50mm  for
ageregate suee of 5 mm and 10 mm and the lowest
slump value was 40mm for sizeof 20mm and
37.5mm.

Based on the research ofzuki et al.(2017) the
highest rate of water absorption is at about 10,60 %
for aggregates size 37.5mm. Meanwhile, the lowest
rat¢ of waterabsorption 15 at 2,26 % for the 5 mm
size of aggregates. As for the size of 10 mm, 14 mm
and 20 mmaggregates, the resulis are 3.20 %o, 4.(H)
Yo and 5.00 % respectively,

Constructton  and  Demobitton {(C&DY waste
constitutes a major portion of Wil solid waste
production in the world. Research by concrete
engineers has clearly suggested the possibility of
appropriately treating and reusing such wasie as
aggregales in new concrete, especially for lower
level applications. Recycled aggregates were also
treated with epoxy resin o reduce the waler
absorption, The recycled aggregates  that  are
obtained from site-tested concrete specimen make
good quality concrete. Recycled aggregate concrete
was found in the close proximity to normal concrete
i terms of split tensile strength and compressive
stremgth. The slump value of recycled aggregate
concrete was low and that can be improved by
using saturated surface dry  (55D)  coarse
agoregate{ Zuka et al., 2007).
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Research by concrete engmneers has suggested the
possibility of use of appropriately treating and
reusing C & D waste as aggregale in new concrete,
especially in lower level applications. Rao ¢ al.,
(2005) also discusses different aspects of the
problem beginning with a brief review of the
international scenario in terms of C&D wasle
generated, recyveled aggregates (RA) produced from
C&D waste and their utilization in congrete. In the
study of trocoliabdondantas et al., (2017), Anificial
MNewral Networks {anns) models were developed for
predicting the compressive strength, at the age of 3,
7. 28 and 91 days, of concretes contaiming
Construction and Demolition Waste (CDW). The
experimental results used 1o construct the models
were gathered from literature. The results obtained
in both, the training and testing phases strongly
show the potential use of ANN to predict 3, 7, 28
and 91 days compressive strength of concretes
contaming CDW,

2. Properties of construction and demaolition waste
The review of propertics of recycle aggregate is
shown in Table 1.

Table 1. Properties of Recyeled Aggregate

Raoet | Katzet | o anet
Properties al., al., al., (2017)
(2005) | (2003) 2
Nn.rlnm.-ll s 20 10 20
S1Ze mm
Fimeness
miaduluz 6.79 . 6.2
Bulk " 4
densitykg/ma3 2al) L& ki
Speeiiic 2.53 2.6 2.42
gravily
Forosity®s 5.03 s 6.5
Absorption% 203 2.5 2.7
Muoisture e
content % 1,57 1.9 -

i Effect of C & D wasfe on the properties of
Cirrcreie

I IEffect on fresh properties of concrere
A 1.1 Workabifity

According o the results obtaned by Katz et al,
(2003} the values of the slump test falls within the
range of 30mm and 60mm. The highest value
recorded approximately S0mm for aggresate size of
5 mm and 10 mm and the lowest slump value was
40mm for size of 20mm and 37.5mm. The small
scale sizes of ageregates were absorbed less water
comparcd to the larger size of aggregates. This
happened because of the less surlface area for small
scale size aggregates will be less water absorplion
in the aggregates. The workability of RAC recvele
ageregate  for the same water content in the
concrete 15 lower as reported by many researchers,
especially when the replacement levels exceed
50%. The air contemt of the RAC is found slightly
higher (~4% to~5.5%) than concrete made with NA
at 100% replacement. The variation of workabaliny is
shown in Figure 1.
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Figure 1. Variation of Slump (Katz et al., 2003)

3. 2Effect on hardenedproperties of concrete

.21 Compressive strength

Though researchers have reported a reduction in
strength in RAC, it should be noted thatthe extent
of reduction is related 10 the parameters such as the
type of concrete used for making the RA (high,
medium  or  low  strength), replacement  ratio,
water/cement ratio andthe moisture condition of the
recycled  aggregate  (Crentsil et al,  2001;
Ajdukiewicrandkhszezewice, 2002), Kamzer al,
(2003) found that at a high w/c ratio (between 0.6
and(1.75), the strength of RAC is comparable to that
of reference concrete even at a replacement level off
75%. Rao (2005) found the strength of RAC and
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reference concrele o be comparable even at 1000
replacement, provided that the waler—cement ratio
was higher than 0.55. However, as the water-
cement ratio 15 reduced to 0.40, the strength of RAC
was only about 75% of the reference mix. Aparl
from the water-cement ratio, the moisture condition
of the RA also appears to affect the compressive
strength.  Limited work  has  been  reporied
attempting o relate the sirength to the condition of
the aggregates (oven dried, air dried, saturated
surface dry, ete.), though the findings are
meonclusive (Poon et al., 2004).The vanation of
compressive strength is shown an Figure 2.

Shahadan S et al., (2013) found thatthe results for
compressive  strength im 7 days  increased
dramatically from |4 mpa (5 mm) up to 29.6 mpa
{10 mm). The stze of 20mm aggregate was recorded
the highest strength at 33.1 mpa, followed by the
second  highest strength achieved approximately
12,5 mpa for size of 37.5 mm. For the specimens
cured for 28 days, the compressive strength sharply
changed from size of 5 mm (13.8 mpa) up to
ageregates size 10 mm (41.1 mpa).Kudus et al.,
(201 2)and Hao W. (2016} found that the bigger
mean size of aggregares result in the greater
compressive  strength of concrete.The bigger
aggregates result in oa larger ITZ  (Imier-facial
Transition Zone) which refers to the weak binder
gone around the apgregates which s more
susceplible to cracks. This increases the chances of
cracks occurring. Internal bleeding can take place
when water gets trapped on the underside of large
siZe aggregates.
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Figure 2. Variation of Compressive strength
(Poon et al., 2004 )

3.2 2Warer Absorption

Rao et al., (2005) studied that the water absorption
in RA ranges from 3 to 12% for the course and the
fine fractions with the actual value depending upon
the type of concrete used for producing the
ageregate, It may be noted that this value 15 much
higher than that of the natural aggregates whose
absorption is about 0.5-1%. The high porosity of
the recyeled aggregates can mamly be attnibuted 10
the residue of mortar adhering to the onginal
aggregate. This, in fact, also affects the workability
and other propertics of the new concrele mix as
discussed separately,

Absorption 15 the moisture measured when every
pore is saturated by water, but when the surface is
dry. The water absorption rate can influence both
fresh and hardened concrete properties (Etxeberna
M. 2007). Concrete made of recycled aggregate had
less compressive sirength and resistance to freezing

and thawing than concrete made of natural
aggregate (Tam VWY  2008). However, the

absorption capacity of aggregate also affects the
workability of concrete (Rao A 2002).The
absorption capacity of aggregates depends cither
upon a4 consistent degree of particle porosity or
represents an average value for a mixwure of
variously high and low absorption materials {Tam
VWY, 2008).The vanation of water absorption is
shown in Figure 3. Normally, recycled aggregate is
more absorptive than natural aggregate. Due 1o its

 high absorption capacity, recycled coarse agegregate

must be wet before its use in making concrete. IF
the recyeled coarse aggregate is not humid, it
absorbs water from the paste, thus losing both its
workability in the fresh concrete, and also the
control of the effective wic ratio in the paste. In
consequence, the increased absorption of recyeled
aggregates means that concrete made with recycled
coarse aggregate and natural sand typically needs
5% more water than conventional concrete in order
to obtain the same workability(Padmim AK, 2004).

CGrenerally, NA has water absorption values between
0.5% and 1.5%. which 1z normally omitted for most
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concrete apphcations. However, more precautions
must be taken when using RA because of their
greater porosity. RA will almost always exhibit
higher WA values than NA.

—t— L
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Figure 3. Variation of Water Absorption (Tam
VWY, 2008)

1.2, 3 Density

Density 15 an essential property for concrete mix
design. It 15 also crucial tor caleulating the concrete
volume produced from a certain mass of matenals.
The particle densily of an aggregate is the ralio
between the mass of the particle material and the
volume occupied by the individual particles. The
lower the density of the aggregate, the higher its
cement mortar content will be. Consequently, the
density of the recyeled aggregate 18 significantly
lower than that of natural aggregate. Lower particle
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Abstrace:

Reactive Powder Composites are new cement-
based materials which could be used for the
storage of nuclear wastes due to the excellent
microstructural propertics. Production
methodology  of  Reactive Powder Concrete
(RPC) is not clearly established vet, as several
parameters have a varied influence on the
resulting fresh and hardened properties of RPC.
Even for the same composition, properties such
as  microstructural

hy

as  mechanieal as  owell

properties differ significantly changing
temperature of curing and method of coring
with respect to time/duration.The study of
several RPC compositions by SEM Analysis and
X-ray diffraction made it possible to better
understand their microstructural properties.
The the

mechanical properties of RPC and the effect of

present  study  reviews various
different curing temperatures on the properties
of RPC.

Kevwords: Reactive Powder Concrete: Strength:
Durability; Temperature

I. Introduction Different concretes have been
developed in the world for different purposes. One of
them is Reactive Powder Concrete (RPC). RPC term has

been wsed to describe a fiber- reinforced, super

plasticized, silica fume cement mixture with very low
water-cement ratio, characterized by the presence of
very fine aggregates instead of ordinary aggregateRPC
widely used in engineering practice. Since it is not a
mixture of mormal concrete that is Cement, sand,
coarse aggregates, water, but it 5 a3 new kind of
structural material that includes cement, sand, silica
fume, quart: powder, steel fiber with very low water-
cement ratio and the size of all material is less than
600micron.RPC due to its superior performance has
provoked many construction practitioners throughowut
the world in its application to special civil engineering
structures. The first footbridge made of RPC in the
world locates in Sherbrook, Quebee pravince, Canada.
Other structures are nuclear power plant, petroleum
plants, mumnicipal, marine and military uses. BPC
reduces thickness of concrate members leading to large
saving inm both material and ¢osts. APC possesses pood
durability due to its low porosity nature and dense
microstructure. RPC requires low maintenance costs in
its senvice life. Compressive strength of RPC Increases
significantly after autoclaving and steam  curing
compared to the standard water curing. Autoclave,
steam curing time, temperature and pressure also
influenced the mechanical performance of RPC
considerably. The dense microstructure of RPC makes it

more vulnerable to high temperature spalling and
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cracking. However, the addition of steel fibers improves
the tensile strength which resists the internal vapor
pressure at high temperature. This protects RPC from
spalling. A number of studies have been focused on the
effect of the heat treatment and pre as well as post-
curing of concretes on the microstructure and
compesition of the inner CHS products, The formation
of xonotlite was observed at temperatures above
200°C. The heating rate of autoclave cure treatment was
1.1°C/m and curing period were 4h, &h, 10h, 12h and
24h at lmpa, 2mpa and 3mpa pressure, respectively,
some parts of RPC remain unreacted even after 28 days
standard water curing. It seems that, there is an
optimum pressure and process time for each RPC
mixture. Extend tmes or increased temperature and
pressure i likely to increase the crystallinityof the
binder which cause increase in the strength up to
maximum wvalue, afterwards a slight decrease in
mechanical performance was  observed.  The
moarphology of C-5-H was generally changed to a fibrous
structure by higher pressure, temperature and
increasing  autoclave, steam curing with  duration
period. There are two types of RPC. They are RPC 200
and RPC 800. They can be fibered and non-fibered.
Fibers are incorporated in RPC in order to enhance the

fracture properties of the composite material,

There are many advantages of RPC such as it has very
low parosity, very high ductility by using steel fibers as
well as its shrinkage limited also decreased and
increased in corrosion resistance, There are several
applications or uses of RPC such as it is used in long
span bridge, Roof of stadium, also wsed in where

pressure of pipes is very high and to make nuclear

structure plant. Since RPC is in its developing stage, the

long-term properties are not known.

1.1 Development of RPC since 1995

RPC first construction goes to Richard P, And
cheyresym.  (1995), They  investigated the
composition of Reactive Powder Conerete (RPC).
According to them two types of RPC were
manufaciured with target compressive sirength of
200 mpa and 800mpa respectively. The result was
found that ductile concrete with the basic principles
the by

eliminating the coarse aggregate and enhanced the

enhanced homogeneity of concrete
microstructure by post-set heat treatment. The
tensile strength of concrete was also found 1o be
mereased. Chan and Chu (2002) have studied the
cffect of silica fume on the bond charactenstics of
steel fiber in matnx of reactive powder concrete by
bond strength, pullowlt energy etc. Various silica
fume contents ranging from 0% 1o 4080 were used
in the mix proportions. Results showed that the
incorporation of silica fume can effectively enhance
the fiber-matrix interfacial propertics, especially in
fiber pullowt energy.Marcel Cheyrezyet al (1995)
studied the Microstructural studies of RPC. The
study of several rpeccompositions by mercury
porosimetry, thermo gravimetric analysis and X-
raydiffraction made 1t possible o better understand
their microstructural propertiesdepending on their
heat treatment. Influence of temperature on
hydration andpozzolanic reaction were exammned,
the

was  observed.

For high temperature, présence of a

crystathydrate, xonotlite, Halit

Y .(2006) studied the effect of curing conditions on
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compressive strength. It can be seen that duration
ofhigh pressuresteam cuning and preheating penod
also affectsthe compressive strength ol reactive
powder concrete.owirzena, (2007) has studied the
effect of the heat-treatment regime on theproperties
of reactive powder concrete. Nine different curing
procedures were applied in which the stant and
duration of the heat treatment were varicd. The
result revealed that longer heating times increased
the degree of hydration, refined the microstructure
and resulted in  higher ultimate compressive
strength, Xiaomeng H.et al. (20017) swdied the
fiber-reinforced

reactive powder concrete at high temperature and

mechanical properties  of  steel
after cooling. The Result revealed that the hot state
and residual mechanical properties decreased
gradually with increased temperature, Matte and
Moranville{ 1998} investigated the durability of
Reactive Powder Composites: influence of silica
fume on the leaching propernes of wvery low
water/binder pastes and it was found that the
the

especially that of the anhydrous cement grains

leaching  greatly  affects microsiructure
remaining in the paste. Junwei Song and Shuhua
Lin{20016) studied the properties of reactive powder
concrete and its Application in Highway Bridge
under the R0°C steam cunng condition. The
experiment revealed that RPC200 goes lincarly
upward long with the increasing strain  unil
explosive failure. also it shows very good ductility
and the descending stage 15 very gentle,

Glenn Washer and Paul Fuchs (2004) studied the
microstruciure by Ultrasomic Testing of Reactive

Powder Concrete. The rescarch reported that due 1o

high density and moduli of RPC, pulse-echo modes
of ultrasomic testung are practical over distances of
al least 400mm and also cracks in RPC were
detected using standard
equipment. Wenzhong Z. Et al. (2012) studied the

ultra-sonic

stress—strain relationship of steel fiber-reinforced
reachive powderconcrete after exposure to clevated
temperatures.  The  results  indicated  that  the
compressive strength and elastic modulus of RIMC
increased  farst increased, then  decreased with
mcreased in temperature, and the loss of elastic
modulus 18 quicker  than  compressive
strength. Parameshwar N, Et al. (2017) investigated
the infuence of mixing method, speed and duration
on the fresh and hardened properties of RPC.The
results indicated that improved mixing techniques
proved bencficial in enhancing fresh and hardened
properties of RPC. Microstruciure analysis reveals
that higher mixing speed and longer mixing
duration increases percentage of pores i RPC,
Ming-zhe, et al. (2008} studied the coefficient and
law of the size effect of reactive powder concrete
through cexperiments and theoretical  analysis.
Theresults revealed that the bigger the size, the
lower  the  swength. Bassam A, Et al
(2012 hinvestigated the mechanical and permeability
properties of the interface between normal concrete
and ultra-high  performance fiber  concrete
overlay. The result revealed that the bond strength in
the slant shear test was very strong, also the
permeability tesi proved that the interfacial bonding
is very good. Halit Y, Et al. (2013) studied the effect
of autoclave pressure, temperature and duration

time on mochanical properties of reactive powder
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concrete. Test result indicated that compressive
of RPC

autoclaved compared to the siandard water curing

strength increases  sigmilicantly  after
process. Autoclaved time, temperature and pressure
also influenced the mechanical performance of RPC
considerably. M.K. Maroliva (2012)studied the
microstructure  analysis  of Reactive Powder
concrete with vanation of fiber content is studied at
regular interval of time. The results indicated that
steel hiber surface has covered with  densely
cemeniations material. From SEM  micrographs
they had observed the various components of RPC,
also microstructure of hot water curried sample is
much faster than the normal water curried sample.
Yuh-Shiou Tai et al. (2011) Mechanical properties
of steel fiber reinforced reactive powder concrete
following exposure to high temperature reaching
R00'C. Expenmental results indicated that the
RPC

heatingfrom 200-300°'C imcreased more than that at

residual compressive  strength  of after
room temperature, but, significantly decreased
when the temperature exceeds 300°C. The residual
peak strains of RPC also imtially increase up 1o
400-500°C, then decreased gradually beyond
S500C.Ahmad 8. Er al, (2015) investigated the
effect of key mixwre parameters on flow and
mechanical  properties of  reactive  powder
concrete. The result indicated that natural grading of
dune sand available in Saudi Arabia performed well
than the modified sand grading also, the W/B rato
affected compressive strength and modulus of
clasticity of RPC most sigmificantly, and the cement
content had major effect on the modulus of rupture

of RPC. Mehmet Canbaz (2014) has studied the

effect of high temperature on reactive powder
comcrete.  The properties o reachive  powder
concrete with different plastic fiber ratios were
investigated at different temperatures. The result
revealed that Compressive strengths higher than
2000 mpa were achieved after water curing at 90°C
for 3 days and after applying a pre-setting pressure
of B0 mpa to the RPC. However, the addition of
polypropylene fiber caused a maximum reduction
in strength of 140 mpa. The strength of 165 mpa
was obtained in the case of 1% fiber ratio usage.

2. Properties of Reactive powder concrete

2.1. Compressive strength of RPC

In the study of P. Bamonte. P.G. Gambarova
(200100, the compressive strength of RPC  after
cooling was high up to 300°C than the hoi-state
compressive strength, However, above 300°C, their
degradation trends are same. The initial decrease in
strength in hot-state 15 due o the vapor pressure
inside the sample. The hot and residual compressive
strength varation is shown in Figure 1. In the
research of . Qin, L. Zhao (2011}, it was noticed
the

COMPTessive

that 1sotropic  tensile  siresses  and  the

stresses  due o vapor pressure
decreased at low temperature. However, at high
temperature, the vapor pressure is released due o
thermal micro-cracking and increased the same
properties. The residual cube compressive strength
of RPC at 120°C and 300°C is 16887 mpa and
191.76 mpa. This is 9% amd 24% more than
thecompressive strength at room temperature. This
increase in strength 15 due to dry hardening of RPC.
Furthermore, according to zhengandwang (2014 )the

heated vapors improve the internal hydralion
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reaction, which is called as internal autoclave
condiion.Figure | revealed that the samples were
heated at 20°C, 120°C, 300°C, S500°C, TOOC and
S00°C wmrget wemperatures. A thermocouple was
inserted inside specimen o measure the internal
temperature. The samples were heated until the

internal temperature was reached to the target value,
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Figure 1. Compressive Strength of RPC
{(xiaomenghou et al., 2017)
Where fon ¥, fea- Hot and residual cubic

compressive strength of RPC respectively.

2.2 Flexural Strength of RPC

In the study of xiaomenghou. the flexural strength
of RPC was measured by central point bending
method after cooling and inside the fumace at high
temperature, The absolute and normalized Nexural
strength of RPC 1s shown in Figure2, The flexural
strength decreased gradually with increasing
temperature except at 120°C and 300°C where only
the residual strength was increased by 5% and 2%,
The degradation at hot-state was faster than residual
state above S00°C, The residual and hot-state
Nexural strength of RPC at 900 was 7.12 mpa and
6.26 mpa which is almost 24% of its original
strength at 20°C. According togao et al., (2013 )the

residual flexural strength of RPC is higher than
NSC and HPC.

2.3 5plit Tensile Strength of RPC
The tensile strength is wvery cmucial for high
temperature  studies, It prevents  spalling  and
cracking of concrete by resisting thermal stresses
which were produced due o internal  vapor
pressures at high temperature (300°C-500°C), The
sphit-tensile strength of RPC ar 900°C 15 6,88 and
712 mpa, and 31.43mpa at 120°C the hot-state
split-tensile srength 18 decreasing gradually with
increasing temperature whereas the residual split-
higher than

temperature strength up o 300°C. At a wemperature

tensile  strength s mitial - room
higher than 300°C, the pattern under both test
modalitics is same. The split-tensile strength was

measured by cube samples, which was shown
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Figure 2. Flexural strength of RPC
{(xiaomenghou et al.,20017)

X0 0 ToD 0 800

Where /#, f7-Hot and residual Mexural strength of
RPC respectively.
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In Figure 3. The same factors as explained in the
aforementioned section can be considered for splhit-

tensile strength degradation.

Spiit-ensile strength (MPa)

.t 120

00 500 oo 00
Temperature (*C)

Where/t ¥, 1 *- Hot and residual split-tensile
strength of RPC, respectively.
Figure 3. Split tensile strength of RPC
{(xiaomenghou et al., 2017)

2.4 Elastic Modulusof RPC

The clastic modulus of RPC 15 much higher than
conventional concrete. The elastic modulus was
calculated from the gradient of two pomts at the
stress-strain curve at 5% and 40% siress level. The
residual and hot-state elastic modulus is plotied in
Figure 4. According to xiaomenghou et al., it was
found that the elastic modulus of RPC at 20°Cwas
3481 gpa. The clastic modulus was affected by
same  factors as in ecase of hot and residual
compressive strength, The elastic moduolus at 900°C
15 2.85-3.01gpa which was 5-%% of its unhcated
room temperature value, The degradation of clastic
modulus 15 much higher as compared o other
mechanical properties. This may be atributed 1o
increasing porous volume at high temperature or the

breakage of interfacial transition zone.
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Figure 4.Elastic modulus of RFC

{xinomenghouet al, 2007)

Wheree ¢ ', E ¢ 7= Hot and residual elastic modulus
of RPC respectively,

1.5 Microstrueture Analysis of RPC
According to the xiaomenghou et al.{2017)the
microstructure of the selected RPC mixtures has
been mvestugated by using a JEOL JSM 6060
electron microscope (SEM) at 20 kv. The samples
were prepared by taking small pieces fromthe
specimens. The general microstructural features of
RPC were determined by using backscattered
clectron (BSE) imaging. Samples were coated with
gold. Microstructure investigations revealed the
very dense microstructure of RPC. The very low
water/binder ratio results in a closer conhgurahion
of cement grains. According to Aitcin PC et al.
(2003 ).the very  compact

essentially composed of inner hydration products

RPC mainix 15 and
resembling a gel developed through a diffusion
process sinalar 10 high performance concrete, also
he showed that It can be seen that the light grey
areas decreases with the increasing  autoclave

pressures and temperatures. This simation shows



that cemenmt gramns are hvdrated According 1o
halityazici( 2013), this was valid tor RPC mixtures
comaining SF (Silica Fume)} (Figure 3a-d).
Unreacted cement grains exist in water cured SF
mixture (hight grey areas i Figure 5a), and the
amount of these grains decreased by autoclave
curing (Figure 5b—d) indicating an improvement in
the rate of reaction. Although, some parts of the
cement grains are unhydrated especially  larger
ones, these muxwres had superior mechanical
performance after awtoclave curing. According 1o
S C, Hu S.And Zhang 5, Huang 5, This can
attributed 1o the low water/binder ratio, improved
hydration and the CH consumption of the SF 1o
form C-5-H. Entrained or entrapped air pores were
also detected in the RPC matrixwhich can be seen
in Figure 5. These sphencal pores, most of which
formedpossibly due 1o the side effect of high
amount of super plasticizer, have different
dhameters in the range of 10-400 uym. These pores

gencrally were empty in standard cured samples.

Figure 5. SEM images of SF muxture {(a) 235-day

standard water cured, (b) awtoclave cured (1 mpa,

180°C, 10 h). (¢} autoclave cured (2 mpa, 210°C, 10

h) and {d) autoclave cured (3 mpa, 235°C, 10 h)
(x1aomenghou et al. 2001 7).

In the smdy of Mane andmoranville, (1999).the
XRD test was conducted for determining the major
minerals in RPC and the patterns shown in Figure 6
correspond o the sound pant and o the external
layer of the degraded samples after a G-month
leaching. As expected, an unaltered core (the sound
part) and several altered zones. The sound part of
the coment paste contains Ca(OH): which has been
leached in the altered part, The cement silica fume
paste does not contain Ca(OH); due to its high
silica fume content, The leaching process leads w
the disappearance of the anhydrous compounds in

the altered zone.

»
2 i (G}

Figure 6. XD diffractogram of the cement+ silica
fume paste after b-month leaching (Mate

andmoranville, 1994

3. Conclusion

I, In BRPC, extend bmes or  increased
temperature and pressure is likely 1o increase
the crystallinity of the binder which cause
increase in the strength, up © maximum
value, alterwards a shight decrease In
mechanical performance was observed.

2. The other significant factors from the pom
of mechanical performance arencorporation
of silica fume and steel fibers 10 RPC
mixiures.
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3, The residual mechanical properties increased
up to 300°C, however above 300°C a sharp
decrease in strength was observed.

4. The morphology of C-H-5 was generally
changed to a fibrous structure by higher
pressure,  temperature,  and  increasmng
autoclave duration period.

5. Entrapped air pores were also detected in the
RPC. The spherical pores, most of which
formed possibly due to the side effect of high
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Abstract: In this , we are doing a deep
corversation about human intelligence and
artificial intelligence.

We all know that artificial intelligence is ready
to become the reed for future generation to
make there working easy and secure.

Here we discues about the effects of artificial
intelligence on human beings and how they will
affect on human and cause of their extinction.

Keywords: Include at least 4 keywords or phrases

1. ABOUT “Al™ & “HUMAMN INTELLIGENCE”

Artificial intelligence (Al) is a term wsed to
describe “intelligence” demonstrated by machines.
Al prograve may mimic or simulde cognitive
behaviours or traits associaed with human
irtelligence such a5 reasoning, problem solving and
learming Depending on how and if we wse it, the
future of businesses and the human workforce can
be potentially transformed and disrupted by Al &5 it
rapidly evolves, enabling robots and mechines to
perform the tasks that bumars doFrom the
atometion of mundane repetitive tasks to meking
complex decisions, the opportunities offered by Al
can lead s in a variety of dirediors. As we
cortinue to unlock the potertial of Al, we will be
changing the way the world works fundamentaly
argd forever,

Hurren intelligence is the intellectual prowess of
hurers, which is marked by conplex cognitive
feats and high levels of notivation and self-
WV ENBIMESS,

Through intelligence, humans possess the cognitive
abilities to leamn, from concepts understand, apply
logic, and reason, induding the capacities to
recognize patterns, conmprehend ideas, plan, solve
problens, meke decisions, retain information, and
wse language to conTrunicate.

. IMPACTS OF Al OM FUTURE OF |0BS, ECONOMY AND THE
WOREFORCE OF HLEB AN

1. Automgtion of tasks:-

The most evidet impadt of Al is the
consequence of the autondion of tasks across a
broad range of industnies, transformed from manual
to digital. Tasks or roles thet include a degree of
repetition or the consunption and interpretation of
vast anourts of daa are now delivered and
processed by a conmputer, sometimes not needing
the irtervertion of humans.

2. Welcome new opportunities:-

As Al and mechine leaming execute the manual
tasks that humans used to perform it opers up and
breeck rew industries and opportunities for the
workforce. Digital engineering is an example of an
emenging profession thet resulted from the repid
development of technology, and it is still evolving.
So, while old menual tasks may be out, rew jobs
and professions will be emerging.

3. Economic growth nodel:-

When wsed with a pupose and not for
technology™s sake, Al can unlock tons of
opportunities  for  businesses  and  inprove
productivity and  perticipation  within  the
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organisation This, in turm, can result in an incregse
in demand for products and services and drive an
economic growth nmodel that delivers and inproves
the quality of living.

4, More room for aregtivity and innovation:-

With robots, Al, and autometion taking some of
the mundare and menual tasks out of our hands,
professionals have nore tine to foous in thinking,
delivering creative and innovaive solutiors, and
actiors that are beyond the reach of Al and are
sauarely inthe dommain of human intelligence.

5. Role of work:-

In the age of Al, understanding the function of
work beyond merely sustaining a standard of living
is even more important. It becomes a reflection of
the fundamental humen need for participation, co-
credtion, contribution, and a serse of being reeded;
and thus, must not be overlooked. So, in some way,
even the ordinery and dull tesks & work become
valuable and worthwhile, and if it is removedor hes
been adorrsted, it should be replaced with
something thet provides the same opportunity for
hurman expression and discovery.

1. OwriGinoF A aND HUMAR INTELLIGENCE

Al is an innovation areated by humen intelligence;
its early developmert is credited to Norbart Weiner
who theonzed on feedback mechanisme while the
father of Al is John McCarthy for coining the term
ad organizing the firdt corference on research
projects regarding mechine intelligence. On the
other hend, humen beings are creded with the
innate ahility tothink, reason, recall, etc.

V. ARTIFICIAL INTELLIGENCE VS, HUMAN INTELLIGEMCE

1. Speed of Al and Human I ntelligence:-

As compared o humens, computers can process
rrore inforrration & a faster rae. For instance, if the
human mind can solve a meth problemin s minutes,
Al can solve 10 problers ina minute.

2. Decision Making:-

Al is highly chiective in decision meking & it
aralyses besad on purely gahered data However,
humans’ decisions may be influenced by subjective
elerments which are not based on figures aone,

3. Acouracy:-

Al often produces acourde results & it functions
besed on a set of progranmed rules, As for hurman
intelligence, there s wvsually a room for “human
error” as certain detals may be missed & ore point
or the other,

4. Energy Used:-

The humen brain uses about 25 wals while
rmodern computerns only generaly use 2 watts,

5. Adaptation of Al and Humen | ntelligence:-

Hurran intelligence can be flexible in resporse to
the changes to its ervironmert. This mekes people
able to learn and mester various skills. On the other
hand, Al takes much nore time to adapt to new
changes.

6. Multitasking:-

The humen intellect supports multitasking &
evidenced by diverse and simultaneous roles while
Al can only perform fewer tasks d the same time a5
a systemn can only leam resporsibilities one & a
time.

7. Self-Awareness:-

Al is still working on its ability regarding self-
awareness while humens become returally aware of
thern and strive to establish their idertities a5 they
Melure.

8. Sodal | nteraction-

As socid beings, humarns are much better &
social interaction since they can process abstract
inforrretion, have self-awareness, and are sensitive
to others” emotions. On the other hand, Al has not
mastered the ahility to pick up on pertinent soda
and emotional cues.

9. General Function:-

The gerneral function of humen intelligence is
innowvetion & it can credte, collaborate, brairstorm,
and implemert. As for Al, its general function is
more on optimization as it efficently performs
tasks according to how it is progranmed.

[2020]
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Artificial Intelligence
Vs

Human Intelligence

ki ioa iteligence

boran Inteligence

Hurren Intelligence is a quality of the mind that
enables one to wse knowledge — acouired from
exisence, abstract concepts, several cognitive
processes, and more, to manipulde one's
erwironment.

A machine that can, in some way ‘mimic’ this
quity can neke our lives much sinpler and
efficient. This is where artificia intelligence corres
into the piciure.

Intelligence is a quality thet is unigue to hunrens.
Eventhe most complex behaviour exhibited by an
insect does not qualify to be called intelligence.
Take the case with digger wasps as an example: the

wasp that goes o in search of food does nat re-
erter its burrow without looking for intruders. This
is based on the fadt that a possible threat could have
intrucked the burmow while it wes gone looking for
food. But when, a5 part of an experimert, the food
was left right in front of the burrow itself, the wisp
was observed to look for threat before ertering the
burmow, exactly like how it would have responded
in the former sitution Intelligence involves the
ability to leamn from experiences and adept to
changes — something which is absert here,

Developing a machine having such a conplex
character is not essy. It is a realm that progresses
slowly with the hard work of thouwsarvk of
dedicated computer scientists and progranmers,
and it takes decades to reach its clminge.

We achieve more than we know. We know more
then we understand. We understand more than we
can

V. WHaT ROLE COES Al PLAY 1N & HUMAN WORLD?
Al techrnologies are corstructed by mathenretical
processes thet leverage increasing conputing power
to deliver faster and more acourde models and
forecasts of opergtional systems, or emhanced
represertations and combinations of large data sets.

However, while these advanced technologies can
parform some tasks with higher effidency and
acouracy, hurman expertise still plays a critical role
in designing and wWilising Al technology, Human
intelligence is what shapes the emergence and
adoption of atificid intelligence and innovative
solutions associated with it. [t is human intelligence
that seeks to ask “why' and considers *what if
through aritical thinking.

As engineering design continues to be challenged
by corplex problems and quality of data, the need
for human oversight, expertise and qulity
assurance is essertial inwsing Al generated outputs.

VILWILL Al REPLACE HUMAN INTELLIGENCET

Nooverall, Al cannot replace humen intelligence.
Following are the reason:-

[2020]
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1. Humen irtelligence is a product of millions of
years of learming and fine-tuning. Our cognitive
skills and abilities are evolved to a point that
we can multi-tesk, respond to rew
cgroumstancesand changes  effectively,
adepting to a dyramic erwironment, hendle
aetrad ideas and conplicated tasks, process
even vague commands, be flexible and so on.

2. Humen intelligence includes interpersonal and
intrapersonal  intelligence  which  enables
humersto  process emrotions, meke
otservations, respond to sersitive information,
reke judgments, credivelysolve problers, etc.
Bath of these are humen prerogatives and
cannot be mimicked by nachines.

3. Al being a replicated version of the humen
intelligence, will require several times more
R&D, irstructions and investrents to be able
to conmpletely mimic the human intelligence or
become superior to it. At best, Al can be a
powerful tool for humans to use to improve the
way the world functions.

Wil

ADVENTAGES AND DNSADVANTAGES OF ARTIFICIAL
INTELLIGENCE

Advartages:

1. Reduction in Human Ermor:-

The phrase “human crror™ was bom because
hurans meke mistakes from time to time
Corrputers, however, do not meke these mistakes if

they are progranmed properly. With Artificial

inelligence, the decisions are taken from the
previously gathered informetion applying a certain
set of dgorithns. So emors are reduced and the
chance of reaching acouracy with a grester degree
of precision is a possibality.

Exarrple: In Weaher Forecasting wsing Al they
have reduced the rmejority of humen error,

2. Takes risks instead of Humans:-

This is one of the biggest advartages of Artificial
inelligence. We can overcome  many  risky
limitations of humans by developing an Al Robot
which in tumn can do the risky things for s, Lat it
be going to mors, defuse a borrb, explore the
deepest parts of ocears, mining for coal and oil, it
can be wsed effectively in any kind of naurd or
rmar- made disasters.

Exarmple: Have you heard about the Chemobyl
nuclear power plant explosion in Ukraine?

At that tire there were no Al-powered robots
thet can help us to minimize the effect of radiation
by cortrolling the fire in early stages, 2 any hurman
wert close to the core was dead in 2 matter of
minutes. They everbually poured sand and boron
from helicopters froma mere distance.

3. Available 24x7:

An Average hurman will work for 4-6 hours a day
excluding the breaks. Humars are built in such a
way to gat some time ol for refreshing thermseves
and get ready for a new day of work and they even
have weskly of fed to stay intact with their work-
life and persondd life. But wsing Al we can meke
rmechines work 24x7 without any bresks and they
don’t even get bored. unlike humans.

Exanple: Eductional Irstitites and Helplire
certres are oelting many oqueries and issues
whichcan be handled effectively using Al.

4, Helping in Repetitive Jobs:-

In our day-to-day work, we will be performing
many reptitive works like sending a tharking mail,
verifying certain doouments for emors and many
more things. Using atifida  intelligence we
canproductively automete these mundare tasks and

61

[2020]



Mational Conference on industry 4.0 (RO £.0-2020)
College of Computing Sciences and Informetion Techaology [CCSIT)  reerchanker maboveer Dalversity . Moradabad

can cven remove “boring” tasks for humans and
freethem up to be increasingly creative.

Example: In banks, we often see much verification
of doourrents to gt a loan which is a repatitivetask
for the owrer of the bark. Using Al Cognitive
Autorretion the owner can speed up the processof
verifying the documents by which both the
austomers and the owner will be benefited,

5. Digital Assistance:-

Some of the highly advanced organizations use
digital assistants to interact with users which save
the need for hurman resources. The digital assistants
dso wsed in many websites to provide thingsthat
wsers wart. We can chat with them about what we
are looking for, Some chat bots are desigredin such
a way that it"s become hard to determine that we're
chatting with a chetbots or a hurmen being.
Example: We all know thet organizatiors have a
ostomer support team that needs to darify the
douttsand queries of the astomers, Using Al the
organizations can s&t up a Voice bots or Chetbots
which canbelp atomers with all their queries. We
can see many organizations already started wsing
them ontheir websites and mobile applications.

6. Faster Dedisions:-

Using Al alongside other techrologies we can
meke mechines take decisions faster than a humen
ad cary o adiorns quicker. While taking a
decision hurman will analyse many factors both
emotionally and pradically b Al-powered
mechine works on what it is progranmmed and
delivers the results in a faster way.

Example: We all have played Chess games in
Windows. It is nearly inpossible to begt CPU inthe
hardmode becase of the Al behind that game, It
will take the best possible step in a very short time
according Lo the algorithis used behind it.

7. Dally Applications:

Daily  applications  such a5 Apple’s i,
Window's Cotama, and Google's OK Google are
frequertly used in our daly routine whether it is for
searching a location, teking a selfie, meking a
phone call, replying toa mail and nany more.
Example: Around 20 years ago, when we are
planning to go somewhere we used to ask a person
who already wert there for the directiors. But now

all we have to do is say “OK Google where i1s
Visakhapatnam™ It will show you Visakhapatnam's
location on Google mep and the bedt path between
you and Visakhapainam

& New Invertions:-

Al is powering many invertions in alnost every
domain which will help humans solve the majority
of conplex problemns.

Example: Recertly doctors can predict breast
cancer in the women & earlier sages wsing
advanced Al-besed technologies.

Disadvartages:-

As every bright side has a darker version in it.
Artificial Irtelligence also hes some disadvartages.
Let's see some of them
L High Costs of Creation-

As Al is updding every day the hardware and
software need to gt updaied with time to mest the
ldtest requirements.

Machines need repairing and mainterance which
needs plenty of costs. It's cregtion recuires huge
costs a they are very conplex machines.

2. Making Humers Lazy:-

Al is meking humars lazy with its applications
autormreting the mejority of the work. Hurrers tend
to get addicted to these inventions which can cause
a problemto future gererdions.

3) Urerrployrrert:-

As Al is replacing the majority of the repatitive
tasks and other works with robots, human
inerference is becoming less which will case a
major problem in the employment standards. Every
organization is looking to replace the mininum
qualified individuals with Al robots which can do
similar work with nore efficdency.

4. No Ermrptions:-

There is mo doubt thet machines are much befter
when it comes to working efficiertly bt they
cannot replace thehunen conmection that mekes the
tearn Machines cannot develop a bond with
humers which is an essertia atributeswhen comes
to Team Managenert,

5. Lacking Out of Box Thinking:-

Machines can perform only those tasks which

they are designed or prograned to do, amything
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out of that they tend to cash or give imelevart
ouputs which could be a mejor backdrop.

VI, How A 1S USEFUL FOR MHUMANSY

It is an uncdeniable fact that Al is a powerful tool. It
is also true thet the atertion level and foous of
human beings heve shrunk grestly owing to the
availability of excess informetion around us.

The voluminous amounts of dita gererated cannot
be fully understood and analysed by humen
intelligence and when added with the shrinking
dtertion spans and plaleauing cognitive growth in
the pest few years, accentuates the problem further.
With the help of Al and Machine Learming, we can
meke serse of these daa and unearth hidden
petterrs, trends and comeldions.

By leveraging the insights so produced, we can
improve our personad and professional lives and
engage in better decision-meking improve the
overall efficiency of our work and so on For
instance, using Al in education technology, we can
cregte superior leamers with higher order skills by
meking them batter understand their strengthe and
wesknesses,  helping them devise methods o
overcome their mistakes and effectively understand
agiven subject,

Conclusion

Artificial intelligence (Al) and humen intelligence
delve into cognitive functions such a memory,
problemsolving,  leaming, planning,  language,
ressoning, and perception

Al is adso sonetimes referred to a mechine
inelligence. It was founded & an academic
discipline in 1956 which is dso the same year when
the term “anificial intelligence” was coined by John
McCarthy.

The four types of Al are reactive rmechines, limited
memory, theory of mind, and self-awareness.

Hurran intelligence is commonly messurad through
10 tests which typically cover working rmemory,
verbal conmprehersion, processing speed, and
percepiud reasoning Some of the theories on
human  intelligence are multiple  intelligence,
triarchic, and PASS.

As compared to human intelligence, Al can process
inforrretion faster wsing less energy. Al IS more
objective and acourate then human intelligence.

Humen inelligence is better & rultitasking,
adepting, social interaction and self-awareness than
Al The function of Al is optimization
while thet of hurman intelligence is innovation
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Abstract  LI-Fi [e. Light Fidelity is a rew pathway
towards high speed internet. In 2011, while speaking in
TED Talks, German Harald Haas first spoke
about it. It is a Visible Light Communication T
(VL C) which uses LEDs for transmission of the data. The
is wed 2 a medium of commurication
just like Wi-Fi. It is extremely useful in handling the heavy
amourt of data.Li-Fi will take the wireless communication
to the mext level by overcoming the of the
current Wi-Fi technology. It can be wsed at the places like
hospitals, where radio waves can be hazardous. Ancther
advartage of Li-Fi ks, the hgh security of data, which
rmakes it vary useful in military operations. It will also play
a vital role in the research where conditions can be life

threatening for human beings.

This paper foouses mainly on its technological aspects,

features, comparative sty with Wi-Fi  technology,
implemertation and new developments basad on the
sturdies dore so far.

Keywords—— Li-Fi, Wi-Fi, Radio Wireless
Communication, Visible Light Communication (VLC),
{Light Emitting Diodes) LEDs

I, INTRODUCTION

Az the commumicafion in btoday's ern has become the key
factor inamy domain people ae seaking for more afficient
ways of communication and Li-Fi is one of them It uses LED
lights to transmit data in wirdless mode. The speed of the
curent wirdess networks depends on the number of devices
connected to themn It further calls for the issue of the security
of the network. Unlike Radio Waves Li-Fi has o a much
broader spectrum for transmission of dafa

The Germen Phwsicist Herald Hass inbroduced this concept &
“data lhl.'l'ﬂl._tﬂl illomination™ m his TED 1alks, in 2001, Henee,

he and his team a University of Edinburg are known &5 the
ploneers of this concept,

It works on Visibe Light Communication (VLC). In this
technology data is trarsferred through LED light with

rrodul ating light intensities faster than those can be captured
by humen eyes, by wsing the Vishie Spectrum a5 well as
utraniolet and infrered radiations. The dita is traneferred with
the modu aing frequency of light and is then received by a
photo sengitive detector. This light Sigral is then domodulatedd
in the form of electronic signal. Speda LED bulbs are weed
for the illumination of the data and a photo detector is used on
the ather end to detect the signal. Hence, these bulbs tranamit
the data a5 wall & provide the light. 1S dther acantaoge is low
et imvolved and [ow mainbenance recuared

It dlso solves the issue of Daa Seourity & it canndt be
arcessed without the presence of light. This mekes it fit for the
wse in Military Conrrunications or any cther commurications
which calls for high level of seourity. Li-Fi is already inuse in
the fiddds like Military Operdtions, Hospitals, Reals,
Aircrafts g It is dso extensivaly used by the Souba Divers,
Let us further disouss abour the various aspects of Li-Fi
Technol ooy,

il. CNFFERENCE BETWEEMN L1-F1 amnp Wi-Fi
The Li-Fi Tednoogy is very new compared to the Wi-Fi
Technology, which is in use since last many vears. Following
table briefly highlights the differences batween the two
technologies.

Li-Fi

(Ligt s wsed for the |

Lrarsmssion

Wi-Fi

Radic Waves are wsed for
e brarsmission

Tedndogy s
Cormpliant Devices

IrDn

s wead im Hospitals,

Airlines, Linder Soeac,

Technology wses WLAN
stanchrd cormpliant devices

|5 usad only wath the help

of Wi-Fi Hobspots

i ks more secured & ight
gets ocbetructed and then
dezen™ alkow ihe
irfonmilion {0 piss ahead

Differert senLrity
techmigues meed to be
implemierted 1o pchiese the
SEcurly

Can  wok

1Gbps:

n e

_150Mbps with WLAN

erpinonment with high daa

The Spead achieved is upto
Can wak in the
ervinonment with low data |
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| density dersily due to high retwork
R (e —— ]
T | Network COVErage 15 aD0UE | Nenwork Coverage 15 abou
10 rmsters 32 rmeters

B | Componert o the Systen
Lanp Driver, LED Bub
and Phato Detectior

We can futher conpare bath the technologies on the
besis of some rmore technological and nonrtechnological
peraneters as follows:

" Parameter | Li-Fi Wi-Fi
Speed O wia
_Hm [ e
Data Dersity o B
Smg-iw [T R
Rediatility o v
Powver Availalility e W
Tranemitler / o v
Receiver Power
Ecdoga Impadt + o
Dedce o Dedce b o
| Comvedivity
Obstad e Inbatfam b »
Bill of Matenal S ok
Mkt M auriby L e

*- Low, ** - Medium, *** - High

111, FuMcTioM MG OF Li-Fi

The process of Visible Light Communication (VLC) besically
wees the visible light for Data Conrrunication in Li-FiL 16
requires a transmitter and a receiver. The rarsmission of dita
takes place by switching the lights OM and OFF. The
trareition between these ON and OFF is so fast, that the
nomre hurman eyes. cannol sence L

Harald Haas said in the explanaiion, “Very simiple, 11 the LED
is on, you trarsmit a digital 1; if Iv's off you transmit a Q. The
LEDs can be switched on and off very quickly, which gives
nice opportunitics for ransmitting data."[1ILED is chosen a5
it consumes comparatively less power then other visible light
sources. Other sounces like Solar Calls, LASER can be usad in
place of the LED.

Harald Hass saidin EDINBURGH UNIVERSITY “... o solar
el hes become a receiver for high speed wirdess signds
envooded in light, while mantaning its primary function & an
energy harvesting device... " (1)Thus, the energy from solar
ol |5 on roof or trans| uoent v ndow gilass canalso be used a6 a
receiver in Li-M wirdess communication

Following ks a structure of Li-Fi:

A | TraremitterLED is wsed & a transmitter of the sgnd, The

O gtate of LED rarsmits 1 and the OFF date raramits O
For more complex Data connunication multiple LEDs or
LEDws of cifferent ool ours can be used,

HOW IT WORKS

e

RuoLire Apmuicamions oF Li-Fis

Receiver:As the data transmitted is in light form it is needed
b be ol ated indigitd signal. 1t s done with the helpol a
silicon phato diode. Fdlowing are the modulation techniques
which are commonly useck

= OFDM: Orthogond frequency-division multiplexing
= DOK: Ondlf keying

«  PWM: Pulsewdckh modul ation

«  PPM: Pulse-position mockd ation

+  SIM-OFDM: Sub-carmier Incex Mockdation(3)

Working of Li-Fi irstrument:

As we dsossed Li-Fi techwology s @ wirdess
communication  system wihich uses the  wisible  light
frecuencies between videt (B00THe) to red (400THZ).
Vherees the Wi-Fi tednology wses the dedromegnetic
spectrum. Li-Fi sends the anglitude moduated dita in a
stendardized way. The operating speed of an LED is fess than
145, which is much faster than what the human eye can
detect, The switching of the LED is usad for the transmission
of thee cata In Binary Cocke. The OMN state of the LED rarsmits
1 and OFF sate traremits 2ern The lanmp driver shown in the
figure above, drives the output intersity of the LED based on

the ingrt signdl. Unlike Fiber Ogtics, Li-Fi protocol layers are
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suitabie for wird ess convmunication over 3 very short distance
of 10 meters. Hence it is an edrerrely faet and efficient way
of wireless conmunication over a short distance.

On the receiving end the date in the form of light signal is
receiverd and decoded for the information It is Turther
cisplayed on the device oonneched [0 the recaiver. Pholo
detector is used here as-a receiver, which registers binary *1°
and "0 as per the sate of the tramsmitting LEDs, An arroy
with numerous LEDs an be uwsed to transmit the data, that
helps in achieving the speed of hundreds of Mibps.(4)

V. LiMiTaTIONS AND CHALLENGES OFLI-FI

L As the visible light ais & a daa camrier, LI-Fi can work
only inthe dired source of light.

2 As light gats obstructed and canndt pass through many
mediuns, there should nat be any barrier between sencer
and the: receiver,

3 There should not be other sources of light as they will
disrupt the signal, which is the most prominent drawbeck of
the Li-Fi, Even sunrays are not an exoeption bo this

4. Infrasinuchure required for the implenent of this node of
CommLni Cation is entinely different.

5. LI-Fl can be only wsed in polrt o point communication &8 a
high frequency (400-800 THz} wsed here leads (o shord
s ance Coverane

6. Li-Fi enabled devices can be irstalled only in lirited type
of places & the constant line of sight neads to be mantained
hetween the sender and the receiver,

7. It is vet to be devel cped for the use on mess scale. (5)
V. MYTHS OF LI-FI TECHNOLOGY
The technology & so has some myths, like:

1} It is 100 time faster than Wi-Fi: This is nat tnue. The
highest speed received with the cument Li-Fi Standards
is TGhps, and that of Wi-Fi is Z24Mibys.

2} Heady files videcs eic. can be downloaded within a
minute or twer This is not true Speed of Li-Fi also
depence on the speed of intemet and server. Curmently
there are no senvers of intemet avalable which can
support such a high speed. (6)

V. FUTURE SCOPE

Still, Li-Fi technology net a widely spread technalogy and
aso not much known to the people undike Wi-Fi. I is stll in

an implementztion phase, IE will be definitely helpfd in
solving the current nebveork: i5sues andd hedp in overcoming the
limitations of current wiraless network. Radio frequendies are
harmiu and cannat be used o meny places like hospitals
ec. Fadio waves are nat only dengerous (o the patients but can
alzo afect readings of madhines like MRI rachines o, Li-Fi
can help solving this problem Also, in the military operations
which calls for the higher lewsl of security and secrecy, RF
communication cannct be wsed, in such cases Li-Fi could be
wsed to transmit data Li-Fi also provide totd privacy of data,
herce it is wsed extersively where the data secrecy s of
paramount importance, AP communi cation undersater is not
possible a5 water absorts such signals and they also affedt the
marine life. Li-Fi can be used here effectively, though only for
the trarermission range will be shorter, Use of Li-Fi in traffic
systerre locks difficult immediztely, due to the challenge of
interreferance of the olher light souroes, however 1 1L could be
wsed through the sreet lamps and it would serve 25 Li-Fi
hotspot too(7)

This, Li-Fi could be wsad to provide a better communication
in varios ways, Data tranemission coud be more effidert
and faster, It would be a great solution for the tremsmission of
the sy daa

Vil ConCLUSION

The advancernent in reseandh on Li-Fi technology promises its
acressiblity to the commoon men in mear fubure, 18 will be
highly bensficid for the research work in life threstening
areas, medical fidd and in military operationswhere seoured
communication s a primany resd.

Though Li-Fi tedndogy will open new averwues of
communication iF it successfully replaces Wi-Fi and other
broad bend networks theinterfering amospheric and ather
sources of lights can lead to the data loss over different acoess
o s,
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| ntroduction

A monowheel is a one-whesled single-track
vehicle similar to a unicycle. Instead of sitting
above the wheel & in a unicycle, the rider sits either
within the wheel or rext to it. The wheel is aring,
wsially driven by smaller wheels pressing against
its inner rim. Most are single-passenger viehicles,
though nulti- pessenger models have been built,
Hand-cranked and pedal- powered monowhesls
were paerted and built inthe late 19th century;
most built inthe 20th century have been motorized
Some modem builders refer to these vehicles

as monocycles, though that termis also sometines
wsed to describe notorized unicycles, Today,
monowheels are generally built and used for fun
and entertainment purposes, though fromthe 1860s

through to the 1930s, they were proposad for use &
serious transportation

The world speed record for a motorized nmono
wheel is 98.464 kmvh (61.18 nph).

L Design
1.1 design of mono wheel

Then mono wheel with an effective power
trarsmission system has to be designed such thet it
can be handled and controlled by a single person
even in the rest position The main and besic
coretraints that are being taken into consideration
ane :-

1. Height of the person nding the vehicle
2. Maximumweights that the vehicle can withstand

3. Power tranemissions
1.2 height of the person riding the vehicle

According to the survey conducted an independent
research organization average height of the person
inindia is 1.67mthis includes the people from both
the genders .50 the vehicle hes been desigred for
people whose height lies in the range of 1.6m (5
27)-1.8m (5" 97).the average length of a leg person
is 1L.Omand the height variation is mainly due to the
variation in the growth of upper part of the body. So
the vehicle accourts to a mean diameter of Ldmof
which 0.6m corsists of the trarsmission system and
the lower part of the body i.e. The legs and the
lower abdomen manage this area of the vehicle and

the upper part of the body occupy the rest of the
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area. The key advartage of this design is tha the
rider can easily balance the entire vehicle with the
help of his legs and the person can feel comfortable
while riding the vehicle.

1.3 maximum weight the vehicle
carnwithstand

The vehicle that is fabricated should be able have a
specification of the weight thet it canbear, Thisis

the mexinum weight bearing capecity of the We have conpleted design phase 1 which includes
veficle. So, we have taken irto corsiderdionthdl iy Gesign of mono wheel and some parts design
the meximum weight of the rider to be 80kgs. Case study have to be done and proper analysis

reeded which will take around | week.

]
st

N

e @

hypothesis
1. The monowheels are very unstable in low speed = B P

but very stable in speads over 30km

2. As we are talking about a stability of the velicle
we have to ensure thet center of gravity and center
ol mass stays low so rider don’t leel unstable when
taking turn or vehicle doesn't falls to one direction.

3, As for braking systeminstead of using hard IR I 04
braking we have to use soft braking Driven wheel
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basic design of mono wheel

Main wheel andtyre dimernsion
3.1 whatisclaimedits:

Lavehidecomprisingawheel havingad ameter ano
uterperipheryofthewhealforcontacting asurfacefor
movingrelativetothesurfacessupportstrudtureciroum
scribed bythe wheel, wherein

thewheslrotaesaboutt hesupportstruciurea
propulsion

systemd roumnscr bedbyt hewhesl andconnectectoth
esupportstructure thepropulsion system

bei ngcoupleck ot hewheel forrotati ngthewheel around
thepropulsion systemthuspropellingthewheelalong
thesurface;andanautometichal ancingsystermca reurs
ri bediyt hewhesl andoconnected tothe
supportstructure thebalancing

systermcomprisi ngallywheelthatiscortrollabletospi
neroundaflywheelspi naxis, theflywheelspi naxisbein
geonnected to the supportstructurebyapivotthet
isrotatable to onenttheflywhesl
indifferentdirections, whereby

changingad rectionofthef lywheslspinaxis placesa
torguenrt hesupportstructure;andacontrolsystemcon
figureckoreceivesignal sfromoneormoresensorsinthe
vehicle

providingbal anci ngapropulsiconotondransmissio
n
systemcoupledtothepropulsionmotorthetransmissi
O Sy'stem
providingadnivetorque ad fferential gearassembly
coupted
tothetraremissiorsystemandtothefirstwheslandthes
econdwhesl the dfferentialgearasserrblysplitting
thedrivetorgue betweenthe firstwheel and the
secondwhes! while

allowingthefirstwheeland hesecondwheeltorctated
differentspeeds; andasteeringessemblycoupletathed
fferertialgearassemil ythesteeringassembl yconpri
singasteeringniotor thesteeri ngasserrblybei ngoonfi
qurectosuppl yasteen ngtorquetothedrive

torgue whersthesteen ngtorgue
isoppositelyappliectothefirstwhesl anckecondwheel
tocortrol relativeratations ofthefirstwihesl
ancthesecondwheel enablingthefirstwhesl
anckheseC oncwhesltorotatel noppositedirectionstotu
mthevehicle.

2the vehicle
of claimilwhersa rthewheealisafirstwheel thevehiclefu

hercomprising
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apecondwhes!|, whereinthesupportstruchure, propulsi
on systemandbal ancing
systerrerecircunscribedbyt hefirst

wheel ancdtheseconcdwheel,

wherali nthefirstwheel andtheseconawheslarecoupied
to

thepropul sionsystemsuchthatthefirstwhesl andthese
cond wheel

3.Thevehicleof claiml whereirthepropulsion
Syslemconmprisssa
propulsionmotorandiransmission couplingthe
propul sionmotortothewhesel,

4.Thevehicleofcdlaimlwhereinthecontrolsystemorie
ns

theflywheslindi fferentdirectiontosteerthevehicle

5.Thevehicle of clai mll wherein theflywheelisafirst
flywheel, thevehicle futhercomprising
asecondflywhesl

thetiscontrollablet ospi nerounditsassociatedflywheel
spin

ais, theassociaedflywheelspi naxisbeingconnectedt
otheseCondwheelare coaxial
ancthewheel arepi ratedbyal most 200961

of orewheeldiameter

6. thevehicleof claimwhereint hesecondilywheelis

configured tocancelanyurwartedt orguegenerated
bythe firstflywhesl.

y
thewvehicleof dlaimlwhereinthecontrolsystemconnpr
sesaflywheelorientation
motorcoupledtotheflywhesl spinaxistochange the
directioroftheflywheelspi naxis.
8.thevehicleof da mlwherainthecortrolsystemoonmp
rises abraking structurethat decelerates rotation
ofthe flywheel toprovideaorgueonthe
supportstructurefor changingailtathevehicle

9.the vehicleofclamlwhersint heflywheel
comprisesannotort hetrotates abouttheflywheel

spinaxis, thecortrol
systemconprisingapowersystermcouplect othennotor
thecortrol

systembeingronfiguredt osupplydifferentdrivesig
nalstothermotortovaryarotational speedofthemotorto
adusttheattitudecfthevehicle.

10. Thevehicle of claim 1 wherein thewheel is
afirstwhesl, the vehicle further comprising a
seconchwhesd,

wiherel nt hesupportstructure propul s onsystemandb
alancingeystemaredi rounnscri bediyt hefirstwheslan
dthesecondwhesl whereinthefirstwhesland hesecon
dwheelare

couplectathepropul sionsystemsuchthetthefirstwhee
land

thesecondwhesl mayrotateatdi fferentspeeds, andwhe
res nkhepropul sionsystemcompr ses:thefirsiwheelfo
reortactingafirst portionofasurface;second

wheel havingadiameterequaltothefirstd ameter anout
erperipheryofthesecondwheel contadtinga
mecribedbythefirstwhesl andthe

seconchwhes] wherein thefirstwhesl andhesecond
wheel rota esboutt hesupportstructure; apropul siorsy
sternd rourrscn bediyt hefirstwhesl andtheseconcdw
healandconmectedtothesupportstruct ure,
thepropulsion system beingcoupleckothefirstwhes!
andthesecondwhesl forrotatingthefirstwheslandthe
second wheelaroundthepropulsion systerminesame
di rectiontopropelt hevehicleinaforwardd rectionth
e propulsion system
providingadrivetorguetothefirst
wheelandthesecondwheel;anda steering assenbly
coupled tothe firstwhesl andthe

seconcwhesl thesteeringessermbl ycormprisingesteer
ngnrotorthe steeringessembly being configured to
supplyasteering torquetothedrivetorgue wherethe
steeringtorgue isoppositely applieckothefirstwhes!
anckecondwheeltocortrolrel ativerotaiorsofthefirst
wheslandhesecondwhesl, enabli ngthefirstwhesland
thesecond wheeltorotatel noppositedirectionstotum

1l
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thevehiclewhenthefirstwheslancthesecondwhesl are
bothincorntactwiththesurface

1Lthevehicle of claim 1wherein thevehicie

hesroll, pitch.andyawaxes, anchwherein theautomelic
balancing
systemprovidestorquesabouttherol |, pitch andyawax
es.informetion thecortrolsystembei nocoupledt othe
20pivottoorierttheflywheelin differertdirectionsto
adustarettitudeofthevehicleformaintaining
balanceofthevehicle

12 thevehicleof clai mlwherei rtheoneormoresersors
compriseaplurdity of dtitudesersorsfordtermining
orientationofthevehicle

13.thevehicleofolal mlwhers nacerterof massofthe
viehicleisl ocatedbel owanaxisof rotationofthewheel.

14. Thevehicle of dlaim 1 wherein thewhes! is afirst
whesl, the vehicle further comprising asecond
whesl,

whereint hesupportstructure propulsionsysternandb
Aandngeystemarecirounmscri bedbythefirst

whesl ancthesecondwhesl, wherei nexesof rotaionoft
hefirstwheel andthewheel mayrotd ed df ferentspeed
5.

15.thevehicleof cla mlwhereinthewheel conprisesa
tire wherein
aprofileofthetireperpendiculartothetire’s diameter
isacurve thecurvebei ngoomvexawayfromthecenterof
messofthevehiclesuchthatthevehicle'scerterof mass
isstamininum gravitationalpotertial energystateat
zeroleanofthevehicle

16.avehicleconnprisi ng.afirstwhesl havingafirstdam
eter. anouterpen pheryofsupportstructurebyanassoc
ded pivotthatisrataable to onertthesecondflywhesl
indifferertd rections,whereby changing adirection
ofthe associated flywhesl spinaxis
placesatorgueont hesupportstructure.

17 thevehicle ofdamléwherein thedrivetorqueas
substantially zerowherthestesring
asserrblyrotatesthefirst
wheelandthesecondwheelinopposited rections.
18.thevehicleofclaimlGwhereinthepropulsion
system comprises:apropul si onmotor atransmission
systermcoupledtathepropulsionmotorthe
trarsmission
systemprovidingthedrvetorque, andadi fferentiagea
rassembly coupled tothetransmission
systemandiothefirstwheelandthesecondwhesl the
differertialgear assembly  splittingthe drive torgue
between thefirstwihes! andthesecondwheelthereby
allowinghefirstwheslandhesecondwhesltorotateat
cifferentspeads, whereint hesteer ngassembl yiscoupl
eckothedi fferential gearassembly.

19. hevehicleofdamléwhereirt hepropul si oreyste
m

conmprises:ad ferentialgearassernmbl y thedifferertial
gearassermblycormprisingafirst
cifferenti d gearcoupleckothefirst wheelandssecond
differential gearcouplectcthesecondwhes! thediffere
rtidgearassembly splittingthedrive torquebetween
the firstwhee! ancthe second wheelthereby
allowingthefirstwheslandthesecond
wheeltorotateatdifferentspeeds;wherei nthesteeringa
ssemibly comprises

ateeri nggearengagingthefirstdifferentialgearandth
esecondd fferertialgearthe steeringgearbeing
coupled tothe

steer ngmotorforrotati ngthesteer nggeartocauset hef
irstdi fferential gearandthesecondd fferentidlgearto
rotatel noppositedirections.

20 thevvehicleofdaiml9wherainthestesninggeanisa
piniongearthatengagesteethofthefirstdifferentialgea
rand

thesecondd fferenti algear wherei rthepiniongearmot
ates
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aboutitsaxisof rotationtorotatethefirstd fferentialgea
rancthesecondd fferentialgean nopposited rections.

21.thevehicleof claim20whereinthepiniongearalso
rotates inaplane porallel
tofirstdifferentialgearandthe seconddi ferential gear
when the vehicle is moving ina forwarddirection

Z2arethod foratomdiclybal ancingavehicle,
thevehicle being ofthe type comprising awhes!, the
wieel havingad amefer anouterpenphery
ofthewhesl forcontactingesurfaceformovi ngrelativet
othesurfacethevehicle

furtherincud ngasupportstructurecircunscribedby
the

wheel, whereinthewheel rotatesaboutt hesupportstruct
urethe vehicle

furthernclhud ngapropul s onsystemc rounecr bed
byt hewheslandconnectect ot hesupportstructure thep
ropulsiorsystenbei ngcoupledtothewheedformotating
thewheelarouncthepropulsioreystemthuspropedlin
gthewheelalongthesurface,thevehiclerequiring
anautornatic balancing systentobai nabalanced
statethenet hodoonpri sing providingaflywhesl,
circumscribed bythe wheed, that

spi rsaroundallywheelspi neis, thefl ywheelspinaxis
bei ngeonnecteckot hesupportstruct urebyapivot sensi
ngenmbalancei nthevehicle;and nresporsatosensin
gtheimbal ance autometical lyrotati ngtheflywheelaro
unct hepivottochangeadirectionof the flywhesl
spinaxis 50 astoplace dorgueorthe
supportstructuretoaciustanattitudeofthevehicle

23 thernet hodof clai m22f urt herconnprisingchanging
actaional
speedofthellywheslaround hespi nexistherebyplacin

gatorqueorthesupportstructurstoadust anattitude
afthevehiclef ormrai ntal ning balanceofthevehicle

24.themnethodof clai m23whersi nchangi ngarctationa
Ispeedofthef | y wheel around t hespinaxis
cormpr sesrollaxis

beingparalleltothesurfacesncontaciwiththewhesel
andnthedirectionof movermentofthevehicle.

25 hemret hodof clair22wherei nrotating heflywheel
arouncthepivotcormrectsforimbal anceaboutarol | axis, b
hecirection topropelthe vehicle
inaforwarddirectionthe
propulsiorsystermprovidingadrivetorquetothefirst
whesl

ancthesecondwheel therrethodcormpri sing providin
g asteenngessenmbly coupleckothefirstwhes|
andthesecondwhesl, thesteen ngassemblycomprisin
g asteeringmotorseparatef rom

thepropul siorsysten
andaciuatingthesteeringrotortosupply ssteer ngtor
quetothedrive torgue, wherethesteering

torguei soppositely appliediothefirstwhesl
anckecondwheeltoconirol

reldiverctaionsof thefirstwheslandthesecondwheel
enablingthefirstwheeland hesecondwheeltorotaein
opposite directions totum thevehicle when the
firstwheelanckhesecondwhesl arebothincontactwitht
he surface,

26 he

methodof claim22furthercomprisingrotatingthe
flywheel around thepivot, so astoplace
aorgueonthe

supportstructure causingthevehicletolean in
ordertosteer thevehicle.

27 therret hodof cla mZ2f urthercomprisingchanging
arotationals peedoftheflywheel aroundthespi naxis, so
50

placeatorgqueont hesupportstructure causingthevehic
leto leannordertosteerthevehicle

2Blhe

methodof claim22furthercorrprisingperforming
alezstoneofrotating the flywheel around thepivot
and changingarotational
speedoftheflywheslaroundthespin
aisforrightingthevehiclefromahorizontalpesition

73
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29 thermethodof clai mi2Bwhereinthevehiclehasaroll
axis, whereinrightingthevehiclefromahorizonta
position comprises:establishingafirst
angularmromenturroftheflywheel orierteckubstantial
lyperalleltotherollaxis;and changingtheangular
mormentium tocause

areactionarytorgue rightingthevehicle,

30.thermethodof clai mi28whereinchangingtheangul ar
momentum comprisesbraking heflywhesl,

ILtherrethodofcla m30wherai nbrakingtheflywiheel
is sufficientlyrapid tocause the vehicle

aenal pheseasitisnghted whergthevehicleisterrporan
ly notincontactwiththesurface.

32 themethodof clai m22whersi nsensingan mbalanc
ginthe vehicle androtating the flywheel around the
pivot comprises:determining
apresertatitudevectorofthevehicl exdetermining
aret torguevectortha, if provideckothe

vehicle wouldprovidean

accelerationaboutroll pitch,
andyawaresofthevehicle:determining

cortrolsigna sneededtochangearangul armomentum
oftheflywhesl;andapplying said control signals o
produce a desired net torquevedior

33.themethodofclal m22wherei nsensingan mbalanc
eirthe vehicle andratating the flywheel around the
pivot comprises:determining
apresentattitudevectorofthevehicleandatimerateofc
hangeoftheattitudevectondetermining anet
torquevectorthat, ifprovidediothe

vehicle wouldprovidean

accelerationaboutroll, pitch,
andyawaxesofthevehicle;determining

controdsignal sheeded ochangeanangul armomentum
oftheflywhesl:andapplying said control signals to
produce a desired net torguevedtor,

34 . amet hodforsteeringavehicle thevehiclebeingofth
e typehaving afirstwhesl having afirstdameter,
ancuter periphery of thefirstwheel cortacting
afirstportion ofa

surface.thevehicleal soincl ud ngesecond
wheslhavinga

diameterequaltothefirstdanmeter anouterperipheryofl
the

seconcwhesl contadti ngasecondportionofthesurface
the

vehiclealscincludi ngasupportstructureciroumscrib
edhy

thefirstwhesl and hesecondwheel, whereint hefirstwh
eel anckhesecond

whesl rotateshoutt hesupportstructure the
viehiclealsoincl udi ngapropul si orsystennc rounmscri
bedby thefirstwheel andthe secondwhesl
andconnected tothe

supportstructure thepropulsiorsystembei ngcoupled
tothe

firstwheel ancthesecondwheel forrotaingthefirstwhe
el ancthesecondwheslaroundthepropulsion

system nesamemechanicaly brakingtheflywhesl.

35.themethodof clam34whersinthepropul sion

Sy SlEMmConprises

ackfferential gearassenbl y thedifferentialgear
assembly

comprisingafirstd fferential gearcouplect ot hefirstw
heslandzseconddfferential gearcoupledtothesecond
wheel thedifferential gearassembly splittingthedrive
torguebstweenthefirstwhesl andthesecondwhestwhi
lessecondoutpushaficoupledtossecondwhesl forrot
dingthe secondwhesl, the secondoutput
shaftbeing

couplectothesecondd fferertialgearsuchthat rotatio
n

oftheseconddifferential gearrotatesthesecondwihesl
adifferenti d gearcouplingengagingbotithefirst
differertial gear and the second differential gear so
2510 substanti all yevenly

splitafirstinputtorquefronmthe
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firstrotati ngelenentbebweerthefirstout putshaftand
thesecondout putshaft andsecondratdingelerment dr
ivenbyaseconddrivesystern thesecond
rotaingelementengagingthefirstdi fferential gearanct
hesecond

ci fferentia gearwhereinnotalingthesecondrotatingel
ementchangesatorquespplied tothe firstdifferentia
gearby afirstmagnitude and changesa
torguesppliectothesecond di Fferentialgear
byasecondmagnitude oppositetathefirst magnitude
36.;hemethodof clai 35w herei nthesteer nggeansapi
nongeart hatengagesteethoft hefirstdifferentialgeara
naheseconddiflerentialgear whereirthepiniongearn
otales

aboutitsaxisof rotationtorotat ethefirstdifferentialigea
ranckhesecondd Ferential gear nopposited rections.

37 .themethodof claim3éwhereirthepiniongearalso
rotaesineplaneparalleltothefirstdifferential gearandt
he seconddifferentidlgear when the vehicle is
moving ina forwardd rection

38.adi fferential gearassembl ycomprisi ng alirstrot i
g
elemertdrivenbyafirstdrivesystemafirstdifferertial
gearcoupleckothefirstrotatingel erment.

39.thedi ferenti algearassermblyof d aim3Bwhereinth
e
secondrotdingelemertconprisesapiniongeathateng
aces teeth ofthe first differertial gear and teeth
of the second allowing the first wheel and the
second wheel to rotde & different speeds, and
wherein the seering assembly compasses a
steering gear engaging the first differertial gear and
the second differertial gear, the steering gear being
coupled to the steering motor, the method further
comprising: differertial gear, wherein the pinion
gear rotates abolk its axis of rotation to change the
borque applied to the first differertial gear by the
first megnitude and change the torgue applied to
the second differertial gear by the second

megnitude opposite to the first magnitude aduaing
the steering notor for rotating the steering gear to
caee the first differertial gear and the second
differertial gear to rotate in opposite directions.

40 thedi fierentia gearassemblyof daim3Swhereinth
e
testhofthefirstd ferernti algearand hetegthoftheseco
naddifferertial gearfacesachother andwhereirt hepini
ongear
issandwichedbetweerthefirstdifferential gearanckhe
seconddifferentialgear

4 Lthedi fferertid gearassermblyof clai mdOwhereinth
e

piniongearteseehafithatextendsbeyondaperi pheryoft
he firstdifferential

gearand heseconddif ferenti agear whereintheshafti

sengagedandrota edbythesecondrotaing elemrert.

42t hedifferertial gearassermblyofidai md lwherein
the pinion gear, by simultaneously engaging the
teeth of the first differertial gear and the teeth of the
second differertial gear, revolves around an axis of
rotation of the first differential gear and the sacond
differertial gear while also

aIIn::n'n.-.uir:n;;;||-ﬂﬁ,|I pvhereinrotaionofthelirst
rotatingalementrotatesthefirstdifferential gear; afirst
outputshaftcoupledtoafirstwhes! formotatingthe
firstwhesl thefirstoutputshaftbeingcoupledt othefirst
differertidgearsuchthat
rotaionofthefirstdfferertial gearrotaesthefirst
wheel;zecond
differentialgearcouplediothefirstdi fferential
gearsoastod lowthesecond dif ferentialgearandthe
firstdfferentialgeartorotat eat dif ferentspeedk;
angeartoindependently rotateaboutitsaxisof rotation

43 thedi ffererti a gearassemblyof clai md 2whereinth
e secondrotating

elementcomprisesaringgeart hatcircunscn besthefirs
tdifferentialgearandthesecond differertial
geartherinogearengagingtesthformedaroundthepini

5
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ongearshaft, wherein rotation
oftheri nggearbyt heseconddrivesystenrotaesthepin
iongearaboutitsaisof rotation

4. Working methodology

We have to sart our snucture by meking a big,
metallic wheel with 140cmdiameter using a tube of
40mmdiameter. Then, we have to line the metallic
wheel with a nubber in order to achieve having the
benefits that dl the tyres have onthe strest. Also,
due to the fact that the wheel is big in size, we took
4 tyres fromsmall motorbikes and we out they 25
well & we glued the one with the other inorder to
forma tyre, Afterwards, we made 3 wheels with a
bearing wsing teflon ptfe and on which the big
wheel rolls. These three wheels were atached with
the inside part of the wheel on a framework. Onthis
framework, ancther machine 110cc 4 stroke wes
placed. This machine using a chain, enables a
rubber wheel to move so this wheel enables the big
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Abstract— Carmera never liss used to be a popular saying but

with the rise Imaga editing tools like Photoshop that quote was
put inko question a bong badk but Videos, videos were still solemn

I yous henie & video of amy person doing'seing something it hes to
be true, Buk all this was put into cuestion with the rise of the

Deeplake technology. With the ailalality of free to use apps, it
is becoming very easy to oreabe seamless Desplakes, All you need
is some refevant datas and the software does all the heayy lifting,
Deeplake techrology if wsed with caution can change lves and
save millions of dollars, but until now it seems to be dolng more
harm than good, It hes been wmed in defamation,

blackomail, and extortion. Therefore, we must be aware to
where we stand with the Deepliake technology and all it has the
potential to do, Which Is why this paper, we tried to
review this relatively new yet infinitely powerful tech and
exarmine where we stand in a world where Deeplaloss exist.

Keywords — Desplakes, fabe videos, Throots to beaders, scame,
hesalthcare and Virtual Humars.

l. INTRODUCTION

Manipulation of imeges, audio and video is not a
new concegt, the film industry has been doing it for
decades but it hes always been a time-corsuming
adtivity thet can cost studios milliors of dollars
while having rmixed resulls. This is where Al-driven
Deepfake technology can help, Yes Deepfakes, a
technology which many prominent persoralities in
the literary world have said, they see & a threat
Derrocracy. Deepfake technology seems to be a big
concem &s it hes the potertial to generdie fake news
and give power to scammers., It & the same time
also has the potertial to become the next big thing
in the world of Artifical Inelligence as it is
extremely essy to wse  Basically, amyore with a
computer, an intermat conmedtion and general
krowledge can cregle a Deepfake Many
researchers heve been able to crede Deeplake
videos which seemed alnost red, What we found

even more interesting is what the technology
behind Despfakes has the potertial to do.

Fig. 1 Deapfake inege of Dondd Trump

| nthe term Deepfiake, the word deep comres from
the irvolverrent of deep learning and the fake
often refer to forged videos or audio. Deeplake
ae wswEly traired wsing the Gerergive
Adversarial Networks(GANS), or atoencoders.
Any video or audio which has been dtered
ertirely or partialy to give the impression thet
something happened, which in reality, did not
happen is anexanple of Deepfake [ 1, 2 ). To
crecte a Deeplake you need some image data of
the person you wart to add into a perticular
video s dataset A and then immeges of the face
that will be replaced & Daasst B, these Daa
sets will be used to train our network to morph
the two faces. The Faceswap.py software which
is powered by Tersorflow, Kerss, and Python
can be wsad by normel users to crede good
Deepfakes [20]. In simple words, Deepfake
can be any manipulated video thet is areated by
an Artificia Intelligence and the intert of which
i5 to appear red,
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I1.IMPACT OF DEEPFAKES

Even though we ae atidpding tha the
technology behind Deeplakes will be resporsible
for some great advancemerts in the world of Video
Editing and Artificia Audio ion, the sad
truth is urtil now this powerful technology hes been
associded with scammers, hacks, and Trolls. The
technology hes affected some in a very adverse way
be it scamming companies out of millions wsing a
fakee voice module or wing pomographic videos to
blackmail worren. What is even more worrisone is
thet some experts think this is the surface of what
this tech can do in the hands of the wrong people.
But al is not so grey & conpanies like Google,
Adobe and rnumerows Silicon Vdley start-ups are
trying to come up with ways, the Deeplake
techrnology can be positively utilized by the masses.

A. Content Creation

(]

The tnth is Deepfake techrology is a gift to
individual creators, who don’t have huge budgets
and tears for meking and editing videos. The
company Humenal is the best exanple of how
Deepfake technology will one day become the
epicerter of cortert generation, Huren is known
for creating Deepfakes of people with no fwthm
dancing perfectly, shown in fig 2 [3]. The amount
of funny contert dready created with Deepfakes is
enough of a sign thet this techrology will become
popular with the cregtor conmmrunity a5 nore user-
friendly Apps becone available.

B. Cybercrimes and Deepfakes
Audio Deepfake hes been used by scanmmers to
gt people to tramsfer money by pretending to be
someone else over the phone. According to a report
published on The Verge, “A UK energy company’s
chief executive was tricked into wiring €200,000

Fig 7 Humena a work

(or about 220,000 USD) to a Hungarian supplier
because he believed his boss was instructing him
o do sof45]. But the cnergy company's
insurance firm, Euler Herrmes Group SA, told
the WS) that a dever Al-equipped fraudster was
wsing Despfake software to mimic the voice of
the executive and demand his underling pay him
within the hour.” This 15 just one of many
irgtances and as the service gats more easily
accessible it will ondy rise. Many startups aconoss
the globe are working towards the same tech and
with the introduction of free to use
Apps/Websites  like LyreBird, FakeApp,
Deepriude, and Faceswap.py. the bad seed of the
world will cortinue to take advartace of these
advancemerts.

C. Politics

Fig3Sample (A) Readl (B) Comedien (C) Faceswap

Mary believe that Deepfake will be used by
politicians for their gain, a one wrong move and
careers of many leaders Gan end not only this it
i5 feared that cormupt politiciars mey wse

akes a5 an exose o real evidence
against them [ 6 ]. With the US Presidertial
election just around the comer experts are

[2020]
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womied that Deepfakes will be playing a prominent
role to swing voters towards certain candidates [ 7).

. HowToSeoT DEEPFAKES
‘Deeplake detection is currertly the priority of tech
giants like Facebook, Google who are taking the
approach of fighting Al ceated Deepfakes with
ther own respective Al's. This i becoming a major
concen for varios Governmert agencies and
lawrrekers all over the world & well who are
tuming to academic indlitkionrs to  develop
measures to detet Deeplakes [9]. We have a few
methods aurrently used to spot Deepliakes

A. Human Moderators

The idea is simple comrpanies hire humen
moderators who on the besis of few inconsistencies
like incorsistert head poses, unratural Blinking,
and incorsistert skin tones, decide whether a video
is real or hes been altered [ 10,11 ]. This is what
was the basis of Deepfake detection for some time
bt 25 Despfake Al Algonthms become better they
are able to trick noderdlors so we reeded more
modern methods to spot Deepfakes.

B. Recurrent Neural Networks

This is as of yel is an experimental concept that
has not been applied on a large scale. David Guera
and Edward |. Delp of Purdue University used a
tenpord-aware system to adongically detect
Deepfake videos and found a large collection of
rrenipulated videos have shown that wsing a sinple
convolutional LSTM structure, they were able to
acordely predick if a video had been subjedt to
manipulaion or not with as little & 2 seconds of
video data [12]. The idea behind the method seers
to be whet can be the key to spot Deepfakes with
less effort,

C. Browser plugins
We see 3 ot of content on our screen on a daly
basis and 's hard to detect what's real and what's
not this is where these plugine come, once ackded
they will scan each page and tag any Al-generated
content, Reality Defended by Al Foundation and

Sursafe created by Ash Barth and Rohan Phadke
are a great exanples of how nomed people can
be derted about Deeplakes [16, 17 .

IV. FUTURE OF DEEPFAKES

Deepfakes came into meirstream attertion in
late 2017 when people’s social media feed was
filled with farmous movies where faces of sonme
actors were replaced with thet of Nicolas cage.
This made people think of Deepfakes a5 a
technology that will save possibly milliors of
dollars and will bring advancements that could
hawve never been thought of [ 18 ]. We have only
being to understand how we can utilize this
technology

A. The Film Indust

e

"II‘T

»

Fig. 4 Editing by professionds vs Despfake made by fan

Warmer Brothers reporfedly spert over Z25m
Dollars and to remove some facial hair from
Henry Cavil's face and ¢ven then the result
came was homible, which made a fan so furious
that he trained deep leaming algorithe with
imeges of Cavil and ended up with a batter result
with-in 24 hours. Now imagine whet a trained
professional would be able to with this
technology. We are yet to see the uilization of
this tech by any mejor Film studios but sooner or
|aer this technology will most probably replace
all its more expensive counterparts [ 13, 19).

B. Educational Applications
This technology can be used to meke leaming
rrore fun for future gereralions, think about it a
videofhologram of Steve Jobs us about how we
can cede beter produds or Nicola Tesla
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hi meelf teaching about his acconplishments, This is
possible if we put efforts of Deepfake towards this,
This is how we can work towards meking the
promirert figures of our time inmortd for
generations Lo Come.

C. Virtual Humars

Fig Emnmmmaﬁmumld:s

Every single person in fig5 is a Digital avatar
created by Sameung and not a real humen being,
So, Despfake can be used to create specific Virtual
humers for specific people and can at & an
aesistart, friend or & compadre. Taking the idea of
vitual assigtants such & Googe Assistart or
Cortana to the next level [ 14] .

D. Healthcare

Suggesting wse of Machine Learning ard Al in
hedthcare is often comsidered cortroversial as it
will affect petient privacy [ 6,15]. But in research
conclucted by NVIDIA, MGH & BWH Certer for
Clinical Data Science and the Mayo Clinic it was
found that wsing Deepfake Appliction such as
GANSs can potertially cregte nedical imeges based
on 1084 real data which could be wsed to train
Algorithims, yet the technology is very new and its
too early for any use on a lamger level,

Conchusion
Despfake technology is now aready among s
which rmears that no metter what is done to control
it, advancements in this field will be heppening
Wha we reed is for our world leaders to come
together and create rules and reguations which will
help in regulaing the use of Deepfake technology,
s0 that we can utilize the tech for all the good it hes

the potertial to do. As for detedion of
Despfakes, we think developing an Al while
dso mairtaining human involverent in the
process of detecting Deepfakes will be our best
bet in this fight against Deepfakes, As for the
future of the techrology the possibilities are
limitless, what made s nost excited is the
recert research finding of how tech Deepfake
techrology has the potential to contnbute
towards advancemernts in healthcare. Even with
all the good and bad that comes with Deepfakes
we are excited for whet the future holds for
Deepfake technology. We hope with this paper
we ware able to draw some of your gtertion to
al thet is heppening with Deepfakes and were
able to rermove sorre stigma around the topic.
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Ahﬂract Grinding of rmotals is a complex material
removal operation. Ressanch on outting process of a single

abrasive grain s the basis of further understanding of

grinciing mechanism. | n this investigation, the simulation and

analysts for the non-uniform thermmo-mechanscal

interss stress fields in outting zones of a single

regative rake are conducted by rmears of the FEM

technigques. The ouiting forces, the culting bermperature
distribution and the srain rabe in outting zome are
rurrerically demorstrated, Grinding mischanics are analhyzsd
from microscopic view according to the simulation results,
Research results faclitate a better understanding on the
rmechanics of grinding.

Keywords- Cutting simulation; FEM; Grinding
mechamnism, cutting speed

Introduction
Grinding is a very comrplex meteria rermmoval
operdion Compared (o conventiona
mechining grinding differs in many ways,
including the wse of high wheel speeds, fine
depths of o, a large number of multiple
cdting poins of unknown geometry which
varies cortinuoasly with time, the high negative
reke angles preserted by the abrasive grains. As
asimplified model of the grinding, the grinding
technigue with a single abrasive grain is an
effective way to explore the mechanism of the
commplex grinding. Komenduri[1] investigeted
mechining with high regative rake angles to
simulade grinding and mede an dtenpt to
provide an alternate explangion for some of the
anomelies, such & the force ratio, specific
energy, subsurface deformation by commparing
grinding with mechining with high regative
rake angle tools. Research on auting process of
single abreasive s the besis of further
understanding of grinding
mechanismExperimenta research on grinding

with single abrasive grain is difficult to conduct
because of the nonruniformthermmo-mechanical

coupling interse stress fields in cutting zores of
single abrasive with negative rake. With the
development of computer technology, the finite
elemert nethodFEM) was widely used in
mechining sinulaions. In recert years, the
finite elerrent method has paticdarly become
the mein tool for simulating metal outing
processes[2]. The finite element models are
widely used for caloulaing the sress, strain
sran-rae and temperaure distnbutions in the
prirrery, secondary and tertiary sub-outting
zones. In consequence, temperatures in tool,
chip and workpiece, & well & cutting forces,
plagtic deformetion(shear angles and chip
thickmess) , chip formetion and possibly its
breaking can be determined faster than wsing
costly and time consuming experiments. At the
same time, the ability to cheracterize the node
of meteriad removal  through  sinulations
provides an dtemdive approach  fo
understancing the effect of varying mechining
parameters such & rake angle, auting-edge
radis, and depth of ot In this paper,
machining simulations of a single abrasive with
regative rake are conducted on the besis of the
thermo-elastic-plagtic deformretion theory and
FEM techniques, which contribute to a better
understanding of grinding mechanism

Cutting temperature and power

The influence of rake angle on the cuting

termperature and power is summearized in Figd.
It could be seen tha both auting terrperdture
and power increased a5 the rake angle decrease
and reach the mexinum value for -45°7 case
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High regative rake angle will cause great shear
strain, which has been proved by research
results' Y, Rapid adiabatic shearing phenomenon
will ocours in the cutting deformetion zore
when cutting with abrasive of high necetive
rake angle. Intha case, the cutting temperaiure
i5 wvery high becase tha the naeria
deformmation time is very shot and the vast
megority of plastic deformetion power/friction
power hes no time to dissimilar property of
grinding wheel Cutting forcelautting
temperature and power, From Fig5, we can see
thet both the outing temperaiure and  power
increase with the adting speed incressing,
which conforms to the general cutting principle.
The outing temperature distnbution was
showed in Fig.6, from which we can see the
tenperaure change in work piece and chip
clearly and the highest termperaiure appeared in
the tool tip or zore of rake face cdse to the
second deformretion zore. In cuting case with
tool of -45° rake angle, with culting speed
increzsing from 60mimin to 240mmin, the
highest temperature in the tool tip increase from
10782C to 1467C. When V'  300mimin,
meximum cutting temperature reaches 1539°C,
which is close to the temperagture value of
abrasive point messured in the experiment™
ad reaches the melting temrperature of TC4
alloy({about 1600°C).

The auting temperdure distribution with the
distance from original point is showed inFig.7,
fromwhich shows thet tenrperature gradient are
mainly concentrated in the range of 0.5nm
from the tool tip, and the work piece surface
tenperaure gracualy dropped with distance
fromtool tip increasing.

fal  V=B0m'min Tw=1078°C

(B}  v=240mimin Tre=1467"C

Figt The cuting termperaiure distribution for different
ouiting speed
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According to the charadteristics that the abrasive
Fig 7 The cutting temperature grackent for cifferent cuting ~~ 97a@in hes @ larger auting-edge radius, autting
aprerd simulaions of differert tool radius are conduct, As
showed in Fig.9, with tool radius incressing, the
Influence of the cutting speed on strainrate-  Cutting tenrperature rises and strain rate declines
Fig8 presents some strain rae values of  dramelically. The influences of the outer radius
different cutting speed, fromwhich we cansee  vanidion on ginding process are mede more
thet the increase of cutting speed leadk to strain Significant with the: reduction of cutting depth, and
rete declines drametically. Thet is becase the It is especially obvious when the autting depth is
abresives irteracts with the work piece & closetothe cutter radius.
extreme high speed in grinding process, which
lead to severe plagtic deformetion of the
meterial in cortact zone. Therefore the meterial | Conclusion s
strain rate in the grinding exceeds thet of the  With the value of regative rake angle increasing,
autig proces signfiartly, andttesrainrate. Lo 8 P Cones
g effect i enhanced grestly. increase a the sare timeBoth the autting
tempardure and power increase with the auting
speed increasing. When Vie=300mfmin, meximum
2o | culting temperature is close to the temperaiure
value of abrasive point measured in the experiment
and approaches the melting tenperaure of TC4
oo | i alloy.The increase of cutting speed leads to strain
amg  YOMT rde declines drametically. The abrasives interact
n—i s ' ' : with the work piece & extreme high speed in
: ' & i grinding process, which leads to severe plastic
ciafmmrﬂim of the mderial in contact zore
; T ore the rreterial strain rate in the grinding
o SRR R ) exceeds thet of the cutting process significartly,
and the strain rde hardening effect is enhanced
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gregtly. With tool radius incressing, the outing
temperature  rises and strain rae declines
drametically. The influences of the odier radius
varidion on ginding process ae mede nore
significart with the reduction of audtting depth
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Home & Enterprise Security Solutions Using
Vision Intelligence

Aditya Jain, Rupal Gupta
CCSIT, TMU, Moradabad

rupal guptadTegmanl.com

Absiract— Security & something thal b cssential for o in today™s
world whers crime rate is very high, The purpose of this paper is
to provide a reliable, secure and low cost security systern for
msdille class pecpdle. |dea of the proposed system is to use vishon
intolliginct using Artificial Intelligence (A} and Machine
Learming (ML) to detect any kind of oiminal adtivity. The
proposed systern will prevent it with fog canons that are wed to
nﬂuthwﬂﬂnmhlﬁmmtmdﬂwnnﬁh
nearest police station which will ultimately make conditions
worse for intruder victim in that sitbuetion. So it s expedied that
the Intruder will leme the situntion place immediately.

Keywords— Fog Canons, Alarm, Zero Visibility, IVR Calls, Al
Vision | ntelligence anc Security.
I, INTRODUCTION

As due to excessively high ainme rae we are
proposing this seaunity system which provides an
acvanced seaurity system which wses Al, ML &
Fog Canors. It is mainly foaused on the middle
class people who can’t afford expensive security
systens, This is only a proposed nodel about this
sequrity system

Vision: - “If we can make intruders blind they
can’t do anything™.

This Security systerm creates derse harmiess fog,
which mekes zero visibility, fires alarmand also do
IVR cls to the nearest police daion in an

ermergency condition,

Il.  LiMITATIONS OF STUDY
It is not yet tested in pra:_rical ervironments but
our system once completed, it's accuracy will be

good enough to handle those and it will be keep
increasing as it always be learning fromthe massive
amount of data incoming through all node camera’s
inthe network.

I,  METHODOLOGY

1. This Security System is using camera's
ergbled with live machine leaming
algorithme and artificia intelligence (Vision
Intelligence) to recognize If there is any kind
of breskout or aime heppening & the
momert in home, shops and other places.

2. The fog canors to fire up whenever there is a

breakout, it usualy takes 1 or 2 seconds to

meke zero visibility ina 40 sq. ft. room

It uses Arduino to fire up the darm it might

change because of the rediahility & security

papose. Only for the deno it is wsing an

Arduino Uno board bt in  practica

implemertation with implerented  vision

intelligence it will use a raspberry pi device.

4. Systemn will do an auoneied detaled
emergency |VR calls to nearest police station
once completed,

IV. MNEEDOF A BETTER SECURITY SYSTEM

As there are to0 many camera’s generating huge
amourt of dda, futher monitoring of al those
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systere is very tough manualy, that’s why there is
a requiremert o have an intelligent surveillance
systemto replace the older ineffective systers [4).

According to NCRB (National Crime Records
Bureau), the people of India are facing too meny
crimes like theft, housebreak, robbery and burglary.
According to same report, it was proven thet in
2017, there was 1 case every 3 minute of robbery,
theft, burglary and banditry.

Ll r=w ety = e Sale

s i

Fig 1: Labest Crinre Report by MORB [1)

In Figure 1, the snapshot of a report shows that
rrost of the crirmes were cases of theft (the red area)
of which many were aterpted in house, shops and
other residential and working places. Our produd is
the bast tool for such condition. It will help to move
from pessive survedllance to adive defence from
these intnuders.

Security of a security is system is aso very
recessary  especially when  some  advanced
technologies like Al & ML are involved because
once completed it will work itsalf no one will be
monitoring it menually [5].

Once completed this will be able to detedt:-

1. Irtruder Detection.
2. Threatening Detection

3. Weapon Threatening Detection,

4. Glass Break Detection

5. Gas leakage detection,

6. Due to conmpetibility with all security systens
our systemis very versatile.

V. WOBKING PRINCIPLE

This security system is equipped with a motion
detector, fog machine, Alarm night vision camera,
ges detector, fire detector and raspbamry pi. So, the
vision system will keep searching for the any
suspicious activity and the motion detector can be
activated when there is no ore & home or it can be
wsed a5 a boundary for a restricted area

Fig: O Senuiity Syt Moo

Inthe above it is shown thet every device will be
conrected to the Raspberry Pi or |etson Nano
device to control them, as soon as the system will
detect any kind of breakout it will first hit the
respberry pi and it will werify with vision
intelligence before firing alarm and in any case if
vision intelligence found to be not working in that
case it will just fire the dam

[2020]
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It hes been seen that wsing web techmologies
portability of survelllance can also be provided &
some other systers hes aready did [10].

Wi, CoMPONENTSOF 57 STEM

These are all componerts which are used to meke
a derro of this security systemn while implemernting
in practical conditions some of them might change
bt the working will be exactly same.

Using IOT components in a security system also
creates a concern for user privacy and atacks such
& spoofing, denial of service, janmming, and
eavesdropping [7].

Many security challenges and vulnerahilities to
10T in security systens were understood like
prysical dtacks, link layer security issues, network
layer atacks and many more [6][9]. As it is just a
demo so 1t's not a problem for now.

Some other security techniques with proven
results were also studied for meking the best
approach to meke a reliable security system one of
the techniques was pre-gdarm system based on readl-
tirme monitoring [B].

I. Ancuing Uno Nano BOARD:-

It is wsed for recetving sigrals from the sersors,

26 it will receive any signal it will fire the alarm

1. UL TRasomic SEMSOR:-
It is used a5 a motion detector.

I, Gas LEAK SENSOR;-

It is used for detecting any gas leakage.
IV. CAMERA:-

It is very cucial elerrent for this system In the
deno inmplementaion mobile camera is used bt in
real implementaion something more reliable will
be usad,

. FIRE SENSOR:-
It is used for detecting fire.

Wi, ALarm wWiTH LED:-

As Arduino will fire up a signd the darmand the
led will be on, it can be switched off mamslly in
case of afalse alarm

Vil. Fog Canow:-

It's the main component of our systemit fires fog
whenever any threat is detected

Wi, GrLass BrREak DETECTOR:-

It is used whenever sonmeore breaks the window
glass, so it will alert the system

Fig = Fog Caron wilh Glyoerol S@ulion

Inthe above image fog canon & glycerol solution
is shown Glycerol solution is used to meke the fog,
when glycerol is hested up to atemmperaure of more
than 170" degree Celsius it creates heavy white fog
which stay there for a least 15 minutes meking the
visibility zero.

VIl IMPLEMENT ATION
A deno nodule is aeded to show the achud
process  that  will heppen during the  real
implementation of our system the inbruder
detection system is under process due to too much
work on acouracy but for now it has wsad unknown
face detection for some time. Some technigques hes

[2020]
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ﬁnmwwwﬁﬁfﬁabmﬁw
2].

Every sersor is conrnected with the Arduino Uno
board and python library (serid) is used to control
Arduino for the vision intelligence system As any
detection will happened from vision intelligence it
will send the alarm sigral to the Arduino and it will
fire up all the darms

IVR cdl system is not yet inplemernted in the
dermo but it will be implemented it in real system |
From previous refated research it was understood
that it will cost higher to neke a wdl
communicating & reliable security system that's

wiy the real inmplermertation is in still work [3].

Figd: Do M ocul e roge

st e g Fomemd

Firg 5¢ Gun cleedian by G0 Lssng Pytingn Crpenly

Fig 5 Unkran face detec om usi ng Python OpenCyY

Wil CONCLUSION AND FUTURE SCOPE
This security systemn model is designed to face
the Indian criminal situgtions. It hes been analysed

_thet the proposed system may work very well

specially with the concern of a costing model.

Though the model hes been analysed further the

implementdions is (o be corsidered & a fulure
scope which can be published further,

VIll. REFEREMNCES
[1]. Latest Nationa Crime Report Bureaw Crime Report,

“hiepsfactly.in/merb-theft-cata-up-to-201 77

L [2]. N. Nago Swathi, K. Alekiwa, D. Pavithra, D and Kalyan

Babi, “Irrplermertation of Wision Based Intdligent Home

- Securily System Using ARM T, Intemational Research
Jourmal of Enegireering and Technaology (IRJET), 2017.

[3]. Kua-Hsien Hda and Jr-Hung Guo, ~Fusion-Algonithme:
Bosed Searity System wath Multiple Sensors”, Sensors and

| Materials, Vol. 29, No. 7 1069-1080 MY U Tokyo, 2017.

[4]. Leanne Attard and Reuben A, Famugia “Vision Based
Sunviillance Svatem™, Proceedings of EUROCON 2011
Intemational Conference on Computer a5 2 Tod, 27-29 April
2011, Lishon, Portugal.

[5). Claudo Cilli, PhD., CISA, CISM, CRISC, CGEIT, “On
the security of the Al systems”, Saperza Liniversity of Fome,
A8

[6). Fatima Hussain, Rasheed Hussain, Syed All Hassan and
Ekram Hossain, “Machine Leaming in 16T Seourity, Currert
Soluions and Fulure Challenges”, 33rd  Intemational



Mational Conference on mdustry 4,0 (N0 4.0- 32000

Faculty of Engineering & Comprting Sciences , Teerthanker Maohoveer University , Moradabad

[2020]

Conference on Advanced Informetion Networking and
ApplicationsAl: Masue, |apan, 2019

[7]. Liang Xiao, Xiacywue Wan, Xiaczhen Lu, Y anyong Zhang
and Di Wu™ How Do laT Devices Use Al o Enhance
Seaurity?” IEEE Signal Processing Magazine (Volume 35,
Issue: 5, Sept. 2018).

[8]. Longjun Dong. Weiwel Shu, Daoyuan Sun, Xibing Li and
Lingwun Zhang “Pre-Alamm System Based on Real-Time
Moritoring and MNumefical Simuaion Using Intermat of
Things and Cloud Computing for Tailings Dam in Mines™,
IEEE Acoess { Vialume 5 ), 18 Seplernber 2017,

[9]. Elike Hodo, Xavier Bellekersmy Andrew  Hamilton,
Pierre-Louls Dubouilh, Ephraim lorkyase, Chrisios Tachiazis
and Robert Atkinson, “Threat onalvsis of 10T nebworks using
atifidal neural network intnsion datection Systen”, 2016
Intermdiond  Symposium on Networks, Compuies and
Communications (ISMCC).

[10]. Mruyunjaya Sehani, Chiranjiv Manda, Albhijest Kurmor
Sahu and Biswajest Pattraik, ~Web-besed online embedded
door ancess oontrdl and home seaunity’ system based on face
recognition”. 2015 Intemational Conference on Circuils,
Power and Computing Technologies [ICCPCT-2015],



Hational Conferenca on Industry 4.0{N0-4,0) 2“2“
Facuty O Engineening and Computing Scences{FOECS). Teermhanker Mabhawveer Universily, Moradabad

AN ANALY SIS OFHARDCLASSIFICATIONAND
SOFT CLASSIFICATION APPROACHESIN
REMOTE SENSINGDATA

Ranjhana Sharma’, Abesr Masroor , V andana kharna'
'Assistant Professor FOECS, TMU, Maradsbed
‘BCA4 "semFOECS, TMU Maradbed
‘BCA4 semFOECS, TMU, Maradabad
W}W' (414

T okmerkhardEaill com
N sk herri 101 O Loonn

Abstract.-inthe process of desigring real word applications, a6 the “act of forming ino a class &6 per a rank or
Hard elassification and Soft dassification approaches ane now order of personor things™,

becoming prorinent techriques. The information regarding In Renote Sensing  besically two
Hﬂrﬂkmmhmhmﬂdwﬂhhmm Classification methock are wsad-

of appropriate algorithm for image dassification. Pure and 1. Soft Classification

e pixels corstitute remote sensing images. | n digital irmage PP .

aralysis, a pixel is gererally considered as a unit sssociation to Soit  dassfication  provides  more
a singhe land cover dass. Nonetheless, che to limited resclution, irformetion and patertially more acourcte
pixels often represent ground areas. whidh comprises of two or result, especially for coase spatial
rrore different Land cover dasses. Because of this reason, it has resolut ion

been recommended that fuzsiness should be domicile in the
classification procedure so that plels may have multiple or
partial dass rrembership. In this scenario, a measure of the
strength of mermbership for each dess 5 output by the
classifier, resulting in a soft dassification tedhnique. This
paper hull’s eve on hard and soft classification approaches in
Remote Sensing Data.

Keywords— Remobe Sersing, Hard dessification approaches,
Soft dassification approaches, ball's oyve, fuzzy mears.

INTRODUCTION
Rermote sarsing fratemnity hes wsed digital inege
classification for marny spplications, such &8 resource
utilization environmental inpact analysis and other
socio-economic applications. Remote SensinglRS)can
be defined as the science of dassification of earth

layer d'-a_ra:ta‘istics _an:i i_rtam:e of treir_ga_:ﬁ_r:al :
and physical properties using dectromegnetic mission Fig(1) Soft Classification mepping

& a standard of cormmrunication Classification of

remctely sersed dela into the metioveps remeirs a 7 Hard Classification

challenge fili to many factors, such as, selection of It meke a definitive decision about the | and
sereed chta, features types present image processing cover class thet each pixel is allocted to 2

ard classification approaches. The term dassification

is defined by Chervbers Twertieth Century Dictiorery single class
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Fig (2} Hard dassification mapping

3 Gereral Review-

In hard dassification, dass is assigned to pixel is crisp
f.e pixel belongs 1o one of the dass from all dasses. The
dassified pixd is either complaely belongs to a dass or
not [4]. This is called herd dassification (Ghash, 2013).
Although in real world the pixel hes some spatial
resolution and can cover a mipdure of two or more class
features on ground. The pure pixels are rare. Most likey,
bounclries of dasses have the mix pixg. Therefore the
soft dassification approach was developed [S][4). Soft
classification is usad to produce dass proportions within
a pixd ill order to incresse the  dassification acouracy
[21[4] and to produce meaningfu and appropriate land
cover composition [B][268] .Ore of the most popular fuezy
dustering [15] methods are the fuezzy o mears (FCM) [5]
which is an unsupervised classifier thet in an iterative
process assigre dass membership values to pixels of an
irage by minimizing an objective fundtion Although, a
few studies on the wse of FCM have been reported, the
major limitations of FCM are the probabilistic sumto one
corstrairt. Therefore, besides wsing this dassifier,
ancther fuezy set clustering method, namely
possibiligtic ¢~ mears (PCM) (Krishreparamand Kdler,
1993,1996), which relaxes this constrairt so as to be
robuet to the noise (i.e Pixels with a high degree of
class mixtures) present in the dotaset, hes also been
implemented{d]). Remcte  sersing  imeges  conain 3
midiure of pure and mixed pixes. In dgta imege

dassification, a pixel is frequently corsidered & 3
unit befonging to a single land cover dass.

Types of Classification Techniques with their
dassifiers-
1 Hard dassification Approaches- Recert advances in
supervised imege dassification have shown thet
conventional hard” classification techniques, which
dlocate each pixed to a specific class, are often
ineppropriate for applications where mixed pixels are
aburckrt in the imege (Foody o a. 1996). . The
convertional herd dassification methods,  which
assume thet the pixels are pure, force the mixed pixels
to be allocated to one and only one dass. This may
resull into a loss of pertinert informetion present in a
pixe. Mixed pixels may thus be tregied a5 ermor, noise
or uncertainty in dass allocation for hard dassification
mathods, The comvertional use of hard dassification
methods that allocate one class to apixel may tend to
over- and under estimete the acual aeria extends of
the dasses on gound and this nmay provide
eroneas resulls (Foody,
2002). Differert statisticl algorithme  in pest have
been used for allocating mixed prxels.
Hard Classification technigues can  be further
dassified irto two main types ;-
1 MaxirmumLike Hood Classifier-
2. K-Mean Classifier
3. Minimum Distance-to-mean Classifier Mixed pixels
are assigred to the dass with the lighest proportion of
coverage to yield a hard dassification. Due to which
a corsiderable amourt of informetion is lost

(11).To overcome this lces,  soft

dassiflication was intrecuced

— ,.-_,__'E._'._:_, '1' _| F':*:.:—:
——f— - . ===
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Fig{3)-pixd diagram of hard dassification approaches
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Hard dassifiers

Hard dassifiers moke a definitivie decision about the
land cover class thet each pixel is allocated to a
single class. meximum  likelihood,  minimum
distance, artificial neural network, dedision tree, and
support vertor machine are besically hard dassifiers.
Basically hard dassification techrigues are of two
types-

L Linear mixure modaling
2 Fuzzy dassification

Hard vs. Fuzzy Classification

Hard C lnssifscabion

Walzs Fimadignd Foread

| Werlans ‘

Furzy Classification

I1L.SOFTCLASSIFICATION
APPROACHES

The extraction of land cover from renote sereing
Imeges [22],[23]res traditionally been viewed a5 a
classification problem where each pixel inthe image
is allocated to one of the possible classes. So
renotely sersed data of the earth may be aralysed
sersing hes thus be come an important deta source
for providing effective land wse land cover
informetion particular & regiorad to global scales.
Digital inage classification is usually performed to
retrieve this information wing amange of statistical
peitern  recognition  or classification technigue
(supervised and ursupervised) such as maximum like
hood classifier, k- mean classifier, the minimum
Distance to mean classifier etc, There classifiers
allocate each pixel of the renote sersing inege to a
single land use land cover class.

Artificial Neural Network:

Urtil recertly, supervised classification of space-
borme renotely sereed dita hes been achieved

trachtiorally with M aimum
Likedi oo ML Japproach.
2) FCM Fuzzy c- Mean(PCM) Clustening

FCM- is FCM is a method of dustering which
allows one piece data to be long to two o more
chusters that mey be enployed to partition pixels of
remole  semsing  imeges  into  different  class
merbership values [1][401.The objective fundtion
FCM is

V)= () =, i
-

R ]
(R ]

Subpect to constramis

Where xi is the vector dencting spectral resporse | (i.e
a verdor of spectral resporse of a pixg), V is the
collection of vector of duster certers, and vj, pij are
déass merbership values of a pixel{menbers of fuzzy
c-partition metrix),c and n are number of duster and
pixels respectively, mis a waighting exponent( | <m<ax)
b - by thesquared distance (cij) between xi and vj
andis gven by,

v, =0 —v ) Al -v)

r.f' =il 1,

k1| i)

3) Possibilities C-Mean{PCM) Clustering-

The formulation of PCM is based on a nodified
FCM objective function, whereby an additional
term caled is regularizing aso included. PCM is
dso an iterdive process where the dass
rrerrbership values are obtained by minimizing
the gereralized least- sguae emor objedive
function [5][40],

given by,
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Where K is 5 coestant and b generally kept as
I, The chiss memberships, g, are

7, ) :
- (S|13]

IV. DISCUSSION AND CONCLUSION

The expected outcomes fromthis research

weork: woul d be 25 follows:

In this paper is fooused on soft dassification approaches
and uncestainty problem for of assifi cati on and introduce a
new ertropy{without reference) based ariterion

|
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Artifical Intelligence and its Application in Different Areas
Aehi sawena Aninnesh jain
Marmit qupta

In the future, intelligent machines will replace or

sulbfbelcd of compuber scence. Artifidal Intelligence ks becoming a
popular field in computer sdence 28 it has enhanced the human
life in marny areas. Artifidal intelligence inthe last two decades
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It is claimed thet atificial intelligence is playing an
increasing role in the research of menagement
science and operaional research aress. Intelligence
is commonly corsidered as the ability to collect
krowledge and reason about knowledge to solve
complex problems. In the near Future intedligent
mechines will replace human capabilities in many
aess. Artificiad intelligence is the study and
developments of intelligent machines and software
that can reason learmm,  gather  knowledge,
conmunicae, menipulae and perceive the objects.
Joln McCarthy coired the term in 1956 & branch
of computer science concemed with meking
computers behave like humans. 1t is the study of the
computaion thet mekes it possible to perceive
resson and act. Artificid intelligence is differert
from psychology because it enphasis on

cormputation and is different from conmputer science
because of its emphasis on perception, reasoning
ardd action. It mekes mechines smerter and more
useful. It works with the help of atificial neurons
{artificial reural network) and sciertific theorems
(if then staements and logics). Al technologies
have rmetured to the poirt in offering real practical
berefits in many of their goplictions. Major
Artificial Inelligence areas are Expert Systerrs,
Matural Language Processing, Speech
Urderstanding, Robalics and Sersory Systens,
Computer  Vision and 5Scene  Recognition,
Intelligent ComputerAided Iretruction, Neural
Conmputing. From these Expert System is a repidly
growing technology which is having a huge impact
on various fields of life. The various techniques
applied in artificia irtelligence are Neural Network,
Fuzzy Logic, Evolutionary Computing, and Hybrid
Artificial Irtelligence. Artificial intelligence has the
advantages over the naturd intelligence a5 it is
more permmanert, consistert, less expensive, hes the
ease of duplicgion and dissemingtion, can be
docurrerted and can perform certan tasks much
fester and better than the human The Turing Test
Approach: The Turing test was proposed Alan
Turing (1950) .This test was designed to test tha
whether a particular mechine can think or net.
The test irvolves a humen interrogaor who
interacts with a humen and with a mechine and has
totell who is human and which one is mechine. The
cormputer pesses the test if an interrogaor diter
posing some writlen questions, cannot tell whether
the written resporse is coming from hurman or from
the machine.,

AREAS OF ARTIFICIAL INTELLIGENCE

A, Language understanding-
The ability to "understand” and respond to the
raud languege. To tramslde from spoken
languege to a written form and to trarslate from
ore naurd language to another neturd languaoe.
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1.1 Speech Understanding

1.2 Serrartic | nformetion Processing
(Conmputational Linguistics)

1.3 Question Arswering

1.4 Irforrretion Retrieval

1.5 Languege Trarslation

B. Learnming and adaptive systems-
The ability to adapt behavior baged on previous
experience, and to develop ogereral rules
concarning the world based on such experience.
2.1 Cybarmetics
2.2 Concept Forrretion

C. Problem solving-
Ability to formulde a problem in a suitable
represertaion to plan for its solution and to
know wihen new informetion is needed and how
toobtanit,
31 Inference
Prowing,
I nference)
3.2 Irteractive Problem Solving
3.3 Autometic ProgramWriting
3.4 Heuristic Search

D. Perception (visual)-
The ability to analyse a sensed scene by relaing
it toaninemal model which represerts the
perceiving organisnis "knowledoe of the word"
The result of this anglysis is a structured set of
relatiorships between ertities inthe sceng,
4,1 Patern Recognition
4.2 Scere Aralysis

(Resolution-Based  Theorem
Plasible Irnference and Inductive

E. Modeling-

The ahility to develop an intermal represertation
and set of transformalion rules which can be
wsad to predict the behavior and reldiorship
between some set of real-world objects or
ertities.

5.1 The Representation Problem for Problem
Solving Systens

5.2 Modeling Natural Systens (Economic,
Sociological, Ecological, Biological etc.)

5.3 Hobat World Modeling (Perceptudd and
Functional Representations)

F. Robots-

A combindion of nost or dl of the above
ahilities with the ability to move over terrain and
manipulate objeds.

6.1 Exploration

6.2 Trareportation/Navigetion

6.3 Industrial Autorretion (e.q., Process
Cortrol, Asserrbly Tasks, Exeoutive Tasks)

6.4 Sequrity

6.5 Other (Agriculture, Fishing, Mining
Sanitation, Construction, etc.)

6.6 Military

6.7 Household

G. Games-

The ability to accept a formal set of nues for
games such as Chess, Go, Kalah, Checkers, etc,
ad to trarslae these rules into a representaion
or structure which allows problemrsolving and
learming abilities to be used in reaching an
adequete level of performance.

1.1 Paticular Games (Chess, Go, Bridge, &c.)
[11]

APPLICATIONS
INTELLIGENCE

OF ARTIFICIAL

A. Application of Artificial Intelligent
Techniques in Power system stabilizers (PSSs)

Design

Since the 1960s, PSSs have been wsed to add
danping to elecromechanical oscillaions. The PSS
is an additional cortrol systern which is often
applied & a part of an excitation control system
The besic function of the PSS is to apply a signal to
the excitaion system producing eledrical torques
to the rotor in phese with speed differences that
darmp oul power oscillations. They perform within
the generator’”s excitdion system to create a pat of
electrical torgee, cdled danping  torgque,
proportional to speed change. A CPSS can be
modeled by a two stage (idertical), lead-lag
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Inference System, for the design of an Intnsion
Detection System They wsed SNORT to perform
real time traffic analysis and packet logging on IP
retwork during the training phese of the system
They corstructed a sigreture pettern databese using
Pratocol  Analysis and Neuwro-Fuzzy  leaming
rrethod. They then tested and validated the models
wsing the 1988 DARPA Ininsion Detection
Evauation Data and TCP durmp raw data The data
set cortars 24 dtack types. The atacks fdl irto
four maein cabegories viz. Denial of Service (DOS),
Remote to User (R2L), User to Roct (U2R), and
Probing. From the results, it was shown that the
Fuzzy Inference System was faster in training
taking few seconds, then the Adtificia Neural
Networks which took few minues to comverge.
Gererally, both techniques proved to be good, but
with the Fuzzy Inference System having an edge
over Artifical Neural Metworks with its higher
classification acouracies. Their experiment dso
showed the importance of variable selection, & the
two technigues performred worse when all the
variables were wsed without sdedion of the
variables. Good results were recorded when a
subset (about 40°46) of the variables were used [12].

c) Application of Artificial | ntelligence
Technicques in Medical Area

Artificia intelligence technigues have the potertial
to be applied in almost every field of medical area
3.1) Artificia Intelligence in Medicine

3.11) Fuzzzy Expert Systems in Medicine-

Fuzzy logic is a data handling methodology that
permits ambiguity and hence is particularly suited
to medical spplications. It captures and wses the
conceplt of fuzziness in a computationally effective
manner, The most likely area of application for this
theory lies in medical diagnostics and, to a lesser
extert, in the description of biological
systens] 14] Fuzzy expert systens use the strudure
of a series of il — then™ rules for modeling, The
techniques of fuzzy logic have been explored in
meny medical applictions. Fuzzy logic is preferred

over the multiple logistic regression anaysis in
diagnosing lung cancer wsing tumour  merker
profiles. Fuzzy logic is also used in the diagnosis of
ante leukaemia and breast and pancrestic cancer
and also predict patients”™ survival with  breast
cancer, They can also characdterize MRI imeges of
brain tunowrs ultresound imeges of the bresst,
ultresound.  Fuzzy logic cortrollers have  been
designed for the administration of vasodilators in
the peri-operative period to cortrol blood pressure.

3.12) Evolutionary Computation in Medicine-

Evolutionary computation is the general term for
several conputaional techniques based on retural
evolution process thet imitates the mechenism of
netural selection and survival of the fittest in
solving real-world problens. The most widely used
form of evolutionary conmputation for medica
applications are ,Genetic Algonthms™ [8]. Genetic
Algorithms™ based on the natural biological
evolution are the nost widely wsed form of
evolutionary conmputation for medical applications.
The principles of Geretic agorithms have been
wsed to predicd outcome in critically ill petients.
MRI| segrentation of brain tumours to messure the
efficacy of tregtment strategies is also done through
evolutionary computation They heve also been
wsed in compuienized analysis of manmographic

micro calcification

3.2) Using Artificdal Intelligence to Improve
Hospital Inpatient Care: Clinical decision

support systems (CDSS) were one of the first
successful applications of Al, foausing

Primarily on the diagnosis of a patient™s condition
given his symptoms and demmographic information
[4lMycin a rude-besed expert system for
idertifying baderia casing infections and
recommending antibiotics to tredt these infections
wies developed in 1970 under the work of CDSS for
medical diagnosis. Pahfinder, which used Bayesian
metworks 1o help pathologists more acouraely
diagnose lymphrnode diseases, Al hes also been
wseful for computer-aided detection of tumors in
medical imeges. Such approaches help in the
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diagnosis of varows forms of cancer, and
congenital heart defects.

3.3) Artificial Intelligence Approaches for
Medical Image Classification-

Artificia intelligence techniques are wsed for
diagnostic  sciences  in biomedical imege
classification. Model-based intelligent analysis and
decisionsupport tools are importart in medical
imeging for computer-assisted  diagnosis  and
evalugtion CAD helps radiologist who ses the
ouput from a compuierized analysis of medical
imeges a5 a second opinion in detecting lesions,
assessing extert of disesse, and improving the
accuracy and corsistency of radiclogical diagnosis
to reduce the rate of false negative cases [12].

3.3.1) Artificial Neural Networks Approach on
Diagnostic Science-

The following subsections will discuss how ANN is
utilized for imege dassification over generdtions.

33.1.1) Endoscopic Images-

I rege classification is animportart step in CAD. In
dassification of endoscopic imeges a  hybrid
implermentation by advanced fuzzy inference neural
retwork which combines fiezy systerrs and Radial
Basis Function (RBF) was proposed The concept
of fusion of multiple classifiers dedicated to
specific fedure parametlers with an acosacy of
94.28% but RBF wes characterized by a very fast
traning rae then fuzzy. It extraced both texture
and statistical features [13].

3.3.1.2) MRI Brain Tumouwr Analysis

For the MRI brain tumouwr imeages a general
regression neural network (GRNN) besed autometic
three dimersional classificgtion method wes
proposed. This method had good time consuming
rate and classification acouracy. Ancther intelligent
dassification technigque proposed wes  Least
Squares Support Vedtor Machines (LS-SWM). It
idertifies normal and abnormal slices of brain MR
deta This technigue had a higher acouracy of
classification over other dassifiers & the false
negative in LS-SVM was very low conpared. Due

to adometic defects detection in MR images of
brain, extersive research is being performed.

D) Application of Artifidal Intelligence in
Accourting Databases-

The use of atificial intelligence is investigated a5
the besis to mitigate the problems of accounting
databeses. The following are some difficulties with
existing accounting database systerrs. The needk of
decision mekers ae not met by accourting
informetion Hurmens do not understand or cannot
process the computerized accourting daabases.
Systens are not essy to wse There is foous on the
rnumeric data Integrating intelligent systerrs with
accourting databeses can assist (either with the
decision meker or independent of decision maker)
inthe investigation of large volurmes of data with or
without diredt participation of the decision rmeker,
Thus, the systerrs can analyze the data and assist
the users understanding or interpreting tramsactions
to determine what accourting events are captured
by the system [5].With the artificial intelligence we
store and retrieve knowledge in ralural language.
There are some artificid intelligence tools or
techniques thet help in the broader understanding of
everts captured by the accourting system There is
more emphasis on symbolic or text data rather than
just numernic deta to capture context. The artificial
intelligence and expert systemn builds intelligence
ino the databese o assist wsers. Without wsers
direct participation such models help the wsers by
soiting through large quartities of dda Such
models also assist the decision mekers under time
corstrans; suggest atermalives in the searching
and evauation of data,

E) Application of Artifidal Intelligence
Technigues inthe Computer Games

Playing games is one of the most popular usss for
conmputer technology. In the evolution of conmputer
games, they have grown from modest text besed to
the three dimensional graphical games with
complex and large worlds, The systens a8 graphics
rendering. playing audio, wer input and game
atificial intelligence (Al) when put together
provide the expedied entertanment and meke a

100

[2020]



Facullty aof Ergineering & Compring Sciences , Teerthaaker Mahoveer aiversity . Moradabad

Mational Conference on industry 4.0 [N 4.0-3030

worthwhile computer game. Artificia intelligence
is the most importart part of every computer game
and playing the game without artificial intelligence
would not be any funt. If we remove atificial
irtelligence from computer games, the games will
be so simple that nobody will be interested in
playing the conmputer games anymore!, Without the
game Al, the winning would not be difficult & all.
Artificia intelligence is wsed to solve common
problems in the computer games and provide the
features to the games. Specifically, non-playing
character (NPC) path finding, decision meking and
learmning are examined. There are several ways thet
Al cortributes to modern computer games. Most
notably are unit moverrent, simulated perception,
situgtion analysis, spaial reasoning, leaming, group
coordingion, resource alocation, steering, flocking,
target selection, and so0 meny rmore. Even context
dependert animation and audio use Al [ 2],
Computer Game Problems Solved with Al:
Artificia irtelligence solves the three conmmon
problems: nonplaying character (NPC) movermert,
MNPC decision meking, and NPC leaming. The four
artificial irtelligence technigues wsed are Pah
Finding, Bayesian Networks, Fuzzy Logic, and
Geretic Algorithme which belp a cormputer game
provide non-playing charader path finding and
decision neking a well & leaming.

5.1) NPC Movement Using Path-Finding

Artificia intelligence computer game must provide
a way for a ronplaying character to nmove
throughout the game world, For exanple, When
then player is on ore side of the building and the
moreter is on the other, through which path through
the building the morster will reach the player? This
is the NPC rrovement problemAl Search Methods
are usad to find the pah in computer garmes. A*
dgorithm is the nost widely wsed for pah
regotidtion becase of its flexibility and aso
because it determine the shortest path between two
poirts. Typical A* algorithms have three main
atributes, fitness, goal, and heuristic or f, g and h
respectively. g is the cost to travel from the start
node to some node between the god. h is the
heurigtic or estimeted cost to get from this node to

the god. f is the sum of g and h or the total
estirmated cost of a path going through this node.
The A* agorithm also maintains an Open list of the
nodkes that have not been explored yet and a Closaed
list of nodes that have been explored. The following
is peeudo code for the A* algorithm [9].
L Let P =the starting poirt.
2. Assignf, g and hvalues to P.
3. Add P to the Open list. At this poirt P is the only
noce onthe Open list.
4. Let B =the best node from the Open list (best
node has the lowest f-value),

a If B is the goal node, then quit. A path has
been found.

b If the Open ligt is enpty, then quit. A peth
hes been found.
5 Let C =avalid node commedted to B.

a Assignf, g and hvaluesto C.

b. Check whether C is on the Open and Closad
list.

i. If 50, check whether the new peth is nore
efficiert (lower f-value).
L If s0, updde path
i Else, add C to open list.

. Repeat step 5 for dl valid children of B.

6. Move B from the Open list to the closed list and

Fromstep 4.[9]

5.2) NPC Decsion Making Using Bayesian
Networks

Inthe previous exanple of the morster negatiding
a path to the player, a differert problem must be
solved first before negotidting the path The
problem is does the monster even know the player
is presert in the building? If the game desigrers
give the full inforrretion of the game world to the
non-playing character then there would be no funin
playing the game. This is an example of NPC
Decision meking. In this Al is needed to meke the
nonplaying character to act in a humen like way.
When the player enters the building from the other
sice, the morster will be unaware of the presence of
the player because of the wall between them If the
player enters causing a noise disturbance, then the
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morster will seree the player and will start
regatiating the shortest path & disoussed in the
NPC noverent wsing path finding One Al
technique that is wsed to inplemert this is a
Bayesian Network. It helps NPC to perform
complex reasoning in a human like fashion In this
the compuier calouates the probability of the
monster sersing the player if the player hes entered
the building This expression can be written as;
P (BJA) =P (BJA) P (A) /P (B) [2]

Where P (BJA) is the probahility that the monster
would serse the player if the player had actualy
tripped. and P (A) is the probability of the morster
sersing the player. and P (B) is the probability of
the player tripping [2].

5.3) NPC Learning
Conmputer games wse the Arificial Intelligence
Genetic Algorithms to try and implement leaming
n NPC's. A genctic algorithm works in the
following way [7].
1. Crede a first generation populaion of random
OrgenisIe.
2. Test them on the problem thet is being solved
and rank them according to fitress. If the best
organisms have reached our performance godds then
stop.
3 Take the best parformers and mete them by
applying geretic operators such & crossover and
rrutaion Add a few brand-new random organisms
to the population to introduce new variety and help
ersurre against corvergence on a loca maxinum
4. Loopto step 2.
Geretic Algorithme try and build the perfect
specimen and are very conplex. This Al technique
has not found itself into nany modemn computer
games because it takes a lot of computer resources
axd time to evolve a speamen of NPC ino
something worthwhile.

CONCLUSION
The field of artificial irtelligence gives the ahility
to the mechines to think anaytically, wsing

concepts. Tremendows cortribution to the variows
areas hes been made by the Artificial Intelligence

techniques from the last 2 decades. Arificia
Intelligence will cortinue to play an increasingly
importart role in the variows fields. This paper is
besed on the concept of artificid intelligence, aness
of atificial irtelligence and the artificia
intelligence techniques wsed in the field of Power
System Stabilizers (PSS) to meintain system
stability and damping of osdllation and provide
high quality performance, in the Network Intrusion
Detection to protect the network from intruders, in
the medical amea in the field of medicine, for
medical imege dassificaion, in the accourting
databeses, and described how these Al technigques
are Lged in computer games to solve the common
problens and to provide features to the games so a6
to have fun. There is bright future in the analysis of
Network Intnsion Detection and there is also
definite future in the area of Power System
Stabilizers. We conclude that further research in
this area can be dore & there are very promising
ard profitable results thet are ottanable from such
technicues. While sciertists have rot yet realized
the full potertial and ability of artificial intelligence.
This technology and its applications will likely have
far-reaching effects on human life in the years to
COMTe.
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Security Issues in Cloud Computing

Ayuehi Saxena, Aarushi | ain

Abstract — Inthe last few years, doud computing has grown
from being & promising business concept to one of the fastest
growing segments of the 1T industry, It offers an on demand and
scalable aocess to a shared pood of rescurces hosted in a data
cenire sl providers” slte, 1t reduces ibe overbeads of wp-front
imvestments and finandal risks for the end-user. The qualitative
services and lower oost of services are the key requirements of

this techrology. Regardiess of the fad that doud computing
offers gt advartagss to the end wmers, there am several
challerging issues that are to be addressecl This

paper disousses seourity msues, requirements and challenges that
dloud service providers facs during coud engineering.

Keywords — Cloud computing, 508 and SLA,
Introduction

The wvariety of new services darted o emerge
thet permitted conputing resources to be accessed
over the Intermat termed doud conmputing. Cloud
complting encormpesses activities such & the wse
of socid retworking sites and other forms of
inerpersonal  compuling. Howewver, most of the
time cloud computing is concerned with accessing
online software gpplicdtiors, dda sorage and
processing power. Cloud conmputing is a way to
inrease  the capacty or add capehilities
dyramicaly without investing in new infrastnucture,
training new personnel, or licensing new software.
It extends Information Technology's existing
capabilities. But & more and more informetion on
individuals and conpanies are placed in the cloud,
concerms are beginning to grow about just how safe
an erwvironment it is. Despite of al the hype
sumounding the doud, austomrers are still Reludant
to deploy their business in the cloud Security
issues in coud computing has played a major role
in slowing down its acceptance, in fadt security
ranked first as the greatest dhallenge issue of doud
computing. In one aspect, secunty could improve
due to certradization of deta and incressed security-
fooused resources. On the other hand concerms
persist about loss of control over certain sersitive

data, and the lack of security for stored kemels
ertneted to doud providers. If those providers
have not dore good jobs securing their own
emnvironments, the corsumers could be in trouble.
Measuring the quality of cloud providers’ approach
to security is difficdt becase many cloud
providers will not expose their infrastructure to
oustomers. This work is a survey more spedific to
the different security issuss and the asocial
challenges thad hes emanded in the cloud
computing system The following section highlights
a brief review on cloud charaderigtics, service
models and deployment models and the remmaining
sectiors are organized & follows. Section 3.0
discusses security issues and challenges in cloud
computing. And Section 5.0 presents the conclusion

Cloud Computing-

Is a gyle of computing over intermet where shared
servers provide resources software and dda to
computers/ather devices on dermand

Clowd Services-

1aaS (Infrestructure as a service) - |s the delivery
of computer architecture over intemat. It involves
the wse of remote computers(0.S |, databese |
middle ware , applictions) and storege. Saef
(Software &5 a service) -

|s the delivery of Applications (e.g. CRM or ERP)
2 a service to end wsers over intermet through
browsers.

PaaS (Platform & a service) — |5 the daelivery of
application development and deployment platform
(e.g. Pega) a5 a service o developers over intermsl
through browsers, who wse the platform to build |
deploy and menage Sasb applicaions.
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Cloud Types-

Private cloud is also called irternal or corporde
cloud, which provides hosted devices to a limited
rumber of people behind firewall.

Public cloud is also called extermal cloud, where
resources are dyramically provisioned on a self-
services over intermet,

Cloud Monitor-
15 a kind of dashboard thet provides monitoring for
cdoud resources and provides  wvisibility into
resource  uilization, operdiond  performance
including CPU utilizatiors, disk reaciwrites and
retwork traffic.

Cloud

Is a model of networked data Sorage where dda is
stored in multiple virtual servers rather than being
hosted on dedicaied server. Hosting conmpanies
operde large data certers, who vituddizes the
resources according to austormer requirermerts and
expose them as virtual servers, which customers
Can menage.

Security on  physical, wvirtual and cloud
ewironments.  Roles'User  nmenagenent  for
athertication and adthorization Firewall settings
to cortrol network access between group of
instances  Virtual privae cloud by specifying IP
range for the access, Backups and Monitoring
Logs and Reporting.

Availability and Performance-

Multiple locations — Cloud instances will be hosted
Available in multiple locdions to ersure
high availability Load Balancer-Autorretically
distributes  incoming traffic to multiple coud
instances for fault tolerance and load balancing for

higher performance.

Berefits-

Cost is greatly reduced as infrastructure is provided
by third party. Device and Locaion independence.
Scalability via dyramic provisioning of resources
on a fine-grained, self-service besis. Reliability is

improved  if multiple redundant  sites  used
Maintenance 18 easier since they don’t have 1o be
installed oneach user's computer.

Providers-

Amezon  Htpdfaws.arezoncomec?{  Oracle
hitp:/fwww.oracle. comyus/technologies/ cloud
Google hitp://code.aoogie.contappengine//
Microsofthttpo/fwww. microsoft. comwindowsazure
fif

1. OVERVIEW OF CLOUD COMPUTING

To properly understand cloud, it is importart to
know whet it is, some essertia characteristics that
a systermn must possess to qualify as a cloud along
with various services tha can be offered wsing it
through wveriols deploymernt nodels.  Cloud
compdting is in its infant form and numerous
definitions hawve been proposed by many scientists.
One of them is —A model for enabling convenient,
orrdemand retwork access to a shared pool of
configurable computing resources (e.g., networks,
servers, storage, applications, and services) that can
be rapidly provisioned and relessed with mininal
maregaTent effort or service provider interaction
This cloud model prorrotes availability and s
composed of five essential characteristics, three
service models, and four deployment models! [8].

A. Characteristics

The doud compting must have  some
characteristics in order to meet expecied user
recuireiments and to provide qualitalive services,
According to NIST [8], these five essential
characteristics can be classified as:

a) On-demand self-service- A corsumer can
access  differert services such are computing
capabilities, storage services, software services =c.
as needed automatically without service provider’s
intervertion

b) Broad metwork access- To avail doud
computing services, intemet works & a backbone
of cloud compuiing All services are available
over the rebwork and are also accessible through
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standerd protocols wsing web enabled devices such
are computers, laptops, mobile phones ec.

c) Resource pooling- The resources that can
be assigned to wsers can be processing software,
storage, virtud machine and network bandwidth
The resources are pooled to serve the wsers & 2
single phwsical location andfor a differert phwsical
location according to the ogtimelity conditiors (e.g.
security, performence, corsurmer dermand). The
cloud gives an impression of resource location
independence a lower level (e.g. server, core) but
nok a the higher level (e.g. data enter, city, courtry).
d) Rapid elasticity- The beaty of cloud
computing is its elagticity. The resources appear to
wsers a5 indefinite and are also accessible in any
quartity & ay time. The mesources can be
provisioned without service provider intervertion
and can be quickly scale in and scale out according
to the user needs in a seaure way to deliver high
quality services,

e)  Measured service- A metering capability is
deployed in doud system in order to charge users.
The wsers can achieve the different quality of
services & different charges in order to optinmized
resources d differert level of abstraction suitable (o
the services.

B. Cloud Service Models

The cloud services are delivered in three forme
such are Infrastructure & a Service (lass),
Software-as-a-Service (SaeB) and Platformas-a
Service (Paa5). The services are delivered over the
retwork by wsing Web browser, Web Based mail
et

The service models are as follows:
Software-as-a-Service (SaaS): In this multiterant
service model, the corsumers use appliction
running on 3 cloud infrastrudure. The cdloud
infrastrudure incduding (servers, OS, Network or
applicaion etc.) is menaged and cortrolled by the
service provider with the user not having any
cortrol over the infrastrudure [8, 9. Some of the
popuar exanples are SdesForcecom NeSuite,
IBM, Microsoft and Oracle eic. Plaformas-a
Service (PasS5): With this model, the provider
delivers to user a plaformincluding al the systers

and  erwvironmerts | comprising  software
developmert life cycle viz. testing, deploying,
required tools and applications. The user does not
have any cortrol over network, servers, operating
system and storage but it can manage and cortrol
the deployed application and hosting environments
configurations [8, 9]. Some popular PaaS providers

are GAE, Microsoft’s Azure etc.
Infrastructure-gs-a-Service (1aas): In this service
model, the provider delivers to wser the

infrastructure over the intermet. With this modal,
the wser is able to deploy and run variols
software’s  including  system  or  application
softwares. The wser has the ability to provision
computing  power, Sorage,  metworks, The
consumers have cortrol over operding systens,
deployed applications, storage and partial control
over network. The corsumer hes no control over
underlying infrastructure [8, 10]. Some important
lass providers are GoGrid Flexiscale, |oyert,
Rackspace elc.

C. Cloud ment models

Cloud systens can be deployed in four forms such
are privale, public, conmrunity and hybrid cloud as
per the access allowed fo the wsers and are
classified as follows:

Private doud-

This deployment nmodel organiztion and s
exclsively wsed by their enployess &
organizaional level and is menaged and controlled
by the orgenization or third party. The cloud
infrastructure in this model is installed on premise
or off premise. In this deployment nodal,
management and nmeintenance are easier, security is
very high and organization hes more cortrol over
the infrastructure and accessibility [8, 10].

Public doud-

This deployrrent rmodel is implemrented for gereral
wers. It is menaged and cortrolled by an
organization selling coud services, The wsers can
be charged for the time durdion they wse the
services. Public cloudks are more wulnerable to
security threats than other cloud models because all
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the application and data remains publicly available
to dl wsers meking it more prone to malicious
atacks. The services on public doud are provided
by proper authertication [8, 10).

Community doud-

This cloud model is implerented joirtly by many
orgenizations with shered concerms viz. security
requirements, mission, and policy corsiderations.
This cloud is menaged by one or more involved
organizations and can be menaged by third party.
The infrastructure may exist on premise to one of
the involved organization or it mey exist off
premise to dl organizations [8, 10].

Hybrid doud-

This deployment model is an amalgamation of two
or more cdoudk (privae, commrunity, public or
hybrid). The paticipating cloudks ae bound
together by some standard protocols. It enables the
imolved organization to serve its needs in their
own private cloud and if some critical reeds (cloud
bursting for load balancing) ccour they can avail
public cloud services [8, 10].

111.RESEARCH ISSUES

The existing conputing paradigns viz. distributed
computing SOA, metworking ec. are building
blocks of cloud computing. There are numerous
issues associaed with theses conputing paradigrms
ad some rew challenges emerged from cloud
computing are required to be addressed properly in
order to regdize the cloud to its full estert. Current
cloud adoption is &ssocided with numerows
challenges and 3 depicting the specific business
risk of adopting cloud services and biggest bariers.
Therefore, these issues must be addressed in order
to provide high quality services to the users while
complying with the service provider’s needs. The
issues can be organized into several different
caegories varying from security, protection,
identity management, resource management, power
and energy menagement, daa isolation, availability
of resources, heterogereity of resources. Although,
there are several issues that demand atertion but

the following could be tregted as of prime concemn
(11-14].

A. Performance-

The cloud must provide inproved performence
when a wer moves to doud conputing
infrastruture. Performence is generally measured
by capabilities of applications nunning on the doud
systerm Poor performance can be caused by lack of
proper resources like disk space, limited bandwidth,
lower CPU speed, memory, network connections
gtc. Many times wsers prafer to use services from
nmore than one cloud where sore applications are
located on private douds while some other dda or
applications being on pubdic and cormmunity doud.
The dda intersive applickiors ae nore
challenging to provide proper resources. Poor
performence can results in end of service delivery,
loss of oustomers, reduce bottom line revenues etc.
[2 11, 13].

B. Security-

The critical challenge is how it addresses security
and privacy issues which ocour due to movenrent of
data and application on networks, loss of control on
data, heterogeneous neture of resounces and variols
security policies. Dda sored, processing and
noverrert of dala outside the controls of an
organization poses an inherent risk and meking it
vulnerable to various atacks. The security threas
can be of two types such are intermal and external.
The external risk is posad by vanous persors and
orgenizaions eg. enemes of hackers that do nat
heve diredt access (o the cdoud The intermal
security risk is a well-known issue which can be
posed by orgenizational affiliates, contractors,
currert or former enmployees and other parties thet
have received access 0 an Organization’s sCrvers,
rebworks and ddta to facilitae operations. Cloud
computing poses privacy concems becase the
service providers may access the data thet is onthe
cloud thet coudd accidertally or deliberaely be
changed or even removed posing seriols business
trust and legal consequences [8, 11-14].
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C. Reliability and Availability-

Any technology’™s strength s measured by s
degree of reliability and availability. Reliability
denotes how often resources are available without
disruption (loss of data, code reset during execition)
and how often they fail. One of the importart
apect that credes serious problens for the
refiability of doud conputing is down time. One
way to achieve reliability is redundart resource
utilization Avalability can be understood & the
possibility of obtaining the resouwrces whenever
they are needed with the consideration to the tine it
takes for these resources to be provisioned
Regerdless of ermploying architectures hewing
dtributes for high reliability and availability, the
senvices in cloud computing can experience denial
of service dtacks, performance slowdowns,
equipment ouages and returd disesters. Data
shows that some of the oument cloud conputing
providers have some frequent outages last year, eg
Amezon EC2 outage. In order to remove FUDD
(fear, uncertainty, doult, and disinformetion),
probably the reliability, availability and security are
the inportant and prine concern to an organization
Therefore, the level of reliability and availability of
cloud resources must be corsidered a5 a serols
issue ino the organization’s planning to set up the
cloud infrastnucture in order to provide effective
services to consurmens [19].

D. Virtualization-

Virtualizaion is the credion of a virtual version of
a storage device, an operding syslem a server of
retwork resources. The viruadization divides the
resource into multiple exection environments and
hides the physical charaderidics of computing
resources to sinplify the way in which other
systems, applicaions or end wsars interad with
those resources. Virtuaization is used in two formes
are Type 1 hypervisors | Bare-Metd Virtudizion
ad Type2 hypervisors [ 05 wirtudization
Virtualization is one of the key technology in order
to meke it possible to redize the doud conputing.
Vitualizaion realization typically enables
Consurmers to migrate their computation and data to
a remote location with sorre varying impact on

performence. There are rumerous berefits of
viaization which coudd not otherwise be
achieved However, viriualization provides many
berefits to wsers, while on the other hand it poses
many challenges to doud computing. It hes many
critical issues to be address wiz VM

challenges, workload charaderization of VMs,
security  issues  in hypervisor besed  cloud
commmunication,  Live  migration  security,
unnecessary  migration to a privae cloud &
Virtudization mekes infrastrudure  menagement
more complex, and messive adomgion is required
in order to support the key aspedts swch &
autormation, or-demend and elagticty requirerments.

E. Scalability and Elasticity-
Scalahility and elegticity are the most amezing and
unigue fetures of the doud computing. These
features provide users to use cloud resources being
provisioned a6 per their need in unlimited anount
as required. Scalability can be defined as the ability
of the system to perform well even when the
resources have been scaled up. Elagticity, on the
other hand, is the ability to scale resources both up
and down 2 and when required. Elasticity goes ore
sep further, though, and does also allow the
dyramic integration and extraction of physica
resources to the infrestruciure. The elastic cloud
computing means that alocation of resources can
get bigger or sraller depending on the requirement.
Elasticity enables scaability— which mears the
system can essily scale up or down the level of
services to which the wser hes subscribed
Scalability can be provided in two ways
horizontally and wvertically whereby  honzontal
scalability (Scale Out) refers to addition of nore
nodes to the system such & adding a new conrputer
to an existing service provider systemn while
vertical scalability (scale up) refers to addition of
resources to a single node in the system, typically
involving the addition of memrory or processors to a
single cormputer [19].

F. Bandwidth Cost -

High speed commrunication channels work a5 a
backbone of coud computing With doud
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computing, business gets the ahility to save norey
on hardware andor software but still requires
spending nore on the bandwickhe It is almost
impossible to fully exploit the services of cloud
computing without  high speed  comrmunication
chennels. Migration to doud amost removes the
up-front cost, while it incresses the cost of data
communication on network i.e. the cost involved in
trarsfer of daa to and from the private and other
clouds [17]. This problem is prominert if consumer
aoplication is data intersive and the consumer’s
daa is didributed amongst a number of clouds
(private/publiciconmrunity).  Cloud  conputing
provides lesser cogt for CPU intersive jobs than
data intensive jobs with gray's argument —Put the
computation near the datal still applicable for data
intersive jobs il finding relevance [18)]. In other
words, dda intersive applictiors can perform
better being enployed on privaie cloud rather than
public/hybrid cloud

G . Resource Management-

Resources menagement can be corsider & various
levels viz. hardware, software, virtualization level
with performance, security and other parameters
being deperdent on the and
provisioning of resources. It indudes  the
management of memory, disk space, CPU's, cores,
threack, VM imeges, I/O devices &c. Resource
provisioning can be defined a alocation and
menagement of resources to provide desired level
of services, Job scheduing is a type of resource
provisioning where jobs exedtion order s
established in order to finish job execution to
optimize some parameters viz. tumaround time,
resporee  time, waiting time, throughpat and
resource uilization. Since cloud computing is a
corrbination of meny existing technologies,
existing job scheduling stralegies are eligible to be
applied on cloud system The mejor issues of job
scheduling on cloud systerrs are pertitioning of
jobs into paralel tasks, intercommedion retwork
between clouds or processors, assigning priority to
jobs and selection of processors or doud to dlocae
the job{s), job flexibility, level of pre-emption
supported,  workload  charadenstics,  menory

allocation, task exeadion monitoring, recourse
alocation requirements, topology, reture of the job,
effect of existing load, load balancing parallelism,
job migration policy, redundart Resource selection,
synchronization, conmunication overheads, job pre
processing requirenents etc. The job scheduling is
one of critical process that must be decided very
carefully and wrong selection of scheduling
drateqy can lead to devataling effec on
performence leading to wastage of resources while
falling to meat Quality of Service (QoS) standards.

Whatever, variows issues and challenges of doud
computing have been taken up in this section still
there are many other compelling issues thet neecs
to be comsidered. Some of these like capacity
planning, menagement of additional and remaining
resources, managemert of auormation of resources,
costing model, Service Level Agreerment (SLA) etc.
are also there demending an early atertion These
issues should not be corsidered & road blocks in
the pursuit of cloud computing it is rather
impotant to give serious comsideration to these
issues and explore the possible ways out before
adopting this technology.

CONCLUSION

Cloud computing can b2 seen 2 a new
phenomenon which is st to revolutionize the way
we use the Irtemeat, there is much to be cadtiows
about. There are many new technologies emrerging
d a rapid rde each with techrological
advancerrents and with the potertial of neking
human’s lives casicr. However, one must be very
careful to understand the seaurity risks and
challenges posad in uiilizing these technologies.
Cloud conmputing is no exception |nthis paper key
security corsiderdtions and challenges which are
currertly faced in the Cloud computing are
highlighted. Cloud conputing hes the potertial to
become a frortrunner in promoting a seaure, virbual
and econorically viable I T solution in the future.
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Abstract  Knowlecie is the important aspect related to level of
productivity, economic growth and lead a rew foos on role of
information, technology learning in economic performoance. Tha
term K nowledge-based economy acquires an important place of
knowidedoe and technology [n all modern economics.This paper is
based on understanding of the dynamic of knowledge based
ecanomy and ils relation ts traditional economy and shows a "new
growth theory™, The growing level of knowledoe and s
trarsmission of information through compuber retwork has led to
the formation of information society. It emenge the use of all latest
Al tools Etechmologies like Artificial Neurad Metwork, Fuzey ogic,
Ganetic algorithrm etc.

Keywords — Krnowledge, Ecomony, Learming  Knowledge
inclcator, Al

INTRODUCTION
The need of worker to acquire a range of skill led to
the emergence of leaming economy. Understanding
of knowledoe and techrology. Many question are
raised on the knowledoe economy for employment
and government did a lot for the developrrert and
maintains of knowledge base. The focal point of
dtertion in the field of science, technology and
mdustry 15 to identily “best practice”™ for  the
knowledoe based economy. The role of the scence
and the development of knowledoe based statistics.

I. KNOWLEDGE BASED ECONOMY

The policies of science, technology and industry
should be change to metrix the level of performance
in knowledge besed economic the growth in high
technology industries more skilled labour and the
level of produdivity gains."New Growth Theory™
Explain the role of knowledge, technology in
economy .Inthis response knowledoe, education,

training and rew managerial work are the lay to the
success stars of the econony.

K nowdedoe besed economy 2.1 fig
A. KNOWLEDGE BASED ECONOMY
(CURRENT LAYOUT)

The main aspect of this economy is thet it is not for
everyore 5 it remove the benefits for the middle
class worker, No formula is wsed oreting
krnowledge. It mears thet it might be a boomor a
drought. The knowledge input is basically input can
be defired 25 expenditure on research and
development, enployment and can be measured by
peterts egsily. It is dtrative & both rnetiona s well
& inemaional level. The two main flow of
knowledge is very necessary to be analyse first one
is to distribute knowledge in universities, institution
and inchetries and the second  part is to distribute
krowledge within supplies and wsers in a markel.
The mein key is to collect deta within the boundany
aea & well as outside the boundary one way isto
simply uwses survey. The very practical way of doing
this is eduction by analysing the impad on
education we can know how the knowledoe is
flowing.
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A. KNOWLEDGE DISTRIBUTION
&INFORMATION SECURITY

Distribution of knowledge is dore through formal
and informel network and essertid for economic
performance. Knowledge is codified and trarsmitted
through computers and communication networks
and skill is required to codified knowledge which
show the cortinuous leaming by individual and
firme in knowledge based innovation is driven by
the interaction of producers and wsers.This nodel
hes replaced the traditiond linear nodel of
innovation The configuration of national innovation
system which corsist of the flows and relationship
among  industry, govermnment and acadermic in
department of “science and technology™,

§ D ey b B

Distribution of Knowledge fig 3.1

IVEMPLOYMENT IN THE KNOWLEDGE
BASED ECONOMY

Ermployment in the knowledge besed economy is
charadierized by increase demand for more highly
workers the knowledge intensive and high
techrology parts of economies tend to be the most
dyramic in terms of output and enployment growth
changes in technology and particularly the advent of
informetion technologies are meking educated and
skilled labour more valueble and wrskilled labour
less so government policies will need rmore stress on
upgrading humen capital through promoting access
to a range of skills and especially the capacity to
learn , enhancing the knowledge distribution power
of the economy through collaborative networks and
the diffusion of tedhnology and providing the
enabling condition for organizational change & the
firm level; to meximize the berefits of techrnology
for produdtivity India’s rame of employment
generdion has gore up from an average of 1.07
percert between 1994 and 2000 to 204 percert
between 2000-2019 and December 2002 the rise has
been nore in urban area as compared to rural ones
Figures released by the nalional simple survey
organization (NS50) shows that an average 84
million jobs has been added over the 2.5 years
periods. The terth five year plan aims to generate 10
million employment opportunities each year The
additionad employment in the year 1999-2000 to
Decermber 2002 period has corre from the srall
scale sector. In contraet, the corporate secor had
shed around 1 million jobs inthe previous year,
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V.LATEST TOOLS AND TECHNOLOGIES
AND THEIR IMPACT UPON KNOWLEDGE
BASED ECONOMY

The of latest Al tools and technologies
like artificial neural network, fuzzy, logic , genetic
agorithns ec. have cortributed in a significant
menner toward emergence of knowledge besed
economy and it hes necessitaed the need for worker
to acouire a range of skills and to continuously adapt
these skills . the inmportance of knowledge and
techrology diffusion requires better understanding
of knowledge network and “national innovation
system” Commentaors suggest there are variows
interlocking driving forces, which are changing the
rules of business and national conpetitivensss.
au{é;ﬁ:ﬂiz&im markets and produds are more
al

b. Informetion technology, which is relaed to next
three:-

Information knowledge iIntersity —  efficient
produdt relies information and know-how, over 70
percent of workers in developed economies are
information workers, many factory workers use their
heacks more than their hands

New media- new media increases the produdion
and the distribution of knowledge which in tum
result in collective intelligence .existing knowledge
become much easier o acoess a5 a resull of
retworked dda based which pronote  online
interaction between wser and producers |, Computer
retworking and developments such & intermet
brings “global village * ever nearer. As a resull, good
and services can be developed |, bought, sold and in
meny cases even delivenad over eedironic networks
As regards the applications of any rew technology |
both menufacturing and service sectors , social and
privae of retum to knowiedge investments to better
gauge the inpact of technology on productivity and
growth the functioning of knowledoe retworks and
rational innovation system and the development and
skilling of hurren capital.
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this depends on how it meets economic demand. it
can remain domet of meke a  conmercial

breakthrough
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CONCLUSIONS

In general , our understanding of whet is happening
in the knowledge-based economy is corstrained by
extend and quality of the avallable knowledge-
relded indicaor traditional natioral  accourts
frameworks are not offering corvincing explanation
of trends in economic growth . produdivity and
employment , developmert of indicators of the
krowledge besed econonmy must Sat with
improverrents more traditional input indicator of
R&D experditures and research  persoral | better
indicator are dso needed of knowledge stocks and
flows . particarly relating to the deffusion of ine
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Abstract— The Intermet of Things (IoT) is the
intermetworking of physical devices, vehicles and other
objects which corsists of an embadded system with sersors,
actustors and network cormectivity that enable to collect and
exchange data. The 10T allows objects to be sensed andior
controlled remotely aoross existing network. infrastructure,
creating opportunities for more integration of the physical
world into compuber-based systerrs, and result in
accuracy, effidency and economic benefit. The 1oT s a
rapidly increasing and promising technology which becomes
more and mora present in our everyday lives.

Keywords. Sersors, Network connectivity, Computer-Based

I ntroduction

The term “The Intermet of Things™ (loT) was coined
by Kevin Ashtonin a preseridion o Proctor &
Garble in 1999, He is a co-founder of MIT s Auto-
ID Lab. He pioreered RFID (uwsed in bar code
detector) for the supply-chain menagement domein
He dso started Zersi, a company that mekes energy
sereing and monitoring technology. The “Thing” in
loT can be any device with any kind of built-in-
sereors with the ability to collect and trarsfer data
over a mnetwork without manual intervertion The
embedded technology in the objed helps them Lo
ineract  with intermal states and the extermal
environmert, which in tum helps in decisions meking
process,

a)  1oT Definitions: The term Irtermet of Things
gererally refers to scenarios where network
corectivity and computing capability extends to
objects, sersors and everyday iterms not normrally
corsidered computers, allowing these devices to
gemerale, exchange and comsumre data with minimal
hurran intervertion. There is, however, no single,
universal definition.

b) Enabling Techrnologies: The concept of
combining computers, sersors, and retworks (o
rronitor and cortrol devices hes existed for decades.
The recert confluence of several techmology market
trencks, however, is bringing the Intemet of Things
closer to widespread reality, These include Ubiquitous

Cormedtivity, Widespread Adogtion of  |P-besed
Networking, Computing
Economics, Minigurization, Advances  in Daa

Araiytics, and the Rise of Cloud Computing.

c) Conrectivity Models: 10T inplenmertaions
use different technical conmunications models, each
with its own characteristics. Four common
communicaions models described by the | nbermet
Architecture Board include: Device-to-Device,
Device-to-Cloud, Device-to-Gateway, and Back-End
Data-Sharing. These models highlight the flexibility
inthe ways that 10T devices can connect and provide
value to the user,

= 5 H-.'rﬁ“'h..
o &L B

d) Trarsformational Potential:

If the projections and trends towards |oT become
regity, it mey force a shift in thinking about the
implications and issues in a world where the most
conmron interaction with the Intemet comes from
pessive engagemert with connected objects rather
then active engagement with corntent. The potertial
redization of this oucome - a “hyper-connected
world” — is testamert to the general- purpose nature
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of the [ntermet architecture itself, which does not place
inherert limitations on the applications or services
that can meke use of the technology.

10T Across Various Donmains:

. Erergy Applications: The energy raes have
raised o a gred ingind. Individials and
organisations, both are searching ways to reduce and
cortrol the consunmption 1oT provides a way to mot
only monitor the energy wsage a the appliance
level but dso d the house-level, grid level or coud be
a the distribution level, Smart Maters & Smert Grid
are usad o monitor energy consunmption It also
detects thredts to the system performence and
stability, which proted: appliances from dowrtime and
darmedes,

. Healthcare Application: Smert watches and
fitness devices have changed the | of hedlth
rmonitoring. People can monitor their own health a
regular intervals. Not only this, now if a patient is
coming to the hospital by ambulance, by the tine he
or she reaches the hospitad his health report is
diagnosed by doctors and the hospital quickly starts
the tredmert. The dda gahered from nultiple
healthcare applications are now collected and wsed to
analyze different disease and find its cure.

. Education: |oT provides education aids which
helps in fulfilling the gaps inthe education industry, It
not only inmproves the quality of education but also
optimizes the cost and inproves the managenent by
taking into corsideration students response  and
performance.

. Government: Governments are trying to build
st cities using 1oT solutions, 16T enhances armed
force systere and services. It provides better
security across the borders through inexpersive &
high-performence devices. [oT helps government
agencies o monitor daa in real-time and improve
their services like heathcare, transportation,
education elc.

. Air and Water Pollutiore Through variows
seneors, we can detedt the poliution in the air and
water by frequent sanpling This helps in preverting
substartiad contamination and related disasters. 1oT
allows operations to minimize the human intervertion
in faming andysis and nonitoring.  Systens
akordically deted changes in cops,  soil,
ervironmert, and more.

. Trarsportation: loT hes chenged the
trargportation sactor. Now, we have salf-driving cars
with sersors, traffic lights that can serse the trdfic
ard switch astoretically, parking assistance, giving
us the location of free parking space elc. Also, various
sersors in your vehicle indicate you about the curment
status of vour vehicle, so that vou don’t face any
issues while travelling.

. Marketing your product: Using loT,
organizations can belter amalyze & respond to
oastomer preferences by delivering relevant cortert
and soluiors. It helps in improving  business
strategies in the real-time. Now that we are aware of
the powerful 10T soldiors tha have been
astoundingly impacting various domains, let’s take a
deep dive and understand Raspberry Pi, which is
conmenly wsed to prepare |oT solutions. After
understanding Raspberry Piowe will be oresting an
loT aplication
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Abstract=The significance of Humanities cannot be
in the sdvanced and motern era too. ARhough it osts
importance grackedly, yet no one can ignore it completely.
From a historical poirt of view, until the mid-15th century, the
hurmanities held the upper hond However, in 1847 Yale
College broks with this tracition and formed the School

Applied Chemistry. Scisncn had begun s soparation
mcending visavisa the liberal arts in universities the world

1

ard the humanities. deals with values
Keyworck-- Hurmanities, modern technological world, schencs

The humanities came into existence around the
tirre of the Renaissance to distinguish the study
of humen mdters from the things tha were
concemed with theology on the one hand &
reture on the other. The things concermed with
reture became the source of modemn science, but
thet still left the study of hurmankind itself, It is
common to hear undergraduates and recert
college gracketes preparing for a career in science
complain: "l thirk | wasted a lot of time in
college being forced to take humenities classes
thet had nothing to do with my area of study.”
This is ore of many manifestaions of the
orgoing certuries-long  bedtle  owver  the
relaionship between the soences and the

hurrenities. From a historical point of view, urtil
the mid-19th century, the humenities held the
upper hand However, in 1847 Yale College
broke with this tradition and formed the School of
Applied Chemistry. Scence had begun its
separaion and was acending visa-visa the liberal
arts in universities the world over. The need for
science majors to take courses in the humanities
hes been cortertious ever since. Authorities both
within and outside of science have expressed
concem that sciertists do not learn enough about
the humanities to the detrimert of society. There
are soime reasons winy students pursLing science
careers should augment their education with a
srong foundktion in the humenities. The
hurranities prepare you to fulfill your civic and
cultura resporsibilities. The humenities provide
an irsightful understanding into moral, ethical,
political, and ideclogical forces. A successful
society depends upon dtnasm, charity, civility,
compassion, and gerercsity and the humanities
evaludte and errphasize the importance of these
charaderistics. The liberal arts introduce assthetic
values to the studert. While it mey not be obviows
how these characteristics are essential to finding a
research position in academia or industry, they
are keys 1o a full and meaningful life. Studying
the hurrenities dlows you to becomre familiar
with and use the creative ideas from great minds
outside of science. Biography, litergure, and
history offer a window irto the understanding of
human neture and sodety, They introduce us to
thoughts and ideas from outside our spedalist
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aexs and can have relevance to finding new
directionrs and enhance credive thinking For
exanple, a dassic case that dermorstrates the
influence of hurrenities on science can be seenin
Charles Darwin's development of the theory of
evolution by retural selection In his On the
Origin of Species, his atobiography, and other
writings, Darwin revealed that the pnincipal
irsight thet led to his theory of evolution wes his
knowledge of Mathus' popuaion theory. This
staes that populaions incresse georretrically
while food supplies grow arithmetically. Robert
Y oung, who carefully traced this link in his 1969
publication, Malthus and the Evolutionists: the
Common Cortedt of Biologcal and Sodial
Theory, poirts ouf those asunptions in the
hurrenities about huren rature and  society
cortribute fundamertally to approaches taken in
the sciertific study of reture. The state-of-the-art
sciertific knowledge and technigues you leam in
college heve a limited shelf life; mestering the
humenities provides tools for extending it. The
prepartion for a scertific career one receives in
graduate school leaves the individual competitive
for a finite period only. The study of humanities,
bothin its pursuit and the perspective it provides,
rewards the student with the skills needed for
seif-critical reflection, adaptability, and sell-
teaching. These are the functicns needed to be an
independent leamer, thereby extending ore's
sciertific krowledge and teaching  ahbilities
throughout his or her professional  career,
Hurranities study strencthens your ability to
communicate and work with others, Sciertists
chafe & the sterectype held by some that they
belong to a cass of socially awloward "geeks"
that are umable to conmunicate their idess
ci-azriy The old "classical” liberal arts ecucation

in | mesure becase the
nﬂmﬂsm.ﬁedaﬂtfﬁnﬂrﬂcbﬁm
enfenced ore’s ahility to work well with others
and communicate properly via the spoken and
written word These rewards still apply and

remain wseful in searing good jobs, ganing
advancerrert and  pronotions, and obtaining
grats. You will gain knowledge of foreign
langeeges and  foreign  cultures.  With
globalization, this is increasingly seen a5 a
requirement for a successful career in commence
ad indetry, It is also helpful in science and
medicine. Although we assume English to be the
universal language of science and medicine, this
isnt the casa in every courtry. Moreover, dl non-
English spesking courtries refain their national
price. The walls thet exist among disciplines have
been lowered and studerts can nove acnoss
disciplires more freely. The concept of a core
cumiculum hes changed and studerts have
increasing  flexibility, largely & a result of
infformetion techrology. Studerts can berefit
from advice on which courses to take Without
the berefit of experience or advice, students
choosing courses in an abstract manner can meke
poor decisions. Hurrenities study helps you
understand the inpact thet sdence, technology,
and medicine has had on sodety and understand
the future sciertific needs of society, The study of
literature, history, and philosophy shed light on
the influence science hes had on the quality of
people’s lives and on the shaping of sociaty, both
positively and necetively. These studies also
inform s of society’s needs and are important
considerations for the concemed sciertist (o
gyrecide and leam from  induding the
corsideraion in where he or she chooses to work
ad wha poeds they  undertake
Interdisciplinary leaming adds value to ore's
gdegree. |n a significant nmeasure, the diploma we
receive a gradustion defines and symbolizes who
we are and what we are qudified to do. But its
true value is derived from what we have put into
our head and our heart. A broad knowledoe that
includes the essertials of the humenities is an
important complenert to our scientific training
Hurrenities study teaches you that the supposedly
sharp dichotomies thet separate scence from
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hurrenities do not realy exist. It is a gereral
belief anong sciertists tha sdence deds with
facts and the hurmenities deals with values. But 5
Robert Young astuely notess “"Science,
technology and medicine -- far from being value-
reutral are the embodinrent of values in theories,
things and therapies, in fadts and atifads, in
procecures and prograns. | am suggesting that
science is pat of cutue and tha research
tracitions cannct be ressonably claimed to be st
ahove the prevailing world view of the epoch™ It
References
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is believed thet it is the most conmpelling reason
wiy the knowledge of values gained through the
study of the humarsties is important o ore.
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is estimated for a speed and effective conmection
and commumnication of devices like wirehess
devices and other hardwane, The importance of
the comparative study is estimated for a speed and
effective conmection and commurication of devices
like wireless devices and other hardwara.

KEYWORDS- ITUWIMAX, OFDMA, RAT,
TDMA, PDC, LTE.

INTRODUCTION

Mobile network: technology is mowving very
fast .The currert 4G technology is modified
to rext level 5G techrology. A cellular
network. or mobile retwork: is a
communication nmetworke  The  first
commerciad  celldar  retwork,  The
1G gereration This 1G wes followed by the
first conmmercid digital celldar network,
the 2G generdtion  2G  introduced  dda
services for mobile, starting with SMS plain
Lext-besed messages. 36 technology provides
an informetion transfer rde of & least
144 khit/s. Each generdtion is cheracterized
by rew frequency bands, higher data raes
and non- backward-compatible transmission

techrology. 4G provides, in addition to the
Ll voice and

other services of 3G, devices. LTE(Long
Term Evoluion) is commmonly marketed
&4G LTE. 5G 15 a generdion currertly
under developnent. It denctes the next
mejor phese of nobile telecormunications
gandards beyond the  current AGIIMT
Advanced standards  nobile  broadband
Intermet access, for exanple to laptops
with wireless modernrs, to smert-phones and
to other mobile

EVOLUTION OF MOBILE CELLULAR
NETWORKS

First Gererdion (1G) rmobile networks were
reliant upon analog radio systens which
rmeart that wsers could only meke phone
calls, they couldnt send or receive text
messages. The 16 metwork was  first
irtroduced in Japan in 1979 before it was
rolled out inother courtries such as the LISA
in 1880. The 1G network was not perfect,
but it remained wtil remained wrtil 1991
when it was replaced with 2G. Third
gererdtion mmobile retworks are still in use
today, bt nomally when the superior 4G
signal fails.

@ § = E

1G 26 36 46

=
4 - 1000~ 100000

Figure-1 Evolution of generation
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4G COMMUNICATION SYSTEM

45 is a collection of fourth gererdion
cellular data technologies. It succeeds 3G
ad is dso called "IMT-Advanced” or
"International Mobile Teleconmunications
Advanced” 4G was made available a5 early
& 2005 in South Korea under the name
WiMAX and was rolled ot In several
European courtries over the next few years.
It became available in the United States in
2008, with Sprirnt being the first camier to
offer a 4G celluar retworde All 4G
gandarck must conform to a s of
specifications created by the International
Telecommunications Union For exanple,
dl 4G techrologies are required to provide
pesk datatransfer rates of & least 100 Mbps.
While achual download and upload speeds
mey vary based on signal strength and
wireless interference, 4G data trarsfer rales
can adually surpess those of cable nodem
and DS connedtions.

&

ARCHITECTURE OF 4G

Technologies used in 4 G are smart antennas
for multiple inpt and nultiple oupu
(MIMO), IPv6, VolP, OFDM and Software
cefined radio (SDR) Sydem 4G is
evaluetion of 3G to medt the forecasted
rising derrend. It is an integration of various
techmologies  incdluding GSM, CDMA,
GPRS, IMT-2000, Wireless LAN. 4 G
rebwork  is  an  integration of &l
heterogeneols  wireless access  retworks
sxh & Adhoc, celluar, hotspot and
satellite racio conponert. OFDM stands for

Orthogoral Frequency Division
Multiplexing which is cumently wsed as
Wi ax and WiFi.
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FEATURES OF 4G

The following are some possible features of
the 4G systens :

L Support interactive multimedia voice,
vidko, wireless interret and other broachand
SENVices,

2. High speed, high capacity and low cost
per bit.

3. Global nobility, service portahility,
ccalable mobile networks.

4. Searrless switching, vanety of services
besed on Quality of Service (QoS)
recpirements.

5. Beter scheduling and call admission
cortrol techricgues.

6. Ad hoc networks and multi- hop nebworks,
1} LTE-Long Term Evolution

LTE hes been merketed both as "4G LTE"
and &5 Advanced 4G but it does not mrest the
technical criteria of a 4G wireless service, a5
spacified in the 3GPP Release 8 ad 9
doouert series for LTE Advanced. LTE is
dso commonly known a5 395G, The
requirements were originally set forth by
the ITU-R organization in the IMT
Advanced specifiction However, de Lo
merketing pressures and the significant
advancements that WiMAX, Evolved High
Speed Packet Access, and LTE bring to the
origingl 3G technologies, ITU later decided
thet LTE togather with the aforemertionad
technologies can be called 4G technologies.

2) WiMAX

Wi ax stamds fiovr “Waorldwide
Intecroperability for Microwave Access.” [t is
an ITU-approved, fourth-generation nobile
broadhand  techrology that  atenpls

tomimicthe dbilities of Wi-Fi wireless
irtermet, but over a nobile phone network
LEINg an open protocol (802.16m). Think of
it & a patchwork of Wi-Fi hotspots that,
irstead of reaching for a few hundred feet,
cen sretch for miles and overlap,
eliminating coverage gaps. It provides fixed
ad mobile inemel acoess for conpetible
devices with less interference then
tracitional Wi-Fi. Theorstically, a WiMax
tower coud provide broadband wireless
irntermet over a 30-mile range, though most
stations curently achieve much less, Current
WiMax wsers can redistically expect about
3Mbps to 6 bps download speads,

3) CDMA

Stardks for Code Division Multiple Access.
CDMA iBes a multiple access node of
conmunication This s where several
trarsmissions are mecde over the same
channel  simultanecusly. Using a speed
specirum, each frensmission is assigned a
unique code thet cormesponds to the source
and destinetion of the signal.

3G COMMUNICATION SYSTEM

56 Techrology stancks for Sth Gererdion
Mobile technology. 5G techmology hes
changed the means o usa cell phones within
very high bandwidth. The 5G network is yet
to be relessed but is widely anticipaed by
the mobile industry. Mamy experts claim that
the network will change not just how we Lse
our mobiles, bt how we connect our
devices to the intermet. The improved speed
and capacity of the network will sigral new
loT trends, such as comnecled cars, sart
cities and 1oT in the home and office
Mokile network operaiors daimthat 56 will
be available by 2020 but nothing is certain
just yet. For more informretion on 5G and the
loT, check out our video interview of Dr
Hamid Falaki, Technical Architect a Digital
Catapdt onhow 5G will enhance the loT,
55 is a packet switched wireless system
with wide aea coverage and high
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throughput, 5G wireless wses OFDM. The
prirmery technologies behind 5G include 26,
28, 38 & 60GHz millimeter wave bands.
These 5G frequency bands offer speeds a5
high as 20Gbps Massive Mudtiple-lnput-
Multiple-Output (MIMO) 64-256 antennes
offer performance speeds that are ten times
better then the cumrert 4G networks. Low-
band and mid-bend 5G wse frequendies
ranging from 600MHz - 6GHz (especaly
35 - 42 GHz). 5G wireless frequency
bands in the USA that are available and
ready for use include; 3100 - 3550 MHz and
3700 - 4200 MHz. In Asia, they include:
3300 - 3600 MHz, 4400 - 4500 MHz and
4800 — 4990 MHz in China, 3600 - 4200
MHz and 4400- 4900 MHz in Japan and
3400 - 3700 MHz in Korea, 3400 - 3800
MHz is available in Europe. Anmerica hes
adready begun pre-commercial deployment
for very high 5G MMW freguency bands
27.5 - 2835GHz & 37 - 40GHz. .

ARCHITECTURE OF 5G

As shown in the following imege, the
sysiem model of 5G Is ertirely IP based
model desigred for the wireless and mohile

S

The system comprising of a main user
terminal and then a number of independent
H’ﬂmrﬂﬂmtﬁj’mmm
Eaxch of the rodio t i

corsidered a the IP Iwkfurthecu.lsu:b
inerret world The IP technology IS
desigred exclusively to ersure sufficient
control deta for appropriate rowting of 1P

packets relded to a certain applicgion
comedtions i.e sessions between client
applicions and servers somewhere on the
Intermat, The 3rd Generation Partnership
Project (3GPP) covers telecommunication
technologies including redic access, core
trarsport. networks and service capabilities.
3GPP hee provided conplete system
specificaions for 5G network architediure
which 15 much more sanvice onented than
previols oenerdiors.Multiple  frecquency
ranges are now being dedicated to 5G rew
racio (NR). The potion of the radio
spectrum with frequencies between 30 GHz
and 300 GHz 15 known a5 the millimeter
wave, since wavelengths range from 1-10
rmm Frequencies between 24 GHz and 100
GHz ae now being adlocaed to 56 in
rrultiple regions worldwide.

FEATURES OF 5G

A rew revolution of 5G technology is dbout
to begin becase 5G technology going to
give tough conpletion to normel conputer
and laptops whose merketplace value will ke
effected There are lots of improverments
from 1G, 26, 3G, and 4G to 5G inthe wordd
of teleconmunications. The new coming 5G
technology is available in the merket in
affordable raes, high peak future and much
refiability than its preceding technologies.
Features thet are getting embedded in sucha
small piece of electronics are huge. Today
you will hardly witness a cell phore without
an mp3 player with huge storage menory
and a camera. We can use the call phone as
a Walkman Some of the features of 5G are
& follows-

« The advanced billing interfaces of
5G technology mekes it more speed.

« The 50 techmology also suppor
virtud private network,
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The new 5G technology will take al
delivery service ol of business
prospect dtractive and effective.

. 56 techrology adlso  providing
subscriber supervision tools for fast
adtion

« The uploading and downloading
speed of 5G technology touching the
paak.

«  The5G technology retwork offering
enhanced and available quality
services of 5G technology based on
Policy to avoid error.

« 56 techmology is providing large
broadcasting of data in Gigabit which
sUpporting almost 65,000
commections.

« 56 technology offer transporter
class gdeway with unperaleled
Corsistency,

« The traffic saigicc by 56
technology makes it more acouraie.

CONCLUSION

While the future is bacoming more difficult
to predict with each pessing year, we should
expect an accelerating pace of technological
change. 56 is not a term officially used for
any particular specification or in any official
doouert yet made public by
telecommunication companies. To address
5G applicions, there are many
developrments to be corsidered above the
introductory nodel. In order to handle
higher data rates, the oparding frequency
hes to be increased to a millineter range
from which we can achieve a wider
bandwickh. This will result in higher path
loss between transmitters and receivers, so
atennes need o provide higher gain fo
reach a longer distance. However, this will

significartly reduce the covering range in
terme of angle because the radidion pattern
will be very sharp. Corsequently, phesed
aray antennas are reguired to ggt over the
limit of angular dependency of high-gain
artenngs wsing the ability to steer a radigtion
beam toward wanted drections. By
optimizing the design and performence of
nobile device antennes, including those just
rrentioned, the ideal Intemet of Things will
be here before we know it, and we will be
ready to embrace the rew technologydG and
506 technigues provide efficient wser
services with lower battery corsunption,
lower outage probability (better coverage),
high hit rates in larger portiors of the
coverage area, cheaper or no traffic fees due
to low infrestructure deployment costs, or
higher aggregete capecity for  many
simultaneous wsers.
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I.INTRODUCTION

Wireless communication is the fastest growing
field of technology which has caplured the
atertion of socia life in the present certury,
Modern wireless local area retworks ae
implemented in meny homes, business certers and
campuses.  The  first  well-known  antenna
experiment was conducted by the Heinrich Rudolf
Hertz in 1886, which comsisted of the dipole
artenna is also called the Hertz (dipole) antenra
Then Guglielmo Marconi developed and
conmercidized  wireless  technology by
introducing a radiotelegraph system, where he
wed Monopole antenmes (near  quarter-
wavelength).manuscripts (1], The concept of
microgirip atenma was  first proposed by
Deschamps in 1953 [2]. However, pracical
implementation of this concept of micostrip
atennas was not achieved urtil late 19705, by
Muson and Howell [3]. A comvertional
microstrip atenna in gererd comsists of a
conducting patch printed grounded microwave
substrate with ground plane below, a5 shown in

figure 1. Microstip antennas hawve atractive
dtractive fedures of low profile, light weight,
eaxsy fabrication, and corformebility to mourting
hosts. A Microstrip device literally mears a
sandwich of two padlel condutting layers
separded by single thin digectric substrde. The
lower conductor is called Ground Plame & the
upper  condudor s a  sinple  resonant
drodairecangdar Pach The metallic patch
{usually Cu or Au) may take many geometrics viz.
rectangular, drcular, triangular, elliptical, helical,
ring efc.

Figure 1 Structure of Microstrip Paich Anbenng

The Microstrip patch antenna I5  commonly
excited wsing a microstrip edge feed or a coaxial
probe. The canonicd forms of the Microstrip
atenna are the redangular and circular patch
MSAs The rectangular petch artenna in is fed
Lsing a microstrip edge feed and the circular patch
artenna is fed using a coaxial probe. The dieledric
substrates wsed ae RT Duoid Bakelite, FR4
Glass Epoxy and Taconic TLC. The height of the
subsirates is corstart i.e, L6 mm
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microstrip patch antenra design
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II. LITERATURE SURVEY

Artenna is one of the importart eements in the
RF[1] system for receiving transmitting signals
from and into the air & medium Without proper
design of the antenng, the signal gererdted by the
RF system will not be traemitted and mo
informetion or signal can be received A the
receiver. Arterna design is an ative field in
communicion for fulure development. Many
types of antenna have been designed to suit with

most devices. Ore of the types of antenna is the
micro strip patch antenna (MPA). The microstrip
aterra has been said to be the most innovaive
aea in the aterna engireering with its low
meterial cost and essy to fabricae which the
process can be made inside uriversities or reseanch
irgtitute. The concept of microgtrip antenra with
conducting paich on a ground plane separaied by
diglectric substrate was undeveloped urtil the
revolution in electronic circuit miniaturization and
large-scale integration in 1970. In this saction, the
microstrip antenna literalure sunvey is disoussed
Design of stacked minidurized slotted arterna
with{7] enhenced bandwicth  for  WiMax
gpplication has been In this paper
sgymmetric U- dot on lower pach and a
rectangular siot on upper pach is preserted The
am of this paper is to design smaller size
microstnp patch antenna by increasing the path
length of the surface curment which is obtained by
cutting the slot in the radiaing patch .t can be
otserve d that arterra well suited for WiMax
Zppliction in 3.40-3.69 GHz and 5.25-5.85 GHz
band A microstrip E shaped patch antenra hes
been [8] proposed for wireless applicaion The
atenna is capable of switching its polarization
from right hand circular polarization (RHCP) to
left hand circular polarization (LHCP) and vice
versa The antenna design exhibits a 796 effective
bardwickh with meximum realized gain of 87
dBic & 245 GHz. A microstrip pach antenna with
parasitic ring slot [10] proposad for L band satellite
systemn gpplication. The key feature of the design is
enploying capacitive- coupled four-probe feeds to
increase  impedance bandwidth and  adopting
coplaner parasitic ring slot patch to enhance CP
bandwidth. L slotted recangular microstrip patch
antenna has been proposed for wireless systerm and
RF application[d] Dud frequency operdtion is
achieved by loading two par of namow L slots in
rectanguiar patch, parallel to the non radiating edge
and better impedance bandwickh is achieved The
impedance bandwicth of 130MHz and 1.45GHz
band is obtained in this design In this paper{13].
the differert types of broad-banding technigques
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have been wsed to dlevide the namowbend
limitation of antenna. Four types of patch antennas
have selected and compared with proposed H-
sheped patch antenma. The results obtained clearly
indicate the main factors thet afect the bandwidth
of a particular mioro strip antenna are thickness of
the dielectric substrate, the size of the metallic
pach, the dielectric corstart of the dieledric
substrate, the fead type to be used and the coupling
level to some extert. In this paper{14], meny
techniques ae suggested and aralyses for
rectangular micro srip antenna (RMSA) operating
in X-berd for 10 GHz certer frequency. These
approaches are; lowering quality factor, shifting
feeding poirt, wing reactive loading and
rmodification of the patch shape. The design of a
RMSA is made to several dieledtric materials, and
the selection is based upon which meterial gives a
better artenna performance with reduced surface
wave loss, Duroid 5880 and Quartz are the best
meterials for proposed design to achieve a
broader Bandwidth (BW) and better mechanical
characteristics than using ar. The overall antenna
BW for RMSA is increasad by 11.6 % with Duroid
5880 with shifted feeding point and with central
shorting pin while that for Quartzis 17.4 %.

Iri this peper{15], differert thickness of dielectric
substrate (h =4, 6 and 8 mm) are usad to incresse
bandwidthh A redangular micro strip paich
artenra that mests the requirenert of operation at
(24 GHz), the proposed corfigurdions are
simdated and analyzed wsing microwave office
2000 softwere package The VSWR, input
impedance, radidion patems and  S11
performance are wsed for the analysis of the
different corfigurations. Feed poirt on the patch
tha gives a good mach of 50 ohm input
impedance was found by a method of trid and
ermor, For substrae thickness (4mm) the first
design antenma had a (155.1) MHz bandwicth
(6,46 % of central frequency). Wherezs when the
thickness as used (6mmy, the bandwidth incressed
to be (200) MHz. In this paper{16], a new design
technique for enhancing bancwidth that improves
the performance of a comvertioral micro &rip

pach antenna is proposed. This paper presents a
novel wideband probe fed inverted slofted micro
drip pach antenra The design adopls
cortermporary technigues; coaxial probe feeding,
imverted patch strudure and slotted pach The
conposite effect of integrating these techniques
and by introducing the proposed patch, offer alow
profile, broadbend, high gain, and low cross-
polarization levelin this paperl?], the
performance of a micro srip elliptical patch
atenna is investigated wsing different substrate
rreterials. The Micro strip antenna is studied with
differert substrates for a radiding elliptical patch
of fixed dirrersiors. The effects of the dielectric
coretant of the perfedt and lossy substrales on the
resorant frequency, bandwidth and gain are
investigated. A gain drop of 1.3 dB per decade is
observed. Retum loss, input impedance, radiation
paterrs and current distributions are investigated
and preserted with the help of Ansoft-HFSS.
Performence evaluation of the micro strip
elliptical patch aterna on differert substrde
meterials with permittivity varying from 1.006 to
4.4 is simulated. Bandwicth of 88% achieverment
obtaned in the case of RT-duroid, wheress by
using FR4 only 63% is achieved.

In this paper{18], to erherce the impedance
bandwickh, a rew wideband and small size star
shaped patch antenma fed by a small dianond
shape patch is proposed HFSS high frequency
simulaor is employed to analyze the propossed
atenna and simulated results on the rebum loss,
the E- and H-plare radiaion paterns and Gain of
the proposed antenma ae presented & vaiows
frequencies. The antenna is able to achieve in the
range of 4-88 GHz an impedance bandwidth of
81% for rebum loss of less than -10 dB.

In this paper{19], a dud band rectangular micro
strip antenna with parasitic elermert fed by L-
probe is used for band width improvenert. The
am of the proposed research is to achieve dual
band by electroregretically coupling the two
paches where one is driven and the other is
parasitic. An L-sheped probe feeds the driven
pach. The impedance bancdwicth achieved is
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63.35%, certered & 9981 GHz and 33.48%
certered a& 13.99 GHz with a retumn loss > 10 dB.
The aterra gain for the operaing frequencies
within the i mpedance bancwickh is 6 dBi.

1Il. FEEDING TECHNIQUES

There are variety of feed technigue to microstrip
petch antennas. These methods can be dlassified
ino  two cdegores contading and  non
cortating In the cortacing method, the RF
power is fed directly to the radidting patch using a
microgtrip line & a comrecting element. In the
non-cortacting scheme, electromegretic  field
coupling 1s done to transfer power bebween the
micro trip line and the radiating patch. The feed of
microstrip artenna can have many corfigurations
like microstrip line, coaxia, aperture coupling and
proximity coupling But microstrip line and the
coaxial feeck are reldively essier to fabricae
Coaxial probe feed is used because it is ey o
w=e and the input inpeclance of the coaxial cable
in general is S0 ohm There are severa poirts on
the patch which heve 50 ohm impedance, We
banve to find out those poirts and match them with
the input inmpedance.

Table 11
Corparison of the different feeding techniques
e Y T o O R Wy ——
=l corpled [l ool
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IV. PARAMETERS

Differert parameter such & VSWR, Retum Loss,
Antenna Gain, Directivity, Antenna Efficiency
and Bandwickh are analyzed

A. Gain
Gain is the parameter which measures the degree

of the directivity of the antenna’s radation
patern It is defined as the raio of the radiated

power Pr to the input power Pi. The input power
is trarsformed into radided power and surface
wave power while a small portion is dissipaed
due to conductor and dielectric losses of the
materials used Artenna gain can aso be specified
using the totd efficiency instead of the radiation
efficiency only. This tod efficlency is a
comrbindion of the radidion efficiency and
efficiency linked to the impedance meiching of
the arterma High o@in antenma heve the
advartage of longer range and better sigral
queadity but must be almed carefully in particular
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B. Radiation Pattern

The radidion paten is defined & a
mathemetical  function or a graphical

represertation of the radiation properties of the
antenra a5 a fundion of space coordinates.

C. Antenna Efficiency

It is aratio of total power radiated by an antenna
tothe input power of an artenra,

DVSWR

Voltage standing wave rdio is defined a5
VSWR=VmaxVminlt should lie between 1 and
2. VSWR is defined as the ratio of the mexinmum
violtage to the mininum voltage in a stading wave
patemn A standing wave developed when power
is reflected from a load. This happers because of
improper impedance metching. According to the
meximum power trarsfer theoremy  mesimum
power can be transferred only if the inmmpedance of
the traremitter Zs is metch with impedance Zin
Voltage Standing Wave Raio (VSWR) can be
defined a6

VSWR=V _maxV_min

E. Return Loss

Retumn loss is the reflection of signal power from
the irsertion of a device in a trarsmission lire
Hence the BL is a perameter similar to the VSWR
to indicate how well the matching bebween the
traremitter and arterna has taken place The RL
i5 given & by as:
RL=20 logl0 (1"} dB

For perfect metching between the trarsmitter and

the antenna, I” = 0 and RL = =« which means no

power would be reflected back, whereas a ' = |
has a RL =0 dB, which inplies that all incident
power is refleded For pradical applications, a
VSWR of 2 is acceptable, since this cormesponds
toaPBL of -9.54 dB.

V.ANTENNA DESIGN

To design a rectangular microstrip patch
atenma following paramgters such a5
diclectric constanl (€r), resonant frequency
(fo), and height (h) are corsidered for
caloulating the length and the width of the
petch

Width of Patch{W) :
W=

&

2, ||I:£r + 1)

Effective diclectne constant of antenna (€reft);

& +1 & =1 1
i f T + 2 [ h
L+ 12(g)
Effective Length of artenna:
L

Lepp = ————x
I 2o ferery

The extended length of antenna {AL):

(& + 0.3) {¥:+ 0.264)

(£a¢r — 0.258) {%1:—+ 8)
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The length of the patch
L= LE”' - 2AL

VI. ADVANTAGES AND DISADVANTAGES
Microstrip patch anterna has several advantages

over corvertional microwave artenma  Also
microstrip patch antenna has some disadvartages.

| Sr | Advantages Disachvantages
MNo.
‘1 [Lowwsgt | Loweficiency
2| Low profile [Lowgain
' 3 | ThinProfile Large Ohmic loss
in the feed
structure of
amay
4 | Requiredrocavity | Low powver
backing handling
. | capacily |
5 | Linear and cirodar | Excitation of
polarization surface
...... T A R T T rem—— m
6 | Capable of dud and Polarizaion
triple frecuency purity is difficult
opergtion to
CONCLUSION

From this review, it is understood thet many
efforts are going on to overcome sore of the
limitations of comvertiondd microstrip antenna
characteristics. A theoretical survey on microstnp
patch artenna is presented in this paper. After
shudy of various research pepers it concluded that
Lower gain and low power handling capacity can
be overcome through an aray configuraion and
slotted patch. Some cheracteristics of feeding

techniqee and variols antenna parameters are
disoussed. Particular microstrip patch antenna can
be designed for each application and different
merits are cormrpared with corvertional microwave
atenna
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Abstract-On road, accidert ks a major ssue of conosmn.,
Even with all modern developments in the field of
vehicle design, road lane design and management,
accidents do ooour. Timely accident detection and taking
immediate action with respect to emergency health care

of victims by informing an emergency center such & a
haospital or a police station about the acddent on time
plays a vital role in humen safety and road traffic

K eywords—Micro
[(MEMS),Infra Red (IR ).

I. INTRODUCTION

Today, road traffic injuries are one of the leading
causes of death, disabilities and hospitalization in
the courtry. Road network in India, of about 56
lakh kmin March 2016, is one of the largest inthe
world. A total of 4,64,910 road acddents have
been reported by Stales and Union Temritones
(UTs) inthe calendar year 2017 daiming 1,47,913
lives and causing injuries to 470,975 persors.
These figures trarslate, on an average, into 1274
accidents and 405 desths every day or 53
accidents and 17 decths every hour inthe courtry,
Every minge, on average, & least one person dies
in a vehide aash. Auto acciderts also injure &
least 10 million people each year, and two or three
million of them seriously. The hospital bill,
dameged property, and other costs are expected to

add up to 1%%=3% of the world's gross domestic
product. With the aim of redudng injury and
accident severity, pre-grash sensing is becoming
an area of adive research among asomolive
rmanufadurers, suppliers and universities. Vehicle
accident statistics disdose thet the main thrests a
driver is facing are from other vehides. The
proposed systam deals with an autonetic acddert
detection system involving vehides which sends
information about the acddent induding the
location, the time and angle of the accdent to a
rescue beam like a first aid center and the police
station This informetion is sent in the form of an
alert message. But in the cases where there are no
asuallies a switch is provided which can be
turmed off by the driver to terminate sending the
alert message. A GSM module is used to send the
alert message and a GPS module is used to detect
the location of the acddert. The GPS and GSM
module are interfaced to the control unit wEing
serial communication(1]. The accdert itsalf is
detected wsing two  sersors- Mico  Eledro
Mechanical System (MEMS) sersor and vibration
sersor, MEMS sensor also halps in measuring the
angle of ral over of the car. A 32-hit ARM
cortroller is wsed as the main high speed data-
processing unit. The vibrations are sent from the
vibraing sersor to the cortroller after pessing
through an amplifying drouit [2]. The use of GPS
akks to the advantage of the system being cost-
effective, portable and datedting the acorde
location [3]. They proposed that measures of the
driver’s ecyes are capable to detect drowsiness
under simulator or experiment conditions. The
performance of the ldest eye tracking based in-
vehide fatigue prediction messures are evalusted.
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These measures are assessed staistically and by a
dassification method besed on a large dataset of
Q0 hours of real road drives. The resuts show that
eye-tracking drowsiness detedtion works well for
some drivers as long as the blinks detedtion works
properly. Even with some  proposed
improverments, however, there are still problers
with bad light conditions and for persors wearing
gasses. As a sumnary, the camers-based
deepiness measures  provide a  vauable
cortribution for a drowsiness reference, but are
not reliable enough to be the only reference (4]
They proposed that to reduce the amount of such
fadities, a rmodule for an advanced driver
assistance system, which caters for autometic
driver drowsiness delection and also driver
disraction, is presented Arifidd intelligence
doorithms are wsed to process the visud
informmetion in order to locate, track and analyze
both the driver’s face and eves to compute the
drowsiness and distraction indexes. This real-time
system works during noctumal conditions & a
result of a near-infrared lighting system Firally,
examples of different driver ineges taken ina real
vehide & night time are shown to vdidde the
proposed agorithms [5].Accident prevention in
U4urn, Stum, hilly Ghats and mountain roads
wEing nmoden sensor technology, Which uses
Ardano UNO, Ultrasonic sersor, RF module
LED acltis the one having possibilities to reduce
the acdderts in U-turm, S-turn, hilly Ghats and
mouniain roads as the system is outside the
vehicle. Moreover this technology covers al kind
of vehides New version and Old version cars
[6].The proposed system in [7] ams & redudng
the loss of lives due to traffic accdents and
performs three main tasks - (1) deteding an
accidert and sending the location to the nearest
hospital, (2) cortrolling traffic light signals in the
route taken by the ambulance{8][9] and (3)
monitoring vital perameters of the patiert irside
the ambulance itsalf and sending this information
to the hospital.

Il. SYSTEM INVESTIGATED

To overcome this existing system problem we
devel opad the new system in which accidents can
be avoided using ultrasonic sensor. These sensors
are placed & both the sdes of the road Totd four
sersors are wsed Two sensors are placed & left
siges of the road and two sansors are placed a
right sides of the road Two lamps or buzzers are
wed Lanmps will be gow and buzzer will ring
loudly. ultrasonic sensors are usad to detect the
vehides and indcalion is given by a lanp so
accident can be avoided & a tuming point.
Becase of this technigue people idertify tha
what is the position of the vehide & the uming
poirt. This technigue is easy to implement. Avold
accident, and save lives [151.The design foouses
on the measurement and control of the eye blink
wing IR sersor to prevert vehicular acddent
whenever the dhiver becomes drowsy in the
process of driving The eye blink sersor serves as
the detection unit which determines whether the
driver is either drowsy or not during driving
period and aso the input to the contral unit. The
Arduing Uno microcontroller is the prindpal
component of the design a power supply
maintains the output voltage & a constart value of
5V required by the microcontroller, a relay which
wses a low voltage arcuit for switching in order to
cortral the sate of the vehicle motor, braking
motor and the buzzer. A buzzer which issues a
waming signd to prompt the driver when
drowsiness is detected, traffic indicaiors to dert
rearby vehicle drivers, autongtic braking system
which gracklly brings the vehicle to a halt[ 16).
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Fig.1: View of Vehicle accident prevention systam

A. Implementation Methodology

This system mainly consists of two perts:
Hardware and software. Hardware design consists
of sensors like infrared sensor, Arduino UNO and
LED. infrared sersor uses +5V DC supply.
Arduino UNO need a power supply of 612V
Ardeno UNO Software design is done for
sarsing the vehicle or obstade and to operate the
LED by using Arduino 1.0.5 IDE tool which is
open source software,

Block diagram

FigZ: Blodk diagrarm of accident provention system

Working

It uses two IR sersors, which are placed on elther
sice of the tum. One sersor irl is installed by the
sicdle of the uphill section of the road, similardy one
sersor ir2 is instaled by the side of the downhill
section of the road The sensors are connected to
ATmega32B8P microcortraller through  wires.,
Based on the outpuwt of sensors, position of
vehides on either side of the bend is detedied
which is provided as an inpt to the
microcontroller. /R sersor has pins +5V VCC,
GND, IR emitter led and IR recaiver led IR
sersor sends the signal inthe form of pulses from
emitter ledWhen this signa hit the object it will
get reflected badk and is received by the echo
receiver led. From echo the signa is sent to
microcortroller Arduing UNO. Microcontroller
Arduing UNO processes this data and operates the
LED which is connected to output pin of the
microcortroller ArduinoUNO, LED is operated
according to the command i.e. LED will glow if
the sgral is reflected back. |n the absence of the
object the signad will not reflect back. Hence the
LED will not glow.

Flow diagram
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(w1 IR Sersors

An infrared sersoris an dedronic device, that
Fig.3: Fllow chart of proposed systam erits in order to sense some aspects of the
B Had N—— surroundings. An IR sensor can measure the heat

of an objedt & well as detects the mation
Hardware design consists of IR sensor,

Voitage Reguiator Supply Arduino LED
Buzzer,

ARDAUING

Arduing Uno is a microcontroller board besed on
the ATmega328P. It has 14 digtal input/output
pins (of which & can be used as PWM outputs), 6
anadog inputs, a 16 MHz quartz aystal, a USB
connection, a power jack, an ICSP header and a
reset button

Fig5: IR sensor

i. CONTROL TECHMIQUES

Cortrd  srategy indudes the interference of
Hardware and Software. The differert colors of
Led are being used on the both side of road as
shown in fig. When the Vehide is coming from A
to B and No vehicle in coming from B to A then
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the signal for the drhiver coming from side A is
Green. The same ndeis used for vice versa,

Congidering the case when cars are coming
from both the sides and Car coming from side A
has aready emtered’ cossed the line then the
signal for the car coming from other side will
become Red In this fashion this project provides
a belter way to reduce the chences of acddent. In
addition, we can dso indude a buzzer in
synchronism with the Led for improving the
cudity of output.

Fig.b: Schematic diagram of Accident prevention system
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IV. RESULTS

It involves the physical setup of the model, There
ae two infrared sersors kept at a particular
distance. The two sensors are usad because the

intention to show that vehide is & safe distance
means far from the aurve but which ensures the
vehide is coming. This can be done by dowing
the green LED light and when the vehide
approaches very near the aurve then it will gow
red LED light, by this one can dert t the cther
side .Which hel ps to avoid the accident.

Condusion

The purpose of this project is to decresse the
number of acd dents ocourring on hilly and curved
roads. This is done by keeping an ir sensor in one
side of the road before the curve and kesping a
LED light after the curve, so that if vehicle comes
from one end of the curve sensor senses and LED
light glows a the opposite side. By this we can
save thousands of lives incdluding animals.
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Abstract— The main aim of this paper is to avoid or be aware
in having the unconcitional surcametances of acciderts of ship
wsing information system implementionted through intermet of
thirgs 10T, Roespberty Pl 3 B use a5 main controller and
embedded web server for access systemn Arduing
UMO R3 is use to interface the Raspberry Pi with GPS. We

suppose to develop a web page wsing PHP show in all sensor
pararmeters/'safety alerts'GPS coordinate of a ship. Sersor like

wiaterprool temperature ssnsor DS1ERX0, MOLIG5, ADXL 345 are
wsed for safety messures. GPS B use to track ship a8 any

time' anywhere sing information access system. This will ersure
not only safely of ship but also the people travelling through ship,
Thhis irtegrated system will be a real tima operating system.

Keywords — 16T, Welserver, Raspberry Pi 3, Welpage (php
based)

INTRODUCTION

10T devices are embedded devices, and as such,
the drouit design of each device must take into
corsiderstion operdting corstraints, such a8
Ervironmenta conditiors. The type and number
of sereors and actuators atached to the device.
That the volume of daa to be colleded and
trarsmitted. The Internet of Things (10T) is a
global systemn of interconnected physical devices
thet deliver data via the Irtermet, and the 10T is
tramsforming in the way we live and
work. 10T devices have been widely acdopted
aooss a range of industries,  including
healthcare, menufacturing, autorrotive, retal,
and building autoretion, just to rane a few.
Bisinesses are leveraging daa from which
conrected devices (o incresse operaional

efficiency and to provide improved value and the
experiences to their clierts. With in the pace of
1OT adoption rapidly increasing and with in the
rumber of conmedied devices are in the billions
dreadly, corsider demand for skilled developers
which are able to deliver | OT solutions
cortinues [o rise.

Developers which want to meke the nost of the
opportunities of 10T should foster skills across a

range of key topic areas incdluding:
« Hardware
«  Networking
« Application design
« Application development
«  Sequrity
« Business intelligence and data analytics

« Machire leaming and atifica
irtelligence (Al)
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walerproof temperature sersor & GPS for the
SYSTEM DEVELOPMENT DIAGRAM tracking purpose. Raspberry Pi 3is in wse a5

mein cortroller and embadded web server for
informetion access the system Arduino is used
to interface GPS with Raspberry- pi. We suppose

I % to develop a web page which is using PHP show
~— in al sersor pareneters/safety alerts/GPS
ADXL | | Power | coordirete of a ship. Firstly respberry-pi check

Supply | signal from the various sersors and depending
| = on situgtion it will take adtion If gases are
[ ;ﬁﬂﬁf“w ]—’ Respbery Pi presert there then the coil of MQ-135 heds the

' | output voltage varies then RPl tum on dam
which is on ship and also it shows staus of
presence of the gas on monitoring web page.
. 7, And also with the sea water termperature is to be

¥ mezsured using waterprool ore wire tenmperaure

. sersor which shows water status as high and low
depending on threshold point 320C. Also

accelerometer gives the minimum meximum

Around Ung/GPS vaue of tilting of ship which will help to cortrol
collapse of ship. GPS is used for giving location

of ship which is under control by giving latitude

& longitude type values onthe web page. GPS

[ is to be used to track ship & any timefanywhere
* wsing informetion access system This will
[SMAF.T MACHINE ] ensure not only safety of ship and cargo but also

thet the people which are travelling through ship
can be traced as well. This integrated systemwill
be a real time operding systemand low cost but
quaditatively very efficient.

In proposad system the following parameters are
used

Raspberry pi 3

Arduino UNOR3
ADXL345 Accelerometer
MO-135 fuel leakage sensor

« DS18B20 Waerproof temperature
SErE0r

= GPS
* Alamsystem

The systermn which uses differert sersors like fuel
leakage sersor, 3 ais accelerometer sensor,

™

™
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WORKING FLOW DIAGRAM

| starT |

|

INITIALIZE
RASPBERRY
4|

} l

CHECK INPUT CHECK
SINGALS
FROM GPS e
ERROR |
SEND GPS DISPLAY
PARAMETERS STATUS ON
TO RASPBERRY WEBPAGE
P
DISPLAY GPS
PARAMETERS
ON WEBPAGE
CONCLUSIONS

The |OT besed system is towards the efficient
technology which is wsad by nost of the transport
system so thet to avoid accidert of ship and cargo.
That the proposed system is to be used to access to
data sensed sersor on ship which is to be
stored on cdoud wsing 10T besed technology
devices in the cortrol room or on smart phore. We
concluded from this review peper thet it to be

essertial to integrate the 10T besed informetion
access system and the sersor with embedded
system For prototype model we used safety sensors,
For irformetion access system we used PHP
language for 10T purpose. We can implemented
web server wsing Raspberry pi. Sersors are
configured with embedded system using the python
language. The proposed system would be ore step
towards efficiert & effective application for the
purpose of ship safety and monitoning.
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onthe importance of digital marketing for
both marketers and corsumers. We
examire the effect of digital marketing on
the firms' sales. Additionally the differences
between traditional marketing and digital
marketing in this paper are presented. This

it has on firm’s sales. The examined sample
corgists of one hundred fifty firms and fifty
executives which have been randomly
selected to prove the effectiveness of digital
marketing. Collected data has been
analyzed with the help of variows
statistical tools and techniques.

Keywords: Digital Marketing, Promotion,
Effectiveness, Customer Reach

I ntroduction

Digtd merkaing is ore type of marketing
being widely used (o promole produds or
services and to reach corsurmers using digital
chanrels. Digitd markeling extends beyond
internet merketing induding channals that do
not require the use of Intemet. U indudes

mobile phones (both SMS and MMS), sodal
media markating, display advertising search
engne merkeling and many other forms of
digtal meda.

Through digta media, consumers can access
information any time and any place where they
wart. With the presence of dgtd meda
consumers do omot just rdy on owhat the
company says about their brand bt also they
can folow what the meda friends,
assodations, peers, elc, are sayving as well
Digital merketing is abroad term thet refers
to various  promotional technigues deployed to
reach customers via digital technologes.
Digtd rmarketing embodies an  exensive
section of service, produd and  brand
merketing tactics which mainly use Intermet as
a core  promotional medium  in addition to
mobile and traditional TV and redo.  Canon
iMage Gaeway halps consumers share their
digia photos with friends online. L Oréal's
brand Lancome wses email newslatters to keep
in touch with astomrers and hence tries to
strencthen customer brand lovalty (Merisavo &
al., 2004). Magezine publishers can activate and
crive their customers into Intemet with e-mails
and SMS messages to improve re-subscription
rate (Merisavo et a., 2004).

Marketers increasingly bring brands doser to
COnsUMers’ everyday life. The changing role of
astomers & oo producers of value is
becoming inressingly  important (Prahalad
and Rameswarmy, 2004). Khan and
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Mahapatra (2009) remerked that technology
plays a vitd role in improving the quaity of
services provided by the business unils
According to Hoge (1993), dectronic marketing
(EM) is a trarsfer of goods or services from
seller to buyer involving one or nore elecironic
methods or media E-Marketing began with the
us2 of telegraphs in the nineteerth century. With
the invention and mess acceptance of the
tlephone, radio, television and then cable
televigon eedronic meda hes become the
dominart merketing force MdDonald's uses
onlire channd to reinforce brand messages and
relationships. They have bult  online
communities for children, such as the Happy
Meal website with educative and entertaining
games o keep ostomers aways dose to
themselves (Rowley 2004). Reinatz  and
Kumer (2003) found that the number of
rmedling efforts by the company 15 positively
linked with company profitability over time
The primery advantages of soda meda
rerketing is redudng costs and enhandng the
reach. The cost of a sodal media platform s
typically lower than other marketing platforms
suwh as facetoface sdes or sales with a
help of middemen or distributors. |n addition,
social media merketing alows firme to reach
customers that mey not be accessible de to
termporal and locational limitations of existing
ddribtion cdhannds.  Gererally, nmain
advantage of sodid media is that it an erable
compenies to indrease reach and reduce costs
(Watson et d. 2002; Sheth & Sharrma 2005).

Accordng to Chaffey (2011), sodal meda
merketing  involves  “encouraging  customer
communications on company’'s OWnN website or
through its social presence”. Social media
rmerketing is one important technigue in digital
merketing as companies can wse socid meda
form to distribute thair messages to their target
audence without paying for the publishers
or didgribkor tha is dhaedenstic for
traditional  merketing. Digtal merketing
dedronic marketing e-markating and Iriermat

marketing are al similar termrs which, simply
put, refer o “marketing  online whether via
websites, orline ads, opt-in emails, interacive
kiosks, interactive TV or mobiles”™ (Chaffey &
Smith, 2008). Giese and Gote (2000) finds
thet customer informetion satisfaction (CIS) for
digtd marketing can be conceptudized & a
sum of affedive response of varying intersity
thet follows consumption and is gimulated by
focal aspeds of sdes activities, informglion
sydems (websites), digital produds/services,
astomrer support, after-sdes service  and
conmpany culture

Waghmare (2012) pointed ot that meny
courtries in Asia are taking advantage of
e-commerce through opening up, which s
essertiad for promoting conpetition  and
diffusion of Intemet technologies. Zia and
Manish (2012) found that curently, shoppers in
metropdlitan India are being diven by
e-commerce:  these consumers are  booking
travels, buying consumer e edronics and books
online. Although spending per online buyer
remains low, some 59% of online consumers
in metropaitan Inda adready meke purchases
onlire & leag once in a morth. Dave
Chaffey (2002) defines e-merketing as
“application of digital technologies - online
channels (web.  e-nail, dotabeses,  plus
mobile'wirdess & digta TV) to contribute
to merketing adtivities amed a achieving
profit  acquisition and  customers retention
{within a multi-chennel buying process and
astomer lifecyde) by improving ocustomer
knowledge (of their profiles, behavior, vaue
and loyalty drivers) and further delivering
integrated communications and onfine senvices
that  match  customers’ Indvidia needs,
Chaffey's definition refleds the relationship
mearketing conceqt; it emphasizes that it should
mot be technology that dnives e-marketing bt
the business modal.  All types of soda media
provide an opportunity to presert company itself
or its produds o dynamic conmmunibies and
indviduals that may show interest (Roberts &
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Kraynak, 2008). According to Gurau (2008),
onlire marketing ervironmert raises a series of
opportunities and also challenges for sodal
mecia marketing practitioners.

The main objective of this paper s to identify
the effectiveness of digital merketing in the
competitive market,

The supportive objectives are following:
«  To show the vanous dements of digital
rrerketing
v To fooas on the basic comparison
between  traditioral and digital
merketing
 To dsoass the effedts of vanous
forms of dgta merkding on the
firm’s sales and other activities;
« To show the various advartages of
digital merkaing to the customers.
2, Theoretical and conceptual framework
There are various dements by which digital
rmerketing is formed.  All forms operate through
electronic devices. The most i mportant elements
of digital marketing are given bel ow:

(i) Online advertising:

Online advertising is a very important part of
dgtd merketing. It is dso cdled internat
advertising through which company can deliver
the message about the produds or services
Intermet-based advertising provides the cortert
and ads that best matches to consumer interests,
Publishers put about their produdts or services
on their websites so that consumens or users gt
free informetion. A dvertisers should place more
effecive and relevart ads online. Through
online advertising, company well cortrols its
budcet and it has full control ontime.

When message about the produds or services is
sent through emall to the existing or potential
consumer, it is defined & email markeing
Diret digital merketing is used to send ads,
to build brand and astomer loyalty, to build

astomer trust and tomeke brand awareness.
Company  can pronmote jts products and
services by using this element of digital
marketing essily. It is rel@tivedy low cost
comparing to advertising or dher foms of
media exposure. Comparny can bring complete
dtertion of the astomer by areting atradtive
mix of graphics, text and links on the produds
and services,

(i) Social Media:

Today, socd meda markeing is one of the
most important dgta rerkding dhanmds, 1t is
a computer-based tool that dlows people to
oreate, exchange ideas, information and pidures
about the company’s produd o Services
Acoording to Nielsen, internet users continue to
spend more time with soda media sites than
any cher type Soda media nerkeling
retworks indude Face book, Twitter, Linkedn
and Google+, Through Facebook, conmpany can
promote  everts concerming  produd  and
services, run promotions thet comply with the
Face book ouiddines and explore  new
opportunities. Through Twitter, conpany can
inresse the awareness and visibility of their
brand It is the best tool for the promotion of
compary” s products and services.  In Linkedin,
professionals write thair profile and share
informration with others. Company can develop
their profile in Linkedn so that the
professiondls can view and can g more
nformation about the company’s produd and
services. Google+ is aso soda media network
thet is more effective than other soda media
like Face book, Twitter, It is not only simple
social media network but also it is an authorship
tod that links web-contert directly with its
OWINET,
et M .

It is a way to send information about the
products and services from cellular and smert
phore devices. By wsing  phone devices,
company can send information inthe form of
text (SMS), pidures, video or audio (MMS).
Markeling through cdl phore SMS (Short
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Message Service) becarre increasingly popular
in the early 2000s in Europe and some perts of
Asia Ome can send order confirmrati ons,
shipping alerts using text message Using SMS
for campaigs ot faster and more substantial
results. Under this technigue, companies can
send marketing messages to their astomers
in realtime, any tine and an be confidert
that the message will be seen. Company can
rede a questionnaire and obtain valusbie
oustomer feedback essential o develop ther
products or services in future

(v} Affiliate Marketing:

Affiliate marketing is a type of performance-
based marketing In this type of merketing a
company rewards affiliabes for each visitor or
oustomer they bring by merkaing efforts they
cregte on behalf of company. Indstry hes
four core players: the merchant (also known
as “retailer” or “brand™), the network, the
publisher (also known as “the affiliate™) and
the oustomer. The market hes grown in such
complexily resulting in the emengence of a
seconcary tier of players induding affiliate
menagement  agendes,  super-affiliates and
spedalized third party vendors. There are two
ways o approach affiliate merkeling
Compary can offer an affilile program o
others or it can sign up to be another business’s
difiliate. 1T company wants to drive an affiliate
program, then, the company owner has to pay
dfiliates a commission fee for every lead or sdle
they drive Lo company’s website. Company’s
mein god here is to find affilistes who aan
reach uniapped markeis. For exanple a
company with an e-zime may become a good
filigte bacause its subscaribers are hungry for
resources. So, introducing one’s offer through
“trusted” company can grab the altention of
prospects which might not have ctherwise
reached.

{vi) Search Engine Optimization (SEQ)

Search eng ne optim zation (SEQ) is the process
of affeding the visibality of a website or a web
page in a search engine’s “natural”™ or un-paid

(“organic”) search resulis.  In general, the
earlier (or higher ranked on the search results
paae), and more frequently a website appesrs in
the search result list, the more visitors it will
receive fromthe search engne wsers. SED
mey target differert kinds of search induding
imege search, local search, wvideo search
academic search, news search and industry-
spedfic vertical search engines.

(vii) Pay Per Click (PPC)

Pay-per-dick marketing i15 a way of using
search engine advertising to generate dicks to
your website rather than “eaming™ those clicks
organically. Pay per didk is good for seanchers
and advertisers, It is the best way for company’s
ak snce it bangs low cost and grester
engagement withthe products and services.

21 Ammm nﬂ'hetim brings to
CLELOmers

With rapid technological devel oprrerts, digital
marketing hes changed customers  buying
bebavior. It has brought varous advantages to
the consumers as given bel ow:-

(i) Stay updated with products or services:
Digitd merketing techndoges dlow the
consuners to  stay  with the company
information updaed Nowadays a lot of
CONBUIMEr Can access intemet any place amytime
and companies are continuously  upcking
informati on about thair produdts or senvi ces.
{ii) Greater engagement:

With digita merketing consumers can engage
with the company’s vanous adivities
Consumers can visit company’s website, read
informetion about the produds or services and
meke purchases online and provide feedback.
(iiii) Clear information about the products or
sarvices:

Through dgta merketing, consumers gat dear
information about the produds or services
There is a little chance of misinterpretation of
the informetion taken from sales person in a
retail store However, Inemel provides
comprebensive  produa informetion which
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astomers can rely on and meke purchase
decision

(iv) Easy comparison with others:

Since meny companies are trying to promote
their produds or services uwsing digita
merketing it is becoming the reatest
advartage for the oustomer in terms  thet
astomers can meke  companson  among
produds or services by different suppliers in
cost and time friendly way. Customers don’t
need to visit a numbar of different retall outles
in order to gain knowl edge about the produds or
Senvices,

(v) 2477 Shopping:

Since intemet is available al day long, there is
no time restriction for when customer waris to

buy a produc online
(vi) Share content of the products or services:

Digtal markeling gves viewers a chance [o
share the cortert of the produd or services to
others, Using digta media one con easly
transfer and oA informrelion about  the
characteristics of the produd or services to
others,
Conpary shows the prices of products or
services through digital merketing channel and
this mekes prices very dear and transparent
for the ostomers. Company may regulary
changes the prices or gives spedal offers on
their produds or services and customers are
dways in advantages by odting informed
instartly by just looking a any one mean of
digtal marketing.

iii) E mables instant -
With traditional merketing oustomers firs
watch the advertisement and then find relevart
physical store to purchese the produds or
services.  However, with digial marketing
austomers can purchase the produds or services
instantly.
3. Methodology of the study
Methodology comes from systemelic and
theoretical analysis of the methods o evaluate
suitability of ore spedfic method to apply to a

fild of study. It typically enconpesses
concepts such as paradigm theoretical modal,
phases and ouartitative o qualitative
techrigues. This study is conducted bassd on
both primery and secondary data sources.

Primary sources:
Primery source is a source from where we
collect first-hand information or original data on
a topic. Interview technigue was wsed with
srucured questionnaire for the collection of
pimery data

SOLINCES:
Seconcary source is a source from where we
collect data that has aready been collected by
someonz. We have collected secondary data
from the published finandal saterrents of the
firms, newspaper and artidles. For the purpose
of this sudy, we have selected one hundred
fifty firms randomly which are wsing digital
merketing system to sell thesr produds to
oustomers. Additionally, we also collected data
from 50 exeadives from sample and other
different firms to know their opinion on the
effectiveness of digital merketing Collected
ddta and informetion has been orgenized,
explained and aralyzed by using different
sidtidical tools and technigues. This sudy
shows results bath in desaiptive and and ytical
way'.

4.1 Amnalysis and Discussion:

Correlation analysis

To show the correlation between the
various elements of digitd merketing and
increased sales, we have collected data
from one hundred fifty fims who are
taking the wvarious  techniques o
elements of digta marketing. Results are
given below:
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and the remaining 37.10% is explaired by

Increased Online Email |Eudi Text .I.ﬂqu| Engine
Sales  Advertising Marketing Madia Messaging Hﬂmmlm | Chieke tmr:]
S — e —— J_ - —— I —
1 864 B73 B0 BT S B840 S0
| ircreceed| Comelation Resad I .
Sdes |Sig tz-tanle:ﬁ 056 053 | 075 219 | 36 | 075 326
N 150 150 | 150 [150| 150 | 150 | 150 | 150
Table 4-1 Emﬂatim ; :
From the above table we can conclude
that the every element of digita .Er'ﬁl":';aw_ et . AR | S |
merketing is positively related to sdes & informetion about t 629 | 81254
increase. It indicates thet all elements of | PABOLKLS o Seril ces |
chgital mrerketing show positive effect on Exy conparisonwith others | 639 | 85141
fimis sales. Online advertising, email - - -
marketing, sociadl meda and search 2417 Shopping 749 | 142.868
engne optirization (SEQ) are highly " Share content of the 656 | 01498 |
positively comelaed with sales increase | products or sendces i e |
since showing value of rio be 869, .873, A Prici 636 | H3.062
840 and 840 respectively. The value of el |
rof text messaging  affiliade marketing Erables Instant purchase 667 | 96028
and pay per dick (PPC) are 667, .560 -
and 560 which dso shows low positive Table 4-2 Mocki
cormel ation with sales increase. From the a tEHE_. we cn cm:lp:b.
4.2 Analysis of digital marketing thet alm::at al trﬁ variables having WE'E“
Digtd nedia i5 0 parvasive that explaning  with  great extent it
consumers have access to informtion reldioship with dgitdl merkeling. For
any time and any place they wart. It was eangde ay updded with proccts: o
long ago when the messages people got WI'E’I. is explained by 71.80% of dgta
abowt  specific products o services fling and the remaining 28.20% is
corsisted of only whet a company explal ned by r:ther‘ fador. Greater
e lhernis ko engagement is explaned by 51600 of
' dgtal marketing and the remaining 48.40%
I - is explamed by other factor. Clear
Model Rsquare  F Information about the products or services
%mwmm iR l 11'211?. is explained by 62900 of digital marketing
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other factor. We can also see from the
above table that F value is bigger more then
80 indcatingthe strength of the modal,

5. Concluding remarks and proposal

Digtd channd in markeing has become
essertid part of strategqy of many conpanies
Nowadays, even for small business owner there
is a very cheap and efficdert way to merket
his'her products or services. Digital marketing
hes no boundaries. Company an use any
devices such as smart phones, tablets, laptops,
televisions, game consoles, digital  billboards,
and meda such as soaa media SEO
(search engine oplimization), videos, content,
e-medl and ot more to promote company itsalf
and its produds and services, Digital marketing
mey succeed more il it consi ders user needs 25 a
top priority. Just like "Rome was not built in a
day,” =0, digital marketing results won't alzo
come  without atermpt.,  without trid (and
gror). The watchwords “test, learn and evolve™
should be at the heart of al digta merketing
inititives. Companies should areste innovitive
customer expenences and spedfic strategies for
media to identify the best path for dhiving up
digita merketing performance.
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Abstract==As we all know that cyber crime has been
one of the rrost oommon macie by the
corryuters experts. |n'this paper | heve rmenthoned scome
of the impact of cyber crime .Cylber arime are that
activities made by the people for destroying
organizations for metwork stealing and ot her valualble
doata , documents hacking banking detalls. My paper
includes cletailed information regarding cyber crime
and modes of eyber erirme, Finally | will go for the
resasrch on the crirmes rsde by the misues of inbernet
in some of the aress like Financial orimes Cyber
pornography, E-mail spoofing, E-mail bombing, vine
attacks Finally | will get the main objectives of my
paaper. L ike this my paper will be complete.

Introduction

Cybercrime, also called conmputer arime, the
use of a computer & an irstrument to further
illegd ends, such & committing fraud,
trafficking in child pomography and
intellectual property, stealing idertities, or
violaing privacy. Cybercrime, especialy
through the Intermet, has gown in
importance & the conputer hes become
central o commerce, enfertainment, and
governmert. Computer crime hes been an
issue in criminal justice and criminology
since the 19708, criminals use compuiers (o
cormit crimes. Cybercrime is a crimingl act
LEing a computer thet ocous over the
Irtermet. The Intermet hes becorre the source
for multiple types of crime and differert
ways to perform these arimes. The bypes of
cybercrime rmey be loosely grouped into
three categories of cybercrimes. First, the

Irtermet  alows for the credtion and
rairterance of cyberarime merkets. Second,
the Intermet provices a verue for fraudulent
betevior (ie, cyberfraud). Third the
Intermet hes become a place for the
developmrent of cybercriming communities,

Facts about the Cybercrime market:

The World Economic Forum (WEF) hes
listed cyber atacks as the third rmost likely
global risk in 2018 and given the lucrative
merket for cyber ciminals this is not going
o scale down in the coming years.
According to Forbes, the global inforrmetion
sequrity spending is poised to hit 5124
hillion by 2019, mainly driven by privacy
concerms and regulations. The scenario of a
considerable rise in the cybercrime activities
hes put huge pressure on industry players. I
thﬁtﬂﬁtaﬂﬁfﬁmrﬂaaﬁd. then it must
be noted that the attack vediors have also
proliferated - from errails, welsites to loT
devices and wesponization of Al-enabled
devices, its all-pervasive leawving them
wulnerable.  New age  threas  like
rAsMTWare, crypiojacking for
cryptomining, atacks on  cyber-physical
systens involving critical infrastructure such
& power gnds, transportation systens and
other areas are lethal. Similarly, the old
methods like phishing atacks and nelware
infection are equally dameging for any
business.
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The costs of oybercrimes are mind boggling
~ loss, theft, menipudion of dda dda
processing infrastructure, theft of money,
idertity, intellectual property, personally
idertifiable dda  digital  foremsic
investigetions, loss  of  productivity,
reputdion loss for orgenizations, fines,
penalties, domeges and law  suits for
organizatiors, loss of astomers leading to
cip in revenues, cost of mestordtion activities
to bring business operations to normalcy are
some of the ways in which these
cybercrimes prove that they are dangerous.
There have been times when business could
ot idertify a malicious code written in a
complex manner and hence, they inoumed
heavy losses or hed to temmporarily suspend
business services. Some of the other impacts
are that the key executives were removed
from their positions and even had to face
prison time which further daneged their
reputation inthe eyes of the public.

Damages done by Crime Globally:

-
-
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It is aready been toued tha the
cybercriminal adtivity is going to be the
biggest challenge that markind will face in
the rext few decades. It is estimeted thet
cybercrimes will cost $6 trillion annually
(up from $2 trillion in 2015) in 2021 1t is
interesting to note thet & per the Cost of
Daa Breach Report, 2018 of Porenon
Institute, the average totd cost rose from
$3.62 to $3.86 million, an increase of 6.4
percert from 2017 and the average cost for
each lost record rose from $141 to $148 in
2018. The prediction is that these numbers
would only grow in the years to come.

Most common types of cybercrime:
1. Malware
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Over half (55%) of all types of cybercrine
irvolve melware, according to the report,
These dtacks include spyware and renote
administration malware. From there, they
can gain login credentials, sensitive business
deta, or information to help them conduct
socid engineering atacks. The third rost
popuar kind of malware atack is the
dreaded ransom ware, which typically locks
your device or takes your data hostage urtil
you pey the hacker to relesse it.

2. Social engineering

Social engineering attacks (31%) don’t rely
on technical sophistication so much &5 tnst,
Because they prey on human viulnerabilities
instead of techrological ones, this type of
cybercrime is especially difficdt to guard
apirat. Types of socia engineering atacks
indude phishing and rmore  elaborate
prysical schemes.

3. Hacking

Typically the term hacking enconpasses a
wide variety of dtacks  Positive
Techrologies defires it more narmosdy in its
report: “attacks that take advaniage of
vulnerabilities in software and services,
weaknesses in protection mechanisns, and
other shortcomings of targeted systens that
do not involve sodd engineering or
malware.”

4. Web attacks

Web dtacks represent fifth of cyberaimes
agairet businesses These atacks exploit
vulnerahilities in websites to access the dda
of other wsers of the sites. For example,
hackers might inject malicious code into an
e-commerce webxsite that dlows them to
sieal customers” credit card information.

5. Credential compromise

Severteen percent of atacks involved
credertial comrpromise, meaning a hacker
ses  your login informetion o g@in
uranthorized access to your accourts, An
dtacker can leamn your aedertials in a
rurber  of ways: phishing social
engineering, melware (such as key loggers),
or hacking (gaining access to a databese of
credertials and cracking the passwords).

6. Distributed denial of service (DDoS)
Although few businesses will ever find
thenselves the taget of a DDoS dtack
(2%), these can be extremely costly and
disnuptive. DDoS atacks flood a network
with traffic, overwhelming it and preverting
legitimate weers o  enployess  from
accessing the service. Once the network is
effectively shut down, the hackers typically
derrend a rarsom to restore service.

7. Malicious Code - Viruses, Worms and
Trojars

Vins: - A vins is a program that modfies
cther conputer  prograns.  These
modifictions emsure that the infected
program replicates the vins. Not al vinses
cause damee Lo its host. A vinus is typically
spread form one computer to ancther by e
rmeil, or infected disk. However a vins
cannck infect ancther computer urtil the
program is exeouted. A common method
of vins exection is when a conputer
wser s tricked into opening a file atacked
o an e-mail, thinking the file is a harmless
program coming from a friendly source. The
rmost popuar example of vins is the Melissa
vins which was launched in March 1999,
The Melissa vins was hidden in a Microsoft
word atachmert that appeared to come from

154



Mational Conference on industire 4.0 (NCH 2.0-2020) [EI}E[I]
Foculty of Engineering & Computing Sclences , Teerthanker Moheveer Unversity , Moradahad

a person knows to the recipient. The
program acdtivaed a mecro tha tread the
first fifty e-mail addresses located in the
Microsoft Octlook e-mail program and e
mreiled itself to the fifty addresses. The vinus
was estimated to have caused $80 million in

dameges.

Worms:-A wormis standalone programtha
replicates itself. A worm can wind its way
throughout a retwork system without the
need to be atached to a file, unlike vinses.
For example: | love you worm in 2001 weas
estimeted the loss caused to be SUS 10.7
billion.

Trojans: - A Trojan Horses is an innocent
looking computer program that cortains
hidden functiors, They loaded orto the
computer’s hard drive an executed along
with the regular program However, hidden
in the innDcent program is a sub-program
that will perform an urauthorized function
A Trojan horse is the most common way in
which vinses are introduced into conmputer
systerms. For example: Back Orifice 2000 is
a program designed for misuse and dtack on
another computer.

el Bl S

“The modern thief can steel more with a computer
then with a gum. Tomorrow's lerrorist may be able
to do more damage with a keyboard than a bomb.”™

How to protect yourself from web attacks
globally?

Some of the security measures are given
below:-

Lise an Irtemet Security Suite: 1T you know
anthing & all about a computer and the
intemet, the chances are very high that you
might be wsing an antivins already (And if
nct then do not take the risk unless you are
segeoned cyber security professional with
cdita bacdkups in place). An artivines
program combined with an internet security
program set helps you inc

1 Use an Intermet Security Suite:

If you krow awthing & all about a
computer and the irtermet, the chances are
very high that you might be wsing an
artivins aready (And if nat then do not
take the risk unless you are seasoned oyber
sequrity professional with data backups in
place). An artivins program combined with
an intermet security program set helps you
ire

= Avoiding nelicios  downloads
done by mistake.

» Avoiding malicious installs done by
mistake.

* Preverting from being a vidim to
Man inthe Middle Attack (MITM)

» Protection from phishing
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2. Use Strong Passwords:

This can’t be cmphasized cnough. 1T you
hawve “gwertyl 237 as vour bank’s password
and a lot of money in the accourt, you rmust
be ready for a surprise tramsaction Y ou
should not fully rely on the rate-limiting
measures wsed by websites that you visit.
¥ our password should be strong encugh to
be practically unbreskable A Srong
pessword is ore the is 124 characters long
and corntains a diverse use of alphabets{both
cases), numbers and syrmbols (and spaces).
Seting a rmedly unbreskable pessword
should not be difficult specialy when there
ae help avalable & random password

generaons.

3. Keep Your Software Up-to-Date:

Despite the developer’s best intention to
credle secure software and thorough reviews
from the security teams, there are
unforturetely many zero-days that are
revealed once the software is being usad by
a large user base. Conpanies are well aware
of this fact and that is why they relesse
frequert upddes to padch  these
vulnerahilities. This is the reason why those
updates, however annoying they mey be, are
importart. They help in preventing atacks
thet can easily skip the radar of the artivins
PrOCrans ON YOur computer,

4. Avoid Identity Theft:

Idertity theft is when someone else Lees
your persord informetion to inpersorete
you on any platform to gain benefits in your
name while the bills are addressed for you
It"s just an example, identity theft can calse
you to damege more serious than financial
losses. The most conmon reason for idertity

theft is improper management of sersitive
personad daa There are some things to be
avolded when dealing with persorally
idertifisble dda Never share your
Aadhar/PAN rumber (In India) with anyone
whom you do not know/tnust Never share
your SSM (In US) with anyone whom you
do not knowtnust, Do not post sersitive data
on sodal networking sites, Do not meke gl
the personal informetion on your social
rmedia accounts publicNever share an
Aadher OTP received on your phone with
someone over a call. Make sure that you do
not receive unnecessany OTP SMS about
Aadher (if you do, your Aadher number is
dready in the wrong hands) Do not fill
persoral data on the website that daim to
offer benefits in rebum.

How India uses many prevention methods
agairst Cyber Crime:-

Gererdly India mede many Cyber Laws
agandt these Cyber Crime happered in
presert scenanio. These laws are made to
protect al the citizers of India against very
seriols aimes. All these laws ae made (o
protect people from all Traditioral criminal
activities are such as theft, fraud, forgery,
defargtion and mischief are pat of
cyberspace. Cyber Laws in India prevert
any crime done wsing technology, where a
cormputer is a tool for oyberarinme. The laws
for cybercrime proteds dtizers from
dispersing sersitive informetion to a
stranger onling.

Some of the Laws are as follows:-

1. Copyright Law:

In reldion to computer software, source
code, wetsites, cell phones cortents ec.

2. Licensing Law:
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Intermrs of software and source code.
3. Trademark Law:

With relation to domain names, meta tags |,
rrvrroring, framing , linking etc.

4, Semiconductor Law:

Which relates to the protedion of
sermiconductor integrated dircuit design and
layouts.

5. Patent Law.

In reldion to computer hardwere and
software.

6. Data Protection and privacy Law:

Aim to achieve a fair balance between the
privacy rights of the individal and to
interests of data cortrollers such as barks,
hospitals, email service providers.

Ever since the introdudtion to cyber laws in
India happenad, 1T Act 2000 wes enacted
av arended in 2008 covering different
types of crimes under cyber law inlndia

The main purpese of this act is to provide
legal recognition of eledronic conmrerce
and Lo facilitate filing of electronic records
with the government,

ITA 2008, & the new version of | nformetion
Techmnology Aa 2000 is often referred, has
provided additional foos on Informmetion
Secunty. It hes added several new sedtions
on offences included Cyber Terrorism and
Data Protection

Conclusion
Criminal behaviour on the Irtermet, or

cybercrime, preserts & one of the Maor
chalenges of the fuure to Indla and
Irterretional law enforcerrent. It areacly
festure in meny intemdional cine
imvolving drug  trafficking. people
srruagaling terrorism and  money
laundering.  Digital evidence will bacome
more conmonplace, even in traditional
crimes, and we must be prepared to ded
with this new challenge. Law enforcemernt
agencies around the world are working
together to develop rew patrerships, new
forersic methodologies and new responses
1o cybercrime in order to ereure safety and
sequrity on the Intermet. MNew skills,
technologies and investigative technigues,
gpplied in a global cortext, will be required
to detect, prevert ad respond o
cybercrime. This "new business” will be
characterized by new forms of aime, a far
broader scope and scale of offending and
victimisation, the reed (o respond in
much rmore timely way, and challenging
technical and  legd  conplexities.
Innowvative resporses such as the credtion
of ..cvber cops”™, cvber courts™ and ,cvber
judges” may  eventually require to
overcome  the significant  jurisdictional
issues, To prevert from al of these web
diacks, there are some laws mainly based on
people's concern around the world which
helps them to secure their information and
deta from many ureuthertic wsers around
the world Cyber law in India is not a
separde leeal framework. IUs a combination
of Contract, Indledual property, Dda
protection, and privacy laws. With the
Computer and intermet taking over every
apect of our life, there was a need for
strong cyber law. Cyber laws supervise the
digital circulation of informetion, software,
informetion  seaurity, e-commerce, and
rronatary transactions.
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Abstract— The field of dhess raises very interesting dhallenges

to computer schence and In partioular to Artifical |

Irchencd, 2w will sen, computationnl rodels of Mﬂ-ﬂm
take imbo account elemerts of advanoced human

p’uﬂuﬂﬂu‘gqﬂﬂﬁmﬂlu knowdedoe representation,
reasoning, and learming. In this paper | desoribe and compare
b rrain engines on the basks of a chiss tourmament., A compuber
program is capable of camying and describing some oreative
mowes of chess, The results willl definitely surprising.

Keywords — AlphaZero, Reinforcerment Leaming , Sockfish,
IBM Deep Blue MONTE Carlo tree search, Alpha-beta tree

INTRODUCTION

There hes been research going on since the last few
decades on how [o beal a huen expert of master
level player with the algorithm Many scientists like
Cherles babbage (The turk[1]) . Alan tuing
CLAUDE E. SHANNON[Z] Jobn  won
MNeurrann{ 3], Planning  algorthrs  for  artificial
irtelligence is always challenging. In designing the
Model for the Chess gare |, different sciertists give
differert approaches  like when we tdk about the
John von Neurmann he proposed two agorithms .
The: first one is based on the brute force search and
the second one works on the concept of intelligence
strategy that can simulae hurman intelligence (i.e
thirk like a humanSystens that heve been
successful in chess:There are some highly specified
systers that have been successful inchess and also
have hed impect in real world dorreins like robotics
. industrial control , or intelligent assistants. Mostly
these systens wse Model-based Reinforcement
Learning (RL) that first learn the nodel of the
environment™s dynamics , and then planning with
respect to learming model . Or we have Model-free
RL -i.e. they took the rules from the or we say
optimal policies /value functions and start fromthe
scratch Some highly sophisticated systens are:

IBM’s Deep Blue

The IBEM Desp Blue supercompuier tha
defeated world chess champion Gary kesparov
in 1997 ermmployed 480 austomn chess chips. This
technique describes the design  philosoply,
gereral architecture, and performance of the
chess chaps, which provided most of deep blue's
computational power. Article given by [4] in
1999 given a engine for this technique that wes
under IEEE micro.

A. STOCKFISH-

Stockfish is an open source chess engine
developed by Tord Ronsiud , Manoo Costaba
and Joora Kiiski. This project stated in
Moverrber 2008, since then it hes evolved only.
It hes stade-of-art-engines based on Alpha-Bata
Search and till now it hes reached an
indisputably superhuman in terms of chess. It
can compare 70,000,000 moves per second 26 a
player. This engine has been evaluaed by humen
grandrresters since 2008. Also search extersions

that are highly optimized wsing game specific
heuristic.

B. AlphaZero-
Mow, the latest technology is using two mein
methodologies, first one is deep neural networks
ad the second ore is gereral reinforcemernt
learning algorithm It starts leaming the game
from scraich ( Like babies leam games from
scratch ) but obviously with more computational
power ,
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Il. LITERATURE REVIEW Anatomy Of A World Champion Chess Engine
: STOCKFISH

In 20017 Google’s AlphaZero takes on chess on 4th Domain knowledge, extersions, heuristics in

decerrber  in Google headquarters, London 2016 Top Chess Engine

AlphaZero surpasses the Stockfish 8 in 4 hours . Emn_::hmﬂip{TCEC} world  chanpion
Stockfi

- Avatomy of 2 Word Champion Chess Engre
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Figure 1: Elorating of Stockfish vis AlphaZerca 73 iy Lnom e i "oreia
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Figure 3: Depiding the Anatomy of Alphafero
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[l. AMALYSISOF ALGORITHMS

MNow, we see how AlphaZero domiretes Stockfish 8
in the 100 game match and didn’t lose a simgle
metch agairgt it. And take into consideration that
Stockfish was already 10 years old when the metch
heppenad between these two engines. So gockfish
was more grester in terms of experience and & we
go futher we will see tha Stockfish 8 check
70,000,000 moves per second and AlphaZero is
arourd 80,000 moves per second still the matches
goes in the favour of AlphaZero. In AlphaZero we
wse Momte Carlo Tree Search (MCTS) irstead
of Alpha-Beta Tree Search which was previously
wsed in earlier systere.
The factors we take into corsideration :

Scalability With Search Time

As we hawve seen alphe-beta search is dominged in
these domrains for 50 years now and there have been
many studies that suggested MCTS or any other
dgorithm could not be competitive to aphe-beta
search but here we that MCTS not only outperform
the other programs but adtually scaled up more
efficient|y than alpha-beta search .

Table 2: Depicting Moves per second by
Stockfish and AlphaZero

Fosdors secnd Skt Eme Aol

Chews nmx L1

X Chess
& i
| L
1 #
y M0 e
3
L
B
[ §
L
ocfnk

— mm.

IC 1

Secindd per Move

Figure d: Depicting Moves per second by
Stockfish and Alpheldero

It is similar to wha |ohn von neumann
proposed in Type B3]

B. AlphaZero Self Play
== T
e L T

— R R ST il i S el W sl Wi LI

L e

T e e e

Figure 5{a): Opening moves Alphazero salf play
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Figure S{c): Opening moves Al phazero self play

AlphaZero trained for 9 hours by playing 44
million games against itseif. Alpha Zero's
openings ae amazing AlphaZero plays in a
universal and balanced way, heving both, the
best of the humans and the computers. AE's
tadical strength is overwhelming, but it comes
together with a deep strategic knowledge, only
seen urtil now exclusively with humens, & you
can see in the gamre wsing the Berliner Defence,
which wirs in 87 moverrerts. AZ plays very
well in blocked positions, a shown during the
two games played with the French Defence too.
AZL's openings are amazing: it has discovered
and even overcome five certuries of hunan
effort in hardly two hours of training. When AZ
plays with black pieces, it shows a very solid
pasition and rapidly occupies the certer in a
symmetrical way, like Karpov's style. When
playing with white pieces, AZ likes to start with
the Queen, but in an aggressive way, like
Kasparov's siyle. AZ loves o give away pieces
in the long term with tadtical sacrifices such as
Tal's and other positional ones who could be
signed by Petrosian The way AZ plays against
the Queers Indian Defence is sublime, from
ancther gadaxy, with cuislanding idess such as
the sacrifice of the pawn in cd during the metch
thet wind in 68 movements. It is also impressive
AZ's relentless execdion of its positional
advartage in some of the matches where AZ
plays in inferiority, &5 it is its faultless technigue
in the final positions, We coud essily say,
without a risk of meking a mistake that, fromthe
ardysis of the 10 games, AZ plays close to
perfection
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Figure 6 Games play by Stockfish and Al phaZeno

CONCLUSIONS

Cormputer chess is rmost studied domain in history
of Artifida Irelligence. Al agorithm
developrrent has been started since few decades.
Some highly specified systens have been
successful in chess like Deep Blue defedled
kesparov in 1997, dde of at now in disputable
superhuman Chess have more win over stockfish
Stae of art engires are besed on alpha beta search
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Abtracts-—Network-on-Chip (NoC) is a newly

introduced to eercome the communication

paradigrm

problems of Systerm-on-Chip architechures. Mapping
applications onto mish-based MoC architscturs i an
HP-hard problem and several heuristic methods henm
been preserted to sobve it so far. Scalability is the
main problem of the heuristic methods and it B very
chifficult to concluck: that one hewristic s better than
the others. Integer Linear Programming (I LP) bassd
rmethods determine the optimum Hewever,
they take very long execution times. In this paper, we
propose @ chetering based relaxation for ILP
formudations.

INTRODUCTION

The astom onchip network, which
targats a given application, hes proved to
be more efficient than the reguar structure
on-chip retwork design in [2]. The reason
is that the cormunication requirement for
each data flow is available in the design
tire, so the power corsurption and
packet laency are predictable once the
links of networks are determined. Having
this knowledge makdes astom on-chip
retworks more efficient with topology
syrithesis a5 shown in [1], [2], [7]-{12].
Anong those, [1], [2], [9] use a partition
besed dgorithm to reduce the time
corplexity. MPSoC are now irtegraing
more and more processors on a single die
with the incresse in trarsistor budgets
erabled by Moore's law. As the number of
processor cores on a single die incregses,
the power consurmption and wire delay will
dso heve a significart increase, which
mekes the onechip conTrunicaion among
cores becomes a critical issue, A scalable,
gergy  effident onchip  intercormed

network is meeded to address these
difficulties in onder to facilitate the on-chip
cormrunication named AT NOC, to
syrthesize the topology by oeting a
series of refinement steps from an  initial
topology design, in which any pair of
communicating nodes are commected by
links. In each refinermert, we pick the
router tha has the highest power
corsurmption among the urrrefined routers,
ardd refire the sub-topology of this router
to reduce the power consumption and keep
the packet latency lower, Many previows
topology syrthesis approaches we a
Steiner-tree-based  topology  construdtion
(such as [2]). The resson we use an A Tree
instead of the Steiner-tree is that an A Tree
is the shortest peth tree that can reduce the
packet laency. By using the A Tree-besed
dgorithm in the subtopology of the
chosen router, the paths from all nodes to
the chosen router are the shortest paths.
Additional routers might be added into
these shortest paths & somre Steiner points.
The locdions of these added routers are
chosen to minimi2ze a cost function, which
corsiders both power and packet |aency.
In the cost function, the power numbers of
routers with different port sizes are
rreasured by ORION [5], [6]. In order to
predict the packet latency between any two
nodes, we build a laency prediction nodel
by noting that the lgency between two
routers is relaed to the injection rates of
packets & the rouers [7]. The laency
prediction model is built on a laency-
injection rae table, which is corstructed
by a simple simulation For different
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injection rates, we randomy inject packets
ino the wire and messure the average
packet |latency. By looking up this latency
injection rae table, we can essily predict
the packet laency under differert traffic.
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Figurel Temporal IErgng besed an
conuni cation braces

In this paper, we presert a cluster-based
ILP formulaion for application mapping
problem for rresh-based NoC
architectures. Our method partitions the
task gaph, represerting the  given
application, and the mesh irto smaller sulx
graphs and sub-meshes o decompose the
given soltion space into  smaller
polyhecral. It then meps each sub-graph
orto the corresponding sub-mesh using our
ILP-besed method. Firally, it merges each
mepping to determine the final solution
We implemerted our method wsing
cormercia ILP tool [13] and tested its
effectiveness on  several  multimedia
berchmerks and randomly  gereraied
graphs. Our experiments show that the
proposed  method is very effective to
reduce the execution tines of ILP method
while determining similar results,

Network-on-Chip  Architecture  and
Function Layers:-

Network on chip is the term used to
describe an architecture tha  hes
mairtaned redily designable solutions in
face of communication-certric trends. In

this section, we will briefly review some
concepts on the design of an NoC
comrrunication system Moreover, the No.
C function can be classified into several
layers, which will be introduced
secuertialy.

21 Network-on-Chip Architecture.: A
typical No. C architecture consists of
rultiple segmerts of wires and routers a6
shown in Figure 1. In a tiled, city-block
gyle of No C layou, the wires and
roders are configured much like street
gricks of a city, while the clierts (e.g., logic
processor cores) are placed on city blocks
separaed by wires. A network interface
(NI} module trasforms data  packets
gererated from the dliert logic (processor
cores) into fixed-length flow-cortrol digits
(flits). The flits associated with a daa
packet corsist of a header (or head) flit, a
tail flit, and a number of body flits in
between. This array of flits will be routed
toward the intended destingtion in a hop-
by-hop menner from one router to its
neighbouring router. Usualy, for each dda
packet, the comesponding head flit
specifies its intended destination. After
examining the head flit, the router control
logic will determine which output
direction to route dl the subsequert (body
ad tail) flits associded with this daa
packet according to the routing algorithm
applied In a cty-block style No. C, each
router hes five input ports and five output
ports commesponding to the north, esst,
south, and west directions & well as the
local processing elemert (PE). Each port
will conmect to another port on the
neighboring router via a sat of physical
interconnect wires{channels). The router’s
function is to route flits ertering from each
input port to an appropricte output port and
then toward the final destirgtions. To
realize this function, a router is equipped
with an input buffer for each input port, a5
% 5 crossbar switch to redirect traffic to
the desired ouput port and necessary
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cortrol logic to ersure comecness of
roating results as shown in Figure 2.

2.2, Network-on-Chip Function Layers.
The No. C function can be classified into
several layers:  appliction,  transport,
retwork, data link, and physical layers. An
MoC router should contain both software
ard hardware implementaions to support
functions of the layers.

221 Application Layer- AL the
application layer, target applicaions will
be broken down into a st of compuiaion
and communication tasks such that the
performance factors like energy and speed
can be optimized. Placemert of cores on
aNoC hes to be optimized to reduce the
amourt of total communication or energy
but & the same time recognizing the
liritaions of any one particular link. The
task mepping  and  conmrunication
scheduling problem is an instance of a
constrained quadratic assignment problem
which was known to be NP-hard [12].
Given a target application described & a
et of concumrert fasks with anNoC
architecture, the fundamental ions to
arswer are (1) how to topologically place
the selected st of cores onto the
processing elements of the network and (2)
how to take into consideration the conplex
effects of metwork condition, which mey
change dynamically during task execution,
such that the metrics of interest are
optimized [13]. To get the best trade off
between powsr and  performance,
application mepping and  scheduling
should be considered with several kinds of
architecture parameters

2.2.2. Trarsport Layer. To prevert buffer
overflow and to avoid traffic congestion,
some  mEnagement  schemes should be
applied to quide the trarsport of packets in
an No. C. The trarsport layer addresses the
congestion and flow cortrol issues [14].
Key performance netrics of an No. C

include low packet delivery laency and
high throughput rabe, and these metrics are
critically impacted by network congestions
cased by resource  contertions
Accordingly, contertion resolution is a key
to avoid network congestions [14]. One of
the most crucid issues for the contertion
resolution is, under a premise of a
deadlock- and live lock-free rowting
doorithm to enhance the utilization
efficiency of available network resources
in order to come up with a better
communication performance.

2.2.3. Network Layer- Network topology
or interconnedt architecture is an important
issue in this layer, which determines how
the resources of network are connected,
thus, refers to the static amangenent of
channels and nodes in an interconnection
network, Imegular forms of topologies can
be derived by mixing differert forms of
commrunication  architedtures  in a2
hierarchical, hybrid, or asyrmetric way by
clustering partition, which may offer nore
cormectivity and cstomizability & the
cost of complexity and area |n addition,
optimization of a topology, which affeds
the cormectivity of the routers and the
distance of any one core to the other, is
difficult. Furthermore, the trade off
between generality and customization thet,
respectively, facilitde scalability and
performance  is  inpostant.  As  future
designs be come more complex, the non-
recuring costs of architecting and
manufachuring a chip will become more
and rrore expersive. A homogenous NoC
is one where the cores and routers are all
the same, while a heterogenecus NoC
selects individual cores from an IP library
and mey heve s conmunicaion
architecture austomized to suit the nesds of
an application Since NoC designs must be
flexible enough to cover a certain range of
gpplicaions, most of the sade-of-the-art
MoC designs use a mesh or tonus topology
becase of its performence benefitsand

167



National Conference on industry 4.0 (NO4.0-2020|
Fraulty of Engineering & Cempatimg Sclenoes , Tecrthanker Mahaweer Undversity , Moradahasd

[2020]

high degree of scalability for two-
dimersional systems, yet it may not
achieve the best performmance for a single
application [15, 16].Convertional design
of a rouer comsists of crouit switched
fabrics and an arbitraion cortrofler, In
each arbitration decision, rmore than one
peth can be corstructed by the orossroad
switch & long & mo contertion exists
between these paths. For nost existing
switch designs, virtual-chanrel flow-
cortrol-besed  router  design,  which
provides better flexibility and channel
utilization with smedler buffer size, is a
well-known technigue from the domain of
multiprocessor networks [17-24).

224. Data Link and Physical Layers.
The main purpose of datalink layer
protocols is to incresse the reliability of
the link up to a mininum required level,
under the assunplion thet the physical
layer by itsell is not sufficiently reliable
[14]. The enphesis on physical layer is
fooused on signal drivers and receivers, &
well a5 design technologies for resorting
add pipelinng signals on winng. In
addition, & techmology advanced to
ultradeep submicron  (DSM),  srredler
voltage swings and shrinking fedlure size
trarslae to decreased noise margin, which
aee the onchip interconnecs less
immure to noise and increase the chances
of nondeterminism in the trarsmission of
cata over wires (transient fault) [2, 25-28).
Electrical noise due to crosstak,
electromegretic irterference (EMI), and
radigion-incuced charge injection will
likely produce timing ermor and deta ermors
ard meke reliable onchip interconnect hard
to achieve.

Figue 1 Typca Nol architecture in a mesh
topol ogy,

: LS = KR
b

Figure 2 Typica NoC rouber anchitecture

CLUSTER BASED METHOD:-

Our ILP-besed mepping tool obtairs
optimum results for the staed problem
However, when the number of tasks in the
gppliction  gaph inoeases  the
computaion time  aso  increases
drametically, which makes this method
ingpplicable in practice. To remedy from
this timing problem, we propose a duster-
besed method to reduce the compution
times. In this method, we deconpose the
mepping problem into several sub-
problens and solve each sub-problem
separdely. In other words, we first

the mesh into sub-reshes and
partition the application graph into smaller
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sized clugters. We then apply our ILP-
besed mepping method for each cluster-
sub-mesh  pairs. The  proposad
clusterbesedmepping method follows the
steps given below.

4.1. Mesh partitioning

Mesh dimersions are the designer quided
inputs to our systemThe system designer
inputs Xdimand Ydinmvalues such that
IVjé [Tj= Xdm Ydm Ouwr mesh
partitioning method is a  recursive
procecire. It cuts the given mesh M into
two sub-meshes M1 and M2 and it
cortinuously outs the sub-meshes urtil
each partition has & most t tiles. The
sopping criteria t is a predefined value
From our experiments, we observed that
our |LP-besed system can mep around 12
tasks in a tolerable time. Therefore, we
weed b =12 in our experimernts. The effects
of the granuarity of the partitions are
twofold: If the number of nodes in a
pertition is big, thenthe ILP solutiontines
incregse dramretically. On the other hand, if
we partition the graph irto very small
portions, then the final solution becomes
far from the optimal one since the nunber
of mepping ogtiors for each node
dhecreases,

Xdiml ¥ dX dim=2e: 812p
Xdim2 ¥ Xdim_ Xdiml 813p
Y il % Y dim2 ¥ Y cimdldb

Fig. 2.Mesh partitioning example.
(a) Initial mesh and the cut, (b) The
sub-meshesafter the first cut, and
(c) result. [n the figures,
Mirepresents a sub-mesh and Pj
represents dummy tiles connecting
two sub-meshes.

4.2. Graph dustering

Our graph clustering follows the similar
recursive steps with the mesh pertitioning.
We recursively divide the agpplicaion
graph into dusters until each cluster
corntairs the nodes less then the tiles of
comesponding sub-rmeshe We  nodified
Kernighan-Lin agorithm [15] for our
pertitioning rmethod Before elaborating
the details of our dustering method, we
give some definitions as follows.

Definition 3A ou CGA;GBof
graph G(V,E) is a partition of V into GA
axd GB =V _ GA. The at degree
dGA;GBis the totd rumber of edoes
crossing the cut CGAGB . The aut degree
dGA;GBof the ot CGAGB can be
determined by wsing the equation
Bvi 2 GA; dGA;GBY:

X Bei;j 2EDij; 016k
wherebi,jis a binary wvariable and it
becones 1 when vi 2 GA ™ vj2 GB.
Otherwise, it is 0.
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Definition 4.4 node vi in custer
GA is called a free node I vi does nat have
ay nesghbor node ina durmmy node st D
and FA is the set of the free nodes in GA.
Forrrelly, FA = {vijei,j, (vjR D)}.

Definition 5.4 node vi in duster GA is a
bound node if there is aleast one node
vjconnected to vi, such that vjis a dunmy
mde ina mode set D and BA isthe
set of the bound nodes in GA. Formally,
BA = {vijseij, (vi2 D)}. We define the
free and bound nodes in a cluster to decide
whichnodes are candidates to be swapped
between two dusters. By only mowving the
free nodes between clusters, we force the
reighbour nodes of the CTG to be either in
the same cluster or in the reighbour
clusters. The raiorale behind this idea is
to increase the probakbility that they may be
mepped in ore hop distance. Initialy, all
nodes are free nodes since there is no
dunmy node st pefore the partitioning
starts. For each cluster, the sum of free and
bourd nodes gives s the totd nodes ina
cluster. Thet is, GA =FA [ BA. InFig. 33,
al the nodes are free nodes, wheneas vO,
v17, vB, ad v16 are bound nodes in Fig
b

R E R RFE R E
PR E R

F RN
W 7 T EOF OaE

Fig. 3 Graph dustering.

5. Experimental results

We evaluaied our duster besed method by
comparing it with ILP soluiors on
differert red benchmerks and randomly
cererded graphs. Before preserting the
results, we demorstrale the working
procedure of our diuster based method For
this denmorstration, we wsed ILP and
cluster-based methods to mep multimedia
benchmerk 263-enc mp3-dec onto 4 3
mesh. We presert both these meppeing in
Fig 4. Inthis figure, (a) preserts CTG of
rmultimedia benchrmerk 263-enc np3-dec
with weights given in kbits's and (b}
shows |LP-besed mepping oo 4 _ 3
mesh, which took 1292 s resulting in
230,407 kbits/s total conmunication cost.
Fig. 4c and d shows the mesh partitioning
avd graph custering steps, respectively.
Finaly, Fig 4e and f presert the mapping
and merging results, respectively. Our
meppings took 0.9 s for the first cluster
arvd 0.3 5 for the second, resulting in atotal
communication cost of 230,426 kiats/s. As
the mumbers illustrate, we achieved
trerendows  time  savings  while  we
sacrificed 0.01% on the optimum result,

We tested our duster based method on six
rmultimedia bench marks and four custom
generated graphs. We give the results in
Table 2.We list the name and the number
of rodes of these graphe in the first two
colunms of Table 2. Colurms three and
four give the total conmunication costs
(CommCost) of ILP-besed and cluster
besed methods, respactively. Note thet we
limit the rumning time of ILP tool to 8 h
ad acoept its best solution reburmed within
thistine limit. In our six experimerts, ILP-
besed method codd not obtan the
solutions in these time limits. We show
these solutions with the t.o. (timeout) in
colunm six of Table 2. In colunm five of

Table 2, we give the difference between
olr cluster based method and ILP-besed

method in percentages.
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peradigm |EEE Computer (2002) 70-
78,

[5] B. Grot, e al., Express cube

- ~ - - " 3 topologies for on-chip interconnects,
. 2 e A ¥y 2 HPCA 2009 (2009) 163-174
i 1 & @ o . o

TABLE 2 Expainenta resdis on multimeda
kencherks and oustom generated graphs

CONCLUSION

o We proposed a new duster besaed
tecnique for application mapping
orto NoC strudtures.

o Our duster-besed mepping method
can also beused to mep the tasks in
such a way thet the communication
is distributed over the chip evenly.

= Low st to meke chips for
conmunicaion
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Abstract--any cbject that wa ses in the world that
forms a patbern whether it be an image of a car or speech
signal like the word =yes™ which produce an oscillating
wianve on oscilbosoope. Pattern describe what we see in the
world jwhat we lear and wihat we serse. 5o the job of
pattern recogrition s a machine should be able to
understard what we are sesing around s or what we are

speaking. Pattern recognition is wsed to give human
recogrition intelligenoe to macdhine which ks soul of today's

prediction, seesing of e on remote plansts, behedor

analysis, Speech recognition, autormatic disesses detection

gystem in the infected plants, cancer detection system etc.

with combination of other technology

Eeywords :- Approaches of pattern recogrition, Data
Pre Procesing Feature Extraction,

Classification, Statisthcal pattern, Structhural pattern,

INTRODUCTION

Pattern recogmition is the branch of mechine
learming a computer science which deals with
the regularities and petterms in the dda tha
can futher be wsed to dessify and
caegorize the data with the help of Patemn
Recognition System In a typica patemn
recognition application, the raw daa is
processed and corverted into a form that is
amerable for a mechine o we Paten
recognition imvolves classification and cluster
of petterrs. In dassification, an appropriste
class label is assigned to a pattern besed onan
abelraction thet is generded wsing a s&t of
training patterms o domain  knowledge.
Classification is used in supervised leaming.

muacin

Chstering generdled a partition of the data
which helps decision meking the specific
decision meking activity of interest to s,
Clustering is used in an unsupervisad learning.

Training and Learnming in Pattern
Recognition:-

Learning is a phenomena through which a
systerm gets trained and becomes adaptable to
give result in an acowrde menner. Ertire
dataset is divided into two cdegories, one
which is wsed in traning the model ie
Training sat and the other that is wsed in
testing the model after training i.e. Tedting
set.

Training set : Traning set is used to build a
model. It corsists of the s=t of imeges which
are used to train the system Training rules and
algorithms wsed to give relevart informretion
on how o associde input data with ouput
decision The system is trained by applying
these algorithms on the dataset, Al the relevant
informetion is extracted from the dda and
results are obtained

Testing set: Teding dafa is used to test the
systerm It is the st of data which is usad to
verify whether the system is producing the
comect output after being trained or nat
Testing dita is used to messure the acouracy
of the system Exanple a system which
idertifies which category a particular flower
belongs to, is able to identify seven category
of flowers comedly out of ten and rest others
wrong, then the accuracy is 70 %
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Approaches to pattern recognition:-

There are two fundarrental pattern recognition
approaches for implementation of patern
recognition system These are;
«  Statistical Patemn Recognition
Aporoaches.
o Struciural Recognition
Approaches

Pattem

Statistical Pattern :

« Staistical Patern  Recognition
Approach is in which results can be
drenyn oLt from established concepts in
staistica decision theory in order to
ciscriminge among data based upon
quartitaive fedures of the data from
different groups. For exanple: Mean,
Standard Deviation

« The conparison of quartitative
fedures is done among mudtiple
OroUIS.

L Bayesian Decision Theory

« Bayesian decision theory is a statistical
model which is based upon the
mathemetical founcition for decision
meking.

« It imnvolves probabxlistic approach to
gererae decisions in order to minimize
the complexity and risk while meking
the decisiors.

« In Bayesian decision theory, it is
aaumed tha al the respedive

probebilities are known because the
decision problem can be viewed in
terms of probabilities.

« |t can be said that, Bayesian decision
theory 15 dependent upon the Baye's
rule and posterior probability needs to
b= calculaed in order o meke
decisiors with the knowledge of prior
probability

2. Normal Dersity
« MNomal dersity cunve is a bell shaped
curve which is the most commonly
wsed probability dersity function

E_

=\

N ]

-

Normal Density Curve: Pattern Recognition
Approaches

»  Since it is besed upon the certral limit
theorem, nommal dersity concept is
able to handle larger nurber of cases.

» The Central Limit Theorem States that
= “A given sufficiently large sample
size from a popudion with a finite
level of wariance, the mean of all
samples fromthe same popuaion will
be equal 1o mean of population™.

3. Discriminate Function

« Patemn Classifiers can be represented
with the help of disoriminge
fundtiors.

« Discriminae Functions are wsed o
check, which cortinuous variable
discrimingtes between two or more
raturally ocourring groups.
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Structural Patterm:

we came across paterms  with  strong
inherert  structures, statistical methods give
ambiguous results, becase fegure extraction
destroys vital  informmetion concerning  the
basic strudure of patemn Therefore, in
complex  pattern recognition  problems,  like
recognition of multidimrersional obiects it is
preferred to adogt a hierarchical system, where
a patemn is comsidered to be mede wup of
simple  sub-petterrs, which are  further
composed of simpler sub  paterms. In
structural approach of pattern recognition a
collection of complex palterms are described
by a mumber of subpdterrs and the
ganmetical ndes with which these sub
paterns are associaed with each other, This
model is concemed  with strudure and
dienpts to recognize a pdtem from its
generd form The language which provides
sructural description of  patterms in terms of
patern primitives and their composition is
termed a5 pattem  description  language.
Incressed descriptive power of a language
leadks to increased conplexity of syntax
analysis sysiem

Advantages:-

« Patern recognition solves classification
problens

» Pdtern recognition solves the problem of
fake bio metric detection

« Itis useful for doth pattern recognition
for visually inpaired Hind people.

« |t helps in speaker diarization

« We can recognise particular object from
different angle.

Applications:-

. 1nuge_wnnﬂmmmiaﬁmaﬂ
analysis

Patem recognition is wsed o give
human  recognition  intelligence  to
mechine which is reguired in imege
PrOCESSING.

Compatter vision : Paterm recognition is
Leed to extract meaningful features from
given image'video samples and is used
incomrputer vision for variols
applications like biclogical and
biomedical imaging.

Seismic analysis: Pdtern recognition
approach is wsed for the discovery,
imagng and inerpretaion of terrporal
pterrs in seismic aray recordings.
Siatistical  patern  recognition s
implemented and used in different types
of seismic aralysis models,

Radar signal classification/analysis
Patem recognition and Sig
processing methods are wsed in variows
applictions of radar signal
clasificaiors like AP mine detection
and idertification.

Speech recognition: The gredest
Success in speech recognition hes been
obtaned wsing pattern  recognition
paadigne. It is wed in varios
agorithme of speech recognition which
tries to avoid the problens of LEIng a
phoreme level of description and treds
larger units such as words as pattern

Finger print identification

The fingerprint recognition technigue is
a dominart technology in the biometric
market. A number of recognition
methods heve been wsed to perform
fingerprirt retching out of which patemn
recognition approaches is widely wsed

Component of Pattern Recognition:
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Dafa Acmifion

Data Acguisition: The process corsists of
three mejor steps dter data acquisition
Datasats for pattern recognition can be froma
wide range of sources like satellite sersor deta,
ground besed sersor data, medical imeges and
so on Once the daaset is acguired it is
preprocessed, so that it is suitable for
subsequert sub- processes,

Preprocessing: Ore of the most common
preprocessing steps done in field of pattemn
recognition are normalization to zero mean
and unit variance, espacialy for 1-D ddtasets,
In the field of remote sarsing most common
preprocessing step required is re-gridding,
which is besically assigning a spalio-
terrporally uniform grid to raw dda [n many
imege processing applications, it is desirable
to have a uniform spatial grid for the pattemn
recognition process.

Feature Extraction: The main god of fegure
extraction is to reduce the data dimensionality
and properly represert the onginal data in
feature space. Features wseful for classification
process can be simple features like RGB
vaues in color imeges, or conplex features
like erergies from the Fourier Trarsform of
Wawvelet Trarsform of a time series. The
feature extraction process wsually consists of
thres steps

a Fegure construction is the step in which
features are corstruded from limear or
rorelinear combingiion of raw features,

b. Fedure selection process is done wsing
techrigques like relevancy rarking of
indivicual features.

C. Feature redudion process s wsed [0
reciuce the no. of features especially when
too meny fedures are selected commpared
to the no. of feature vectors.

Classifications The main goa of feaure
extraction is to reduce the data dinensionality
and properly represert the onginal data in
feature space. Features ueeful for classification
process can be simple fedures like RGB
values in color images, or complex features
like erergies from the Fourier Trarsform or
Wavelet Trarsform of a time series. The
fecture extraction process usually corsists of
three steps 1) Feature corstruction is the step
in which features are constructed from linear
or norelinear combingtion of rew fedures. 2)
fedture selection process is dome Wwsing
technicques  like rmelevancy rarking of
individual features and 3) festure reduction
process is wsed to reduce the mo. of features
especially when oo many feaures are selected
compared o the no, of feaure vediors.

Condusion:-

A compardive view of al the models of
paitern recognition hes been shown which
depicts tha for variows domains in this areas
different models or combination of models can
b= used. In case of noisy patterns, choice of
statistical model is a good solution.  Practica
importance of structural model  depends upon
recognition of simple pettern primitives and
their relatiorships represerted by description
language. As
compared to sdistical pattern recognition,
struciural pattern recognition IS 2 newer aneg
of rmesearch. For complex  patterms and
applications utilizing large nurmber of patemn
classes, it is bereficial to describe each pattern
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in ters of its conmponents. A wise decision
regarcing the selection of Patermn granmer
influences computations  effidency  of
recognition system Patemn primitives and
patern granrer to be Wilized depends upon
the application requirements. Low dependence
of neural networks on prior knowledge and
availability of efficient learming agorithms
heve mede the neural networks famous in the
field of Paten Recognition Although neural
retworks and staistical pettern recognition
models have differert principles most of the
neural retworks are similar to  sidistical
pattern recognition models. To recognize
unknown shapes furzy methods are good
options. As each nodel hes its own pros and
cons, therefore to enhance system performance
for complex applictions it is bereficia to
append two or more recognition models a
various stages of recognition process.
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Abstract—=The inckstry revolution requires many
attributes to enhance prochectivity and reduces the
prochaction costs. In seme series, the product oquality
follows the feature rules of srmart industry systems. The

radity 5 the prime concem among many; therefore,

I'H...!-ll'lll!l'ill'ﬂiﬂﬂlf harrronic components firom the

supply currert andl hence significant Improsemnent b
poveer cuadity. The turn on amd turn off time s

rrezsured by an adecuete sigraling byPlFueeylogic
controller. This adlon mesults in advance filtering

techricue for nonlinear load applications In Industrial
gystemn bo avoid fallure and faulty performance.

Keywords, SAPF, APF, P, FLC, PO, Harmonics,
MATLAB Smulation.

Lintroduction

The nondlinear loads are seen in lamge
industrial devices like arc fumaces, variable
frequency drives (VFD and high voltage
raing rectifiers. The harmonics produced by
them are Cypically confimed and only
observed by somearea experts only. But
nowthe times have changed The problens
relaled to harmonics are now conmron in not
only atometion but in domestic world 2

weell As the no. of connecied nonlinear loads
is increased the overall sum of harmmonics is
also increasedwhich can destroy componerts
like circuit breskers and fuses and records
Wrong messurements in wility meters. We
wse the nonlinear loads in our daly life &
well a in industries also, that can
produce harmonic distortions. These mey be
electronic lighting balasts, PLCs, prirters,
fax  mechines, TVs, refrigeratorns
and computers. Passive Filters can be
wsad while working with a non-sinusoidal
system (o compersae the power quality
problem but on account of their tuning for
some freguencies they have limitalions in
their operding range. In this paper we have
worked with active filter for hammonic
reduction in line curent.

2. Shurt Corwerter Scheme

The phenomenal atributes of Adive Power
Filter (APF) current compensation scheme is
shown in figae 1, it contans parallel
processing scheme of corwverters which is
cestoff for power quality improvement of
uncortrolled nonlinear loadk, which is the
main objective of this paper. The main
cortribution of this paper is to design a
gwurt APF scheme o conpersate the
hermonic currert in the line cumert. It is
conreded in shut with the main dc
corverter unit with a resistive load along
and a dc capecitor. Both the corwerters
(mein and awiliary) are linked in parallel a
both input and output terminals. The SLC is
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cotrolled by an appropride  cortroller,
mede by switching device like IGBT. The
gate pulse controls the tum onfoff of IGET
in such a menner thet the greder part of
adive power is diverted to the main
comnverter. While, distorted power curmert
componert  is produced by the core
comverter, This flows through the ancillary
or secondary converter (SLC).

el Bocnfiar L

Lpppgs

=L ;4; ; L.
N

T -n:-l'-:'rll ] il -
I Cimitreller
Fig1 APF modd

We have dso foosed on the grategy to
create and verify the control of converter’s
padlel power processing scheme wsing
MATLABSImulation. As s00n a6 the angle
amid the source currert and voltage reaches
to zero, it will case the improvement of
overall power fador and thus the power
quality is dso inprovedThes, the
combingion of amiliary comnverter (SLC)
and nonlinear load can be comsidered &5 a
pure resistive circuit. The controlling of
amiliary corverter should beresultart of
input currert of auxiliary converter and main
converter. The controller we have used here
is Pl controdler first and then fuzzy logic
;g;;tdla‘ and after that conpare the results
h

3. Linear load Application: Analysis of
Power Quality

In application of many devices where linear
comporerts ae the prime ertities, there

such kind of models are generated, and it is
found that a linear load exhibits a phese
oynchronizalion  with  sinusoidal  wave
outcomes & showninfig 2

Fig.2 Model and results of |inear load

4, Application of Non Limncar load
:Analysis of Power Quality

The same supply is linked to nonlinear load
the main cument will contain harmonics and
the power quality becormes poor.

B s

Fig3 simdink model and simuation resulis of
ncribnear [oad

5. Nonlinear Load Using PI Controller
with SLC: Power Quality | mprovement
The main  schemes depid the
irplemertdion of amiliary or sec
converter (SLC) in shurt with the nonlinear
load a5 primmery comverter. This controlds the
turn onfoff time of SLC is controlled wsing
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Pl cortroller the harmonics are reduced and
the line cument becomes sinusoidad again
thus the power guaity is improved.figd
isshowing the simuldtion diagram and
simulaion resuits of ronlinear load wsing Pl
controller,

Fig.dam.nrlc: m:ndel m:i s:lm_ialm rEutS
of nonlinear load with Pl cortroller

6. Nonlinear Load Using Fuzzy Controller
with SLC:Power Quality Improvement
The FLC is implemented to cortrol the gate
pulse of SLC, this retrieves the signal shapes
of sinusoidalsource voltage and reduces the
THD 5%, which can be depicied by fig.d,
it shows fuzzy logic cortroller
implemertaion on non-linear load,

Figd fuzzy controller

Condlusion

In this paper, a nodel is developed to
dimnish harmonics and  enhances  the

quality of power on nonlinear load using
SLC (synchromous link conwverter) for a
common industrial solution. An
irplerrertaion for Pl cortrol and fuezy
logic cortrol I“lasmerld:munﬂ'ecigtal
ervironment by LEing of
MATLAB/Sinulink. The differert model
chows sinsoidal  waveformn on  linear
aoplications but a5 soon a5 the nonelinear
device is applied main ourent signal became
inaccurate thus power quality becomes poor,
With the gpplication of SLC in associdion
with Pl/Fuzzy cortroller to control adequete
firing by gate sigraling of IGBT andafter the
simulaion of designed model  wsing
MATLARE it hes been found that the source
curert waveform became again sinusoidal
with reduced distortions thus, we got the
improved power quality.Tablel preseris the
analogous study of power quality cortral to
conpare the distortions in the four different

Table 1: Analytical Observations

' TypeLoad | Mairs | Currert  through |
(V) Main Converter
(A)
ronlinesr | 320 30A
! Distortion less
ronlinear | 320 30A
THD (117%)
 monlinesr | 320 30A
uslng SLE THD (129%)
ad Pl
controller
|r|:1rilreer 320 30A
using SLC THD (5 %)
add fuzzy
logic
cortroller
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Abstract- Al research hes focused on improving the

dedsior-making copabilities of computers, e, the
ability to seboct high-guality actions in pursuit of a given
objective. When the chjective is aligned with the values
of the luman race, this can lsad to tremendols benefits.
Al ls the broader concept of madsines befng able to
carmy ok tasks in @ waey that we would corsider smart.
Al are systens or devices which are built for specific
task, These are far more common like systems designed
to intelligently trads stocks and shares, or to maneuwer
an mionomols vehich.

Introduction

The word Artifical Indligence comprises
of two words “Artificial™ and “Intelligence™.
Artificdal refers to something which is nade
by human and | rtedligence means the ahility
to underdand or think There is a
rrisconception thet Artifica Inteligence is
a system but it is not a sysem Al is
impemented in the system [t s an
indligence where we warl to add al the
copabilities to a mechine that human
cortairs. Al sands for  Anifidal
intdligence, where intalligence is defined
acquisition of knowledge intelligence is
cefined & an ability to acqure and apply
knowledge. The main am of atificd
intdligence is to increase the chance of
success and not the acouracy of the model. It
works like a computer program that does
smart work, The goal is to smulate natural
indligence to solve complex problerms. It

leack to developing a system to mimic
human to respond behave In @ droumstance
Al goes for finding the optinal solution.

Current Uses of Al:

Although  atifida  inteligence  evokes
thoughts of sdence fidion artifida
intelligence dready has many uses today,
for exarnple:

Email filtering: Erail services use artifidal
irtelligence to filter incoming emeils. Usars
can tran their spam filters by marking
emels & “spam”,

Personalization: Onrline  services use
artifidal ineligence to persoralize your
experience.  Services, like Anmezon or
Metflix, “learn™ from your previous
purchases and the purcheses of other users
in order to recommend rdevant contert for

YOLL
Fraud detectionr Barks wse atifida
intaligence to determine if there is strange
activity on your acoourt.  Unexpeded
activity, such as foreign trensactions, could
be flagged by the algorithm

recognition: Applicaiors  use
atifidal inelligence to optimize speech
recognition fundions. Examples indude
irtelligert  personal  assidants, eg

Amazon's “Alexa™ or Apple’s “Sin™.
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Artificial Intelligence — What it's all about
Artifidal  intelligence (A1) traditionally
refers to an artifida cedtion of humen-like
indligence that can learn, reason, plan,
perceive, of process natural | langueoe
Artifidal intelligence is further defined as
“narrow Al” or “general AlT. Marrow Al
which we interact with today, is designed to
perform spedfic tasks within a domain (eg
language translation). General Al s
hypothetical and not domein spedific, but
can leam and perform tasks amywhere This
is outside the scope of this peper. This peper
fooses on advances in namow Al
particilary on the developmert of new
doorithms and models in a fidd of
computer scence referred to as madhine
learming.

How machines learm
Although a machine leaming modd may
gy a mix of dfferent techniques, the
methods for leaming can typically be
cabegorized as three general types:
Supervised learning. The leaming
daorithm is given labsled dta and the
desired outpt. For exanple, pictures of
dogs labeled “dog™ will help the algorithm
identify the rules to dassify pictures of dogs.
Ursupervised learning: The dda gven o
the leaming algorithm is unlabaled, and the
dgorithmis asked to identify patterns in the
inpk data For  example  the
recommendation system of an e-conTrerce
welsite where the leaming agorithm
discovers similar items often  bought
together,

Reinforcement learning: The agorithm
interacts with a dynamic environment that
provides feedback in terme of rewards and
purishments. For exanple, self-driving cars
being rewarded to stay on the rcad 1

Wiy now?

Machine leaming is not new. Many of the
learming dgorithrs that spurmed new interest
in the fidd, such as neural networks, are
basad on decades old research. The current
growth in Al and machine learming is tied to
devel oprments in three | mportant areas:

Data availability: Just over 3 billion people
are online with an estimeted 17 bllion
connected devices or sensors. That generdes
a large amourt of data which, combined
with decreasing costs of data sorage, is
easily available for use Machine leaming
can use this as training data for leaming
agorithms, developing new rules to parform
incregsingly complex tasks.

Computing power: Powerful computers
and the ahility to connedt remcte processing
power through the Internet neke it possible
for machi ne-leaming techni gues that process
enormous amounts of data,

Algorithmic innovation: New machine
learming technigues, specifically in layered
reural mebwaorks - alse known as “deep
learning™ — have irspired new services, but
is also spurming investments and research in
cther perts of the fidd.
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Principle: The capadty of an Al agent toad
autonomously, and to adapt its behawvior
over time without hurmen direction, calls for
ggnificant safely chedks before deployment,

and ongoing monitoring

Recommendations Humars must be in
control: Any adtonomous system must
dlow for a human to interrupt an adivity or
shutdown the system (an “off-switch™).
There may also be a need to inCorporate
humen checks on new dedsion-meking
grateges in Al system design, espeaally
where the risk to human life and safety is
CFesk,

Make safety a priority: Any deployment of
an  adonomous  system should be
extersively tested beforeband to ersure the
Al apent’s safe  interaction  with s
erwironment (cdigtal or physical) and thet it
functions as intended. Autonomous systerms
should be monitored while in operation, and
updated or corrected as needed.

Privacy is key: Al syserms must be data
responsi ble. They should use only what they
need and delete it when it is no longer
needed (“data mimimization™). They should
encrypt ceta in trarsit and & rest, and

FesErcT access o au tll-l_}Ti .Fl.:l;l pl:r:-i.-l'l-nri {7 aceess
control™). Al systems should only collect,
Le2, share and store data in accordance with
privacy and personal dia laws and Dest
practi ces.

Think before you act: Caeful thought
chould be given to the instructions and data
provided to Al systems. Al systens should
not be treined with data that is biased,
inaccurate, incomplete or nmisleading.

If they are conmected, they must be
secured: Al systerms that are connected to
the Internet should be secured nat only for
their protection, but also o proted the
Itermet from malfundioning or malware-
infected Al systens that could become the
next-generation of botnats. High sandards
of device, system and metwork  security
should be applied
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Abstract - Healthcare s one of the business fields with the

highest By Datapotential. According to  the prevailing
definition, Big Datarefers o the fact that datatoday s often

too large and heterogenecus and changes too aquickly o be stored,
processed, and trarsformed into value by previous technologies .

What is Big Data in Healthcare

“Big data in healthcare” refers to the abundant health
deta amessed from numerous sources induding
dedronic hedth records (EHRs), medicd imeging,
genNCIMIC sequendng, payor records, pharmeceutical
research, wearables, and medical devices, to name a
few. Three charaderistics distinguish it from
traditional eectronic medica and hurren health data
wmed for dedsion-meking: It is avallable in
extraordinarily high volume it moves a high
velocity and spans the health industry’s massive
digita universe; and, because it derives from mary
sources, it is highly variable in structure and nature.
This is known as the Data. With its diversity in
formet, type. and context, it is difficult to merge big
healthcare deta into convertiona databases, meking
it enormously dhellendging to process, and hard for
industry leaders to hamess its significant promise
to transform the industry.
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Now that we live for a long time, treatrment models
have changed and many of these charges are
operated by data The doctor wants to understand as
ruch about the patient & he can understand about a
patient and the disesse of his life - trestment & the
intial leve of any disesse is far simpler and less
expenave.  With hegthcare daa  amalyiics,
prevertion is better than cure and provides a
comprehensive package of management i nsurance Lo
take a comprehensive pidure of a patient. The
industry is trying to solve the problems of palient
data bits and bytes are collected everywhere and are
stored in hospitals, dinics, surgeries, etc, so tha
communicaion can be done properly. Indeed, over
the years, consuming a large amount of daa for
therapaufic use is expensive and time-consuming
With today's always better techniques, nat only is
this ezsy to assemble such daa, but it is corverted
ino relevant aitical insights that can be used to
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provide better care. This is the purpose of healthcare
ceta anadytics: it is too labe to use daa-driven search
before estimeting and solving a problem but
smultanecusly assess method and tregtment,

The Usefulness and Challenges of Big Data in
Healthcare

Big data in health informatics can be used to predict
outcome of disesses and epidemics, improve
tregtment and quality of life, and prevent premeture
deaths and disease developmert. Big ddta also
provide informetion about diseases and waming
signs for treatment to be administered. This will help
not only to prevert co-morbidities and mortality but
also assists government to save the cost of medical
tregtrrert. It is very wseful nat only in dinical
medicine for dagnosis'ddtection bt aso in
epidermiclogical research as the big data will provide
huge amount of data The govermment, non-
governmental organization and or pharmeceutical
companies can use the daa to formulate paices,
strategies, intervertion or medical treatment such as
g devedopment. Big data has implicaions on
healthcare on petients, providers, researchers, health
professionals . Nowadays, there is an inaeasing
demand for more informetion by the patients about
their heslthcare options or choices, and want
particpation in their heslth dedsion-meking The
big data will hadpto provide paients with up-to-date
information to assist them to make the best decision
and to comply with the medical treatrrent, The
Malaysia National Health and Morbidity Survey in
2015 hes revealed that the number of obese
Maaysians have risen to 17.7% compared to 4.4 %
in 1996 and 17.5% of those aged 18 and above have
ciabetes companed to 11.6% in 2006. There is a need
to capture and analyse this rew daa informdion to
provide better heathcare, accessibility, affordability
and quality of healthcare from diagnosis, treatment
and follow-up. In 2017, the Minisiry of Health
Malaysia (MoH) has launched the Malaysian Heslth
Data Warehouse (MyHDW) to share information
patient’s medical records and knowledge among
public, private hospitals and dinics. MyHDW ains
to synchromse patients’ data from public hospitals
(induding university hospitals, armed forces
hospitals), private hospital and dinics dong with

Nationd Regigtration Departmrent (NRD), Nationdd
Departrent of Statistics, and other health related
acences where it will serve 2 ore stop certre to
provide healthcare providers to meke dedsive
decision on treatrments. Most of the time, medical
data are collected in silos in their respedive
healthcare centres and is governed and contrdl led by
hospitals o dinies adminigtrative  departments.
Should big deta is successful inmplemented in
Maaysia, it will reduce westefd overheads and
effective maragedThe am of this manusaip to
highlight the usefulness and challenges of big data in
healthcare worldwade generally as well as country
like Malaysia

Advantages of Big Data Big data

could reduce the recency bias or recency effed bias.
Recency bias occurs when the recert events are
waigh more heavily than earlier everts in order to
improve the situaion, but it may lead to incomed
decisions. The read time information Gan also be
incorporated into big deta Real tire big deta has
meny advartages. For example, any emors or trouble
shool In an omgenization cn be (dentified
inmediatdy and the operational problem can be
overcome. This will save time, cost and increase the
productivity. The services also can be further
improved as the real time provides the laest
informetion on the subjedt metter. For ingance, it
will provide the complete information on the patierts
and & the same time able to administer medica
intervertion without any delay.

In healthcare, big data is aso used in predidive
araysis which is to identify and address the medical
issues before it becoming an unmenageable probl em
Healthcare professionals are able to reduce the risk
and overcome the issue with the informati on derived
fromthe big deta.

Apart fromthat, big data is also able to help identify
frauds in healthcare especially on insurance daims.
Frauduert, inconsistency and false danms can be
flagged. This will fadlitate insurance companies to
prevert losses.

Big data can also benefit healthcare through data
maragement, decronic medcal records and dala
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aralyds, The big data will help to find and identify
the right populdion or targt goup. Big dda
corsists of diverse group of population and certain
group can be idertified for risk assessment and
scresnings. The existence of big data will also allow
development o nodifiction of a program o
intervertion to target the hedth problem. It will
enables dinical trials to be intiated inrredatdy.
Big data will give a dearer picture on the type of
populdion as well as their medical problem The
pattern of the distribution or disesse information will
2l low quick deveoprrent of intervention program as
well as targeting the affected group 25 early a5
possitle, Data growth of pharmecautical induginies
were derived from petierts, caregivers, retailers and
Research and Development (R&D). Big data could
fadlitate the phamecautical companies o identify
new potertia and effective drugs and deliver it to
the users more quickly .

Issues with Big Data

There is a huge challenge in big data in terms of data
protection, collection and sharing of health data and
dota wsage. Big data analfytics wiath the use of
sophisticated technologies has the potertia to
transform the data repositories and meke informed
decisions. |ssues such as privacy, security, standards
and governance to be addressed. | nformetion such as
neno particulae therapy on cancer treatment could
be aso be incorporated in big dita to provide an
overview and best treatrrent for cancer espedally
when nanctechnology is important in drug delivery
in cancer trestment. Apart from that adverse effeds
of drugs use could also be determined.

Security

Since the big data comained subject’s personal
informmetion and their health history, it is important
for the database to be protected from hacking, oyber
theft and phishing, where the stolen data can be sold
for a huge sumApart from the health information
and personal informmelion from the health system
which can be hacked or solen, other big deta in
other  conmercid omganizdions  such &
tedecomrmrunications companies (telcos), banks or
financial institution are also vulnerable without the

knowledge of the dients. Before big data can be
implemented, it is necessary to ensure that the
administration, privacy, security of the big data are
well protected. Protection health informetion via
transmission security, multilayer  authertication,
using anti-virus software, firewalls, data encryption
are indeed vital, As the data becomes more regiond
and global, it become more complicated and have
more serious impad on secunity, standards, language
and terminology. The accessibility of the healthcare
data need to be corsistertly reviewed and monitored

Data Classification

Big dita is a messive less strudured and
het . As such there is a need to identify
and dlassify the data so that it can be used effectively.
However, it is laborious to search for a spadific ddta
in the big data. The big data dso required to be
conextualized or pooled together so thet it will
become more relevant to spedfic indviduals or

roups.
Data Modeling

Although big ddta is excellert for modeling and
simulation, there is a need to idertify, structure and
poal the proper relevant data so thet it can be used to
modd the problems, which later can be used for
intervertion Without the proper structured data, it is
challenging to analyse and visudize the output and
to extrad specificinformeation or data

Cloud Storags

The doud storage can be used to upload data or
having the whole system designed in the doud,. Thus,
the doud will need to have sufficent space for the
sorage and suffident speed for data upload a the
same time The Sorage apart inwolving words
documentations, it should also able to store graphic
type such as X ray, CT or MRI. The system should
also be able to generde graphic preseriaions from
the available data so that dinidans are able o
visuglize and understand quickly and take prompt
decision .

Data Accommodation
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Ore singified big daa sysdem is require to
accornmodete all the data and it hes to be compatible
and simplified This is to eneure that the users are
ableto retrieve the informati on without any hassle It
is a difficult task to gat al the relevant systems to
lirk to each other,

There is a cuture of dissonance within individual
ompnizaions, where some parties may control the
ceta for thar own reeds raher than for the
organi Zation as a whole.

Data Personnel

AL this time, it is still an ardoous task to find data
sgentists with expertise in stafistics, computer
sdence or informetion technology (IT). A standard
protocol need to be in place for data entry so that al
information entered are Sandardized by data entry
person even though there will be changes in the dita
entry personnel. This is to ersure the conti nuity and
standard zed formet of data entry.

Miscommunications Gap

The miscommunications or the gap between the
wsers and data saertists is one of the biggest
problens in relations to big data. The understandi ng
of the users on data generated by data sciennists’
maybe low and this may affect the effective usage of
big data. The hedth data from al dinics and
hospitals need to be pooled together as stored & one-
sdop cetre (big cata). At the momert, dl the
informetion are kept separately. As such, it is
diffioult to gt a clearer pidiure of the patients due [0
the incomplete information gethered Thus, this
waste a lot of time as the doctor will need to sart al
over from the bag nning taking the patients history.
Since big data has the ability to predict future
medical issues which is a positive thing big data can
dso pose risk and undermine doctors. The petients
too will rely on the technology rather consulting the
healthcare practiti oners.

Data Nature

The integration of daa will not only involve dda
within the healthcare system but also external data,
Although it gives potertiad benefits, it is also
challenging in terms of privacy, seourity and legal
metters. The heslthcare daa usually consists of
petients who are seeking trestment inthe hospitals or
dincs bt none on healthy individuals. With the
indusion of heathy indviduals in the database, it
will help to provide better understanding on the
neture of the disease and intervention. As the data
becomes more oument, It IS necessary thet the
informretion are passed to the users immedidely for
dinical decision meking and to improve the health
outcomes.

Techmology | ncorporation

Lack of informetion to support the dedision meking,
policy planning or strategy is one of the problens in
big data The processes of redefining and in adopting
of technology is slow and this can impact the
healthcare, care delivery and research. Without the
technology, big deta is unable to generate and
disserminge information. Most the time, data are
fragmerted and dispersed among  variows
dakeholders such & prowviders, vendors,
organizaions and payers. The solution to this is to
have all the data uploaded in one *warchouse’,

Conclusion

Big Dda has a ged poential changng the
healthcare outlock such & in dug discovery,
paients personaization care, tregtment effiaency,
improvement in dinical outcomes, and petierts
safety meragemert.
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Abstract— Mobile ad hoc network (MAMET) is a collection of
mohils or devices that cooperatively communicate
witth each other withouwt any pre-established infrastnuchures such
a5 a centralized access point. There are several issues in VANET,
O of them i congestion control, In case of increase in the
rumber of beaton messages broadcsted by many vehicles, the
cormmunication charred will easily be congested, So, to overcome
this problem we have proposed an algorithm that increases the
availability of communication channel for emergency messages
over the beacon messadges.
Keywords: MANET, VANET, Mokility.

INTRODUCTION

Vehicllar Ad hoc Network (VANET) is a form of
mobile ad-hoc network (MANET) that provides
cormmunication among the vehicles and vehidle-to-
roadkide infrastructure by wireless cormmunications.
It first came Into existence when it was used by the
UsS governmert Departrrent of Transportation
Indeed, becase of its wide gpplication in society
that prommises to revolutionize the way we drive,
variols car menufacturers, government  agencies
and standardization bodies have organized netional
and intermational corsartia devoted exclusively to
VANET. Examples include the Car-2-Car
Conmunicaion Corsortium [1), the Vehicle Safety
Communications Consortium [2], and Honda's
Advanced Safely Vehicle Program among others,
The first thing comes into mind is to provide safety
and corvenience for travelers. The Intelligent
Trasportation System {ITS) can provide wide
variety of services such as routes to inprove safety
and reduce trarsportdion times and  fuel
comsunptionThere ae two types of safety
messages in ad hoc networks; beacon nessages and
emergency message. The beacon safety messages

are gererated after a certain perod of tine for the
neighboring vehicles to meke aware of themto the
speed, location etc. These messages are prevertive
in nture, and its objective is to avoid the
ocourence of dangerous situdtions. On the other
hand, the emergency messages are generaled if any
sbrormadl condition  may  ocor (3],
[4].Commrunication delay and reliability are two
sringert  requiremeris for event-driven safety
messages. The safety message will propagate from
a source outwards & far & possible in order to
inform & many nodes in the network & possible
about the situation. As a result, such messages have
the highest prionty. Due to the VANET s unigque
characteristics, such & scalability, high robustness
expectaions, strict delay requirements and secunty
issues; the design of such a technology becomes an
extraordinary challenge for the wireless research
commumity. Many congestion cortrol agorithers in
Vehicular Networks (VANETS) have been studied.
However, most of congestion cortrol algorithrs are
not directly applicable to uni-priority of eveni-
driven safety messages the emergency messages
must be delivered to each neighboring node without
any delays, A single delayed or lot emergency
message could result in loss of life. To resolve this
issue we should keep in mind that the emergency
message transmission Lakes place before the beacon
messages. The uni-priority of event-driven safety
messages ae cased by the traffic of the same
priority. 50, to solve this problem many scheduling
algorithm hes been proposed. When every node in
the network has messages to send, a good organized
measure of broadcast performance is the average
rae & which any particular node receives packets
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successfully fromany other source. We call this the
broadcast efficiency. This can be achieved by
minimizing the number of trarsmitted packats, but
gill achieving a high number of messages by al
nodes in a specific geographic region Many
simulation-besed works have been conducted to
analyze similar performance metric. VANETS’
safety applications will rely on broadcasting s the
mejor block for localization, routing and
dissermination of safety and waming messages to dl
vehicles in their neighborbood. Vehicles will be
equipped with semsors and GPS systens to collect
informetion about their position, speed, acceleration
and direction to be broadcasted to al wehicles
within their range. Upon receiving and processing
this information, vehides can deted and avoid
potertial dangers.

2.0BJECTIVE AND SCOPE OF WORK

Vehicular ad hoc network has received a lot of
interest in a last couple of years. To ensure safe and
refiable communication within VANET message
priorities are evaluated according to the type of
message whether it is evert driiven or beacon As
ore of the main issues of VANET is the high
dermand of ITS applictions for both safety and
comfort purposes, it is not good to dter the
performance of these applications (by reducing the
traremission of power or beacon transmission rate)
to prevent retwork congestion. To cope with this
problem we heve proposed an agorithm that
ereures the availability of control channel for the
emergency messages. Exchange of Informetion
between wehicle to wvehide and wehicle to
infrastructure plays very inportant role in order to
decrease the message crowd and to inprove the
performmance in terms of reliability and delay. Inthis
we will concentrate on the feasibility of deploying
the safety application by reducing the number of
beacon message propagetion and also simulde the
result.As disoussed by Vedha VinodhaD,
Mrs.V . Sesthalakshm in [5], the traremission of
evert-driven messages within a geographical area
& in Fig A paticular vehicle produces a hezard
waming message (emergency message) in case a
dangerous sitution is detected This emergency

message should be propagated on the road &
quickly and reliably as possible, in order to enable
the drivers of approaching vehicles to undertake

adequete

I'II
g\ |/ |

. _— /

Fig. A Car to car communication

Courtermreasure for safety and seaurity of the self
and the neighboring nodes.

3. LITERTURE REVIEW/RELATED WORK
Corgestion  cortrol  algorithm  in Vehicular
Networks (VANETS) has been extersively studied.
However, nost of congestion control algorithms are
directly applicable for evert-driven safety messages,
The evert-driven safely messages stringent
requirement hes on delay and reliabality. If any
evert driven message is lost then it will result in
loss of life. It's very important 1o kecp the CCH
channel free from Congestion

In research paper [6], Bouassida, M.S., and Shawky
developed a congestion control approach besed on
the concept of dynamic prionties-based scheduling.
On the cther hand, the congestion cortral algorithm
for event-driven salely messages was developed by
Zang, Y .P., Stibor, L., Cheng, X., Reurmerman, H.
)., Paned A, & Barroso, A in[7]. This congestion
cortrol approach evaluded the performance of the
Safety Electronic Brake Light with Forwarding
(EEBL-F). In [8], ).Chen, H.C. proposed
congestion cortrol algorithm for DSRC based on
safety applicatiors. However, they just assumed the
CCH channgd is successfully reserved for event-
driven applications without testing the success e
for evert-driven safety mesages. By Y u-Chih Weil
ad ¥ i-Ming Chen in [9], the idea of beacon-based
trust is introduced to edimete and to wverify

[2020]
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coretartly a vehicle's position, velocity, and drive
direction. In a similar study in [10], Y OUSEFI
Saleh, FATHY  Mahmood, BEMSLIMANE
Abdermahim emphasized on theorgtical analysis for
finding the best values of design parameters such &
road traffic situation, e.g, speed, dersity, level of
danger and develop methods for setting optimum or
subqoptinum values of the design parameters.
Again this work is not sufficient to meke the control
channel free in case of safety messages.
Research by W. Zhang, A. Festag in [11] proposed
smart efficient rebroadcast scheme dgorithns o
prevert the congestion channels problem by
limiting the forwarded packets The blindly
broadcasting beacon message will cause a ot of
redundancy packets and lead the broadcast slorm
problem The purpose of this algorithm is to ensure
the delivery of higher priority message before the
less prionity message. According to [12], Robert
Lasowski and Claudia Linnhoff-Popien consider
beaconing & a service (BaeS).For this they propose
two approaches service-orierted  beaconing
strabegies, Beacon Forwarding Service (BFS) and
Beacon Rate Cortrol Service (BRCS), which are
besed on the following design principles:
# Wehicles send beacons with a minmuam interval of
2 Hz and 500 ms lifetime.
= Every vehicle can request a beacon update from
its neighbors. Hereby, the requestor is
specified a5 a service user (SU) that triggers a
service & the service provider (SP) by
sending a service request message (SREQ).
* The behavior of SP and the particular service
characteristics can be influenced by an
SU specifying appropridte service dtributes within
the SREQ) message.

Single-hop  propagetion is  besically wsed
However, a requested beacon is forwarded
using one additional hop.
* A dual radio concept 1s mainly applicd.
These are the specific conditions or assurrptions &
which beaconing can be corsidened a5 service.
The challenges for the existing research are that any
congestion cortrol algorithm is not able to control
the beacon message. Above research only disousses
how we can check the worthiness of the nodes that

are trarsmitting the beacon message & very high
rae or how we can compensae beaconing & a
service. This research includes the defedtion of bype
of message (beacon or evert driven) and after
detection how we can control the situation

4. METHODOLOGY USED

The everi-drive detection method monitors the
evert-driven safety message and decides to start the
congestion cortrol  algorithm  wherever  event-
driven safety message is detected or generated, The
congestion  cortrol  algorithm  will  launch
immedidely the gueue freezing method for dl
MAC tramsmission queues except for the event-
driven safety message. In order to send event-
driven safely message timely, we have to control
the trarsmission of beacon message. The evert-
driven detection method hes been wsed in the
existing congestion control agorithm by Zang, Y .P.,
Stibor in [13).

With the help of research [14] by Mohamed Y usof
Danus , our proposed scheme has three pheses:

a. Congestion Detection

i. Emergency Detection

ii. Beacon Detection

b. Scheduling

¢. Rebroadcasting Schene

* Congestion Cortrol */

If ((evert-driven safety message is localy
gererated)

or (event-driven messages is globally detected))

{
Block all MAC queues exceqtt for the evert-driven

Safety messages
}
Else {

If {Quewe length for beacon message> Threshold)

i

Discard CCH channel for beacon messages

}

Else {

If (no. of evert-driven messages detedied >1) {
Blodk all MAC queues except for the event driven
Safety messages queuss based on PRIORITY besed
?:I‘ﬂ:ﬂlng
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}
}

Working of the proposed adgorithm hes been
described with the help of flowchert given below &
in[15).

Figurel: Flowchart steps of the proposed
congestion control agorithm

4.1 Congestion Detectior: The purpose of the
congestion detection is to monitor

Communication channel and detect congestion. We
will apply emergency detection method and
develop a nmew  messurement-besed  detection
method in proposed congestion cortrol. The
emergency detection method will block lower
prionty packets if the node deteds emrergency
message. While the measurement-based  detedtion
method monitor the communication channel and
detect corrrrunication channel for congestion. The
communication channel is congested if the packet
queues of beacon messages exceed the defined

threshold, and the congestion cortrol will discard
further beacon messages. In derse network, we
assumed the high number of beacon messages
generatbed by vehicles.

4.2 Scheduling: |nVANET, the packets with same
priority are scheculed with FIFO But
FIFO technigue is not suitable for al VANETS. So
for this purpose fully distributed congestion (FDC)
cortrol  agorithm is wsed This algorithm set
differert priorities for each VANET application
The priorities depend on how crucal  this
information is for vehicle safely. The highest
priority is given to emergency message, such =
road accident or malfunctioning of brakes.

43 Rebroadcasting Scheme: In VANETS, its
shared wireless medium blindly broadcasting of
packets may lead to frequent cortertion and
collisions in tramsmission among nreighbouring
nodes.

5.EXPECTED OUTCOME

Inthis Paper, we have tried to expose the strong and
weak points of some of the existing congestion
cortrod  algorthns in VANETs. Our  proposed
algorithmwill cortrol the message crowd and meke
the cormunication chanmel avallable to the
waming messages It will definitely improve the
efficiency of the conmrunication channel a5 well &
it ersures the timely delivery of the evert driven
messages in VANET enwvironmert. In future work,
we are dso planing to verify and evaluste
parformence of our proposed congestion cortrol
algorithre wsing network simulator.
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Abstract—Proposed system in the document represents
an Al which is capable of detecting the real time traffic
according to the density of the vehides present on the
roacl with the help of real time video captured and image
processing technigues.

Keywords— |mage Processing, | amming, Compactness.

I. INTRODUCTION

The rapid incremert in popuaion hence, leading
growth in the usage of vehicles, therefore traffic
incremernt in differert ways. The increasing aowd
on the roads is the main case of slower speed,
longer waiting time, acciderts and irritation So to
overcome the same issue, we are proposing a
rewly nmodemn approach for the red tine trafic
cortrol which will be able to detect the red tine
traffic based on the crowd of vehicles in all the
lanes with the help of cavera and imege
processing system and & the save time Al will
select which side traffic should be clear first and

&1 Dr, Danish Ather
College Of Computing Scences &
IT

Teerthanker Mahowesr Liniversity
Moracabed, Inca
diani shethen@grail .com

the traffic lights will be cortrolled accordingly.
The major cause which is idertified by us intraffic
systemis crowd of vehicles and this necessitates o
b= observed intimetely to meke sue the
development of transportdion is camed ou
efficiertly.

Il. EAasE OF Use

In accumulation to thet, traffic jamming hes been
associated with nore holds in work, delay in go,
and may case violdion in traffic rules. The
astom Tradfic signals or traffic lights are situste
d fixed timing and are not capable to distinguish
traffic compacness on moadks. With the
improvenent of this mechinery tools, the systerrs
can be tumed brilliance and nmore clever. The
potertial of isolated scheming and rronitoring is
not a complex task as compare to a few years
back. With today's faster intemet irends and
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techrologies complex systers are developed to
hand on data & high speed. This communique hes
worked & vertebrae for some amazing technical
improverent which was  uvestrited in the
merket. This research allow individal ore of the
probable solution to conguer such difficulty of
treffic janming by utilization of Arduino,
Rasphermy P, with | mege processing potential.

1. ALREDY PROPOSED METHOD

Loadks of shudy tries to discover solutions for
transportation and traffic administration wsing
special approaches by nmeas of sersors,
atificial  intelligence  mechenisns, wireless
sersor networks and digital imege processing
technigues.

i. In an arangemert of Infrared sersors
rmenaged to reckon the armourt. of vehicles
on every lane of the side mad and
docurrentation the data on the doud with
Bluetocth association, traffic thickress in
order is feed to duster algorithms which
were besed on KNN dgorithm

ii. Anadditional planintended for loT basad
Tradfic Sigral Arrangemert by mears of
ultrasonic sersors has been done. i
which ultresonic sersors were deployed
each 50 meter of street to imprison the
traffic thickness and corverse to Arduino
to menage the traffic lights & a result,
thickness data is traremit wsing Wi-Fi
toward Raspberry Pi wherever

examindion through on a serous
overcrowvding and not & much of traffic
with dde and time and the same
communicate (o the web page of doud
that can be view by the Traffic police
establishment for supplemertary
breakdown This method require a
enomouE  amourt of sersors  spread
irtimately which s mot a possible
resolution and onganization of such figure
of sersors is not fairly uncomplicated in
addition by mears of utrasonic sensors,
which conpute the distance prirrerily, for
detecting substance is a devestde of
E5ELS,

IV. DESIGN OF THE PROPOSED APPROACH

The planned approach hub is to supervise traffic
compectress from side to side camera grabbing
imegery in concument, after that conmparing it by
means of the reference image. The information is
communicates Lo the server and can be renotely
monitored and cortrolled. In acoumulaion to thet
for disester drounmstances we comprise a RF
spreader in the ambudance and recipient in the
treffic signal. We will execute this method for
treffic calcuating in a 4 traffic lare crossroads.
This organism also corsiders walker trying to
oross the road throughout green indication it will
turm on an alarm and caition the walker and trdfic
police about the same.

This method is too efficient by mears of the
thought s0 &5 to, & whet time a vehicle annoying
to travel corstart throughout red sign it resolve

4 Limk

FIis 2 NFKIGH A RCHITRCTIIRF
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tum on an alam to wam the driver of the vehicle
and the traffic.

Design Architecture:

The plan of the method is shown in Fig2, The
planned system corsists of 3 efficient ertities, the
server, loT protocol M2X, and Traffic Control
Morstoring Embedded method that is accourtable
for receiving and collecting traffic compactress.
At first, the picure is taken by the camera of the
traffic crossroads while it is open (Traffic
compactness idertical to zero) which form the
oriertation picture shown in Fig 3.

The camera incessantly shoots the traffic
crossroack and gathers real-time pidure &5 given
avay in Fig4 By digita imege processing
methods, Raspberry Pi Microcontroller conmputes
the dissimilarity surround by evaluaing the real-
time pictures with the orentation image given
away in Fig5. Since color in sequence is not
significart in the of formetive the
compectness of traffic, it is favorable to adapt the
diverse frame of the imegery to grayscale & given
away in fig 6. The grayscale picure after that
corverted to color black and white binary image
dermonstrated in figure 7.

—— .

FIG.3: REFERENCE IMAGE

If the bwo images are the similar, the oucome of
the dissimilarity will be zero in addition to the
whole dissimilarity frame will emerge bladk, so
we can be acqueinted with that the node is not
cortaning any vehicles. If there are vehicles in
the pesture of apperition of the camera the
dissimilarity frame will conseguence in black and
white where the black pixels stand for a like parts

among the two images and the white pixels pass
on to the diverse fraction ersuing & of the
occurence of vehicles. By messure up to the
amourt of black and white pixels in the
dissimilanty frame, traffic compactness could be
obtained. In the casing of the mejority of the
pixels in black, it

FIG.4: REAL TIME IMAGE

revenie thet the pardlel fraction anong the two
images igger than the dissimilar parts and a5 a
result node is typically free of vehicles and traffic
compactness is low down in the reverse czse &
the mejority of the pixels in the white which
means and thet the dissimilar parts resultant from
The ocourence of wehicles in the field of
apparition of the camera is bigger and so the
traffic is far above the ground and the additional
the white area in the perel, the bigger traffic

conmpactness.
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FIG.& GRAY SCALE IMAGE

Compadiness in sequence is uploading to loT
cloud Platform M2x (Server) by means of a Wi-Fi
comelaion, this in sequence is avallable by
desktop applicion inended to observe and
manage the tralffic sigrals by the reliable of the
procedure. Cortrol instrudtions are sert to the
clowd platform from side to side the desktop gu
plaforrs to be composed by the ertrenched
systern and associdted wvia rospbermy i
microcortroller to the manage the componert
consists of a imstance relay tha cortrols trafic
light times.

A. IMPLEMENTATION
SIMULATIONS:

The system is execued with coding for

acconplishment of the desigre

1) Initidization and Setup of the Raspberry PI 3

with the proper wifi and hotspot devices.

AND

2) For cormection of the traffic lights with the
Raspberry Pl GPIO code.

3) Building a GUI based weer platformin Java for
communiqué to Raspberry Pl to adtivae the
Traffic Sigrals distartly.

4) M2X Server setup,

The subsequent stepladder will make clear the
replication ladder:

« Java Ul plaform gpplication is urbanized to
rmanage informetion stalics in Server.

* Image processing imitaion in Matlab to meke
sure the traffic compacdiness

- Maraging the GPIO Pin for raspberry pi.

- Take into oustody the concurent picture by
mearns of Raspbemy Pi 3.

« Dispersdion the concument imege (o conmpuie
the traffic conmpacdtness.

« Distributions of data from Raspberry pi 3 to
senver, to dtain menagement by mears of the
SETVET,
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The above given metod is totally fooused on
surmout  of Traffic congestion  situdions
experience by some real time users or drivers.

The method would first and foremost foous on
the picture imprison clicked by mears of camera
The imprison inege clicked would be cross-
checked with a predaermined imege weighed
down in the senver to recognize the compactness.
Deperding on the conpadness, the traffic
arrangements are the activated for the intersection
This decreases on the whole wating time and
corsequences in smoother traffic. The method
would function mechanically based on the
corpilation of compactress imegery send a5 of the
location to the server. Prospective suggestion: A
lot of improvements on the method are predict
with more updation that might be nodified for a
variely of applictions where distant supervision
and caloulaing is necessary. The method can have
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additional incorporation  like occumence of
incident detection and breakdown announcement
elc
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Abstract—inthe process of designing real word applications,
Hard classification ared Soft desifieation approsthes are fow

becoming prominent techrigues. The information regarding
thermetic maygs can be easily ectracted with the reinforcement
of appropriate algorithm for image dassification. Pure and
Frixed pixels corstitute remote serging images. | n digital image

aralysis, 2 picel is gererally comsidered a5 a unit association o
a singla land cover diass. Monetheless, due to Bmited resolution,

plxels often represent ground amess which comprises of two or
mmore differert langd cover dasses. Bacause of this reason, it hos
been recomrmended that fuzdness should e domicile in the
clsification procedure 5o that pixels may have multiple or
partial dass rembership. In this scenario, a measume of the
strencgth of membership for each clazs B output by the
clmsifior, rendting in a soft dassfication tedhnigue, This
paper baull’s eve on hard and soft classification approaches in
Remote Sersing Data.
Keywords—Remote Sereing, Hard dessification approaches,
Soft dassificabion approaches, bull's eve, fuzzy mears.

INTRODUCTION
Renoie sensing fralemity hes used digital imege
classification for many spplications, such a8 resource
utilization, environmental inpact analysis and other
socio-econommic applications. Rermote SersingiRShcan
be deflined as the science of classification of earth
layer characteristics and infererce of their graphical
and physical properties using electromegnatic mission
& a standerd of communication Classification of
remotely senced cbta into the neticreps reneirs a
challenge due to many factors, such & salection of
corged cita, fealures types presert | inpge processing
and classification approaches. The term dassification
is defined by Chambers Twertigth Century Dictionary

@ the “act of forming into a dass as per a rark or

orcer of person or things™.
In Renote Semsing  besically two
Classification methods are used-

1. Soft Classification

Soft dassification  provides  nore
irformretion and patertially more acourde
result, especially for coarse spatial

resolution

Figi1) Soft Classification mepping

2. Hard Classification

It meke a definitive decision about the | and
cover class that each pixel is allocated to a

single class
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Fig (#) Hard d assification mepping

3 Gereral Review-

In hard dassification, dass is assigned to pixel is crisp
f.e pixel belongs to one of the cass from all dasses. The
dassified pixdl is either completely belongs to a dass or
not [4]. This is called herd dassification (Ghash, 2013).
Although in real world the pixel has some spatial
resolution and can cover a middure of two or more class
features on ground The pure pixels are rare. Most likely,
bounclries of dasses have the mix pixel. Therefore the
soft dassification approach wes developed [5][4). Soft
classification 15 usad to produce dass proportions within
a pixgl ill order to incresse the dassification acouracy
[21[4] and to produce meaningf and appropriate land
cover composition [B)[28] .Ore of the most popular fuzzy
dustering [15] methods are the fuzzy ¢ mears (FCM) [5]
which is an unsupervised dassifier that in an iterative
process assigre claes membership values to pixels of an
irage by minimizing an objective function Although, a
few studies on the wse of FCM have been reported, the
major limitations of FCM are the probabilistic sumto one
corstraint. Therefore, besides wsing this  dassifier,
ancther fuzzy set clustering method, namely
possibiligtic ¢~ mears (PCM) (Krishreparamand Kdler,
1993,1996), which relaxes this constraint 50 a5 to be
robiet to the noise (i.e Pixgls with a high degree of
class mixtures) presert in the dataset, hes also been
implemented{4]. Remcte  sersing  imeges  contain a
midiure of pue and mixed pixes. In digta inmege

dassification, a pixel is frequently corsidered & 3
unit balonging to a single land cover dass.

Types of Classification Techniques with their
dassifiers-
1 Hard dassification Approaches- Recert advances in
supervised imege dassification have shown thet
conventional hard” classification techniques, which
dlocate each pixed to a specific class, are often
ingppropriate for applications where mixed pixels are
aburckrt in the imege (Foody & al. 1996). . The
convertional herd dessification  methods,  which
assume thet the pixeds are pure force the mixed pixels
to be alocated to one and only one dass. This may
resull into a loss of pertirert informetion presert in a
pixel. Mixed pixals may thus be treated &5 error, noise
or uncertainty in dass allocation for hard dassification
methock, The comvertional use of hard dassification
methods that allocate one class to apixal may tend to
over- and under estinete the actual aerial exdends of
the dasses on ground and this may provice
eroneas resuls (Foody,
2002). Differert statistical algorithme  in past have
been used for allocating mixed pixels.
Hard Classifiction technigues can be further
dassified irto two rmain bypes ;-
1. MaximumLike Hood Classifier-
2. K-Mean Classifier
3. Minimum Distance-to-mean Classifier Mixed pixels
are assigred to the dass with the lighest proportion of
coverage to yield a hard dassification. Due to which
a corsiderable amourt of informetion is lost

(11).To overcome this  loss, s=oft
o assification was introduced.

Ficy 3)-pixel chiagrarm of hard dassification approaches
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Hard dassifiers

Hard dassifiers make a definitive decision about the
land cover class that each pixel is alocated to a
single class. meximum  likelihood  mininum
distance, artificial neural network, decision tree, and
support vector mechine are basically hard classifiers.
Basically rard classification techniques ame of two
types-

1 Lirear nixture modeling
2 Fuzzy dassification

Hard vs. Fuzzy Classification

Hord Classificanon

I

Waler Fow sl [

|
' Wetlanal ‘

Fuzzy Classification

I1.SOFTCLASSIFICATION
APPROACHES

The edraction of land cover from renote sersing
I mages [22],[23]hes traditionally been viewed a5 a
classification problem where each pixel inthe imege
is allocated to ore of the possible classes. So
renotedy sersed data of the earth may be aralysed
sereing hes thus be come an important data source
for providing effective land wse land  cover
informetion particular & regiorad to global scales.
Digptal inpge classification is usually  performed to
retrieve this information wsing amange of statistical
pettern  recognition  or dassification technicue
{supervised and ursupervised) such as maxirmum like
hood classifier, k- mean classifier, the minimum
Distance to mean caesifier atc. There classifiers
allocate each pixel of the remote sersing imege to a
single land use land cover class.

Artificial Neural Network:

Urtil recertly, supervised classification of space-
borme renotely sereed dita hes been achieved
tracktionally with M axdimum
Likelihood{ML Japproach,

2) FCM Fuzzy ¢ Mean{PCM) Clustering

FCM- is FCM is a method of dustering which

glows one piece data to be long to two or more

clusters thet ey be enployed to partition pixels of

remote  sersing  imeges  into  different  class

rF'r‘E:ertﬂ'sﬁp values [1][401.The objective function
15

-1

- -
I | ] T | L V. I
e
> e

bR
L]

Euhject o coasinaints

Where xi is the vector denating spectral resporse | (i.e
a vector of spectral resporse of a pixd), V is the
collection of vector of duster centers, and vj, pij are
dass membership values of a pixd{members of fuzzy
c-partition metrix),c and n are number of duster and
pixels respectively, mis a waghting exponenti | <m<ox)
Jbe - bF thesquared distance (dij) between xi and vj .
and is gven by,

.r.\'r = x, -, I!i-' (x -r_]r.-l.l;.r - )
i1 i

(k|

3) Possibilities C-Mean{PCM) Clustering-

The formrulation of PCM is based on a nodified
FCM objective function whereby an additional
term called is regdarizing also indluded. PCM is
dso an iterdive process where the dass
rmembership values are obained by minimizing
the gererdlized lesst- square emor ohidehve
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function [5][40],
given by,

EJJI « (1 for mll |

0= <1 Forallij 7119
whre nj is ihe sustable poitive number

and, ny j depemds on the shape and ihe average
ure of the clster § and ds valee may be

S (7119

Where K is & constant and & generally kept is
I The cheis memberchips, i, are

1
-

o =
i ¥
|

|
Hy = ——————

ds J=h
I"'[ - |

) [S13]
IV. DISCUSSION AND CONCLUSION
The expected outcomes fromthis research
work would be 25 follows:
In this paper is fooused on soft dassification approaches
and uncertainty problem for o assifi cation and introcuce a
new ertropy{without reference) besed criterion
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Abstract— The Main Objectives of this ressarch are,
We are Developing a Digital Signature System in which
& wrder send 8 packet with digtal sign to rmultipls
wsers, the recsiver werify the signoture. Multicast
Authertication bised on Balch Signature [MABS]
wtilizes an efficient ayrmmetric cryplographic primitive
calledd  hatch  signature  which  wpports  the

enhanod schema combines MABS with packet filtering
to alleviate the DoS impact in hestile environments.
MABRS provides data inbegrity, origin authentication
and ronerepudiation o8 previous asymmetnic key based
profocols, MABS can achicvs perfect misilience o
packiet loss inbossy charnels inthe sense that no matter

howe mary packets are lost the already-received packets
can still be authenticated by receivers.

KEYWORDS- mobile ad hot networks, wirshes

INTRODUCTION

Following the widespread wse of the
Irtermet, especialy the World Wide Web
since 1995, MOBILE ADHOC networking
hes become a buez word & the beginning of
the new millernium New tems such as
MOBILE ADHOC CoOMMUNCEIons,
MOBILE ADHOC loca aea retworks
(WLANs), MOBILE ADHOC weh,
MOBILE ADHOC application protocols
(WAP), MOBILE ADHOC transactions,
MOEBILE ADHOC multinedia applications,

e have ererged and become common
vocabulary for computer and informetion
professionals.  Anong  the  emerging
MOBILE ADHOC technologies, WLANS
heve gaired much popdanity in vaniows
sectors,  including  business  offices,
government  buildings, schools, and
resicertiadd homes. The set of IEEE 802.11
protocols (especially 1la, 11b and 1lg),
nickramed wi-fi, have becomre the standard
protocols for WLANs since lade 1990s.
A digital signature is a methematical scheme
for demorstrating the autherticity of a
digital message or document. A valid digital
signature gives a recipient reason to balieve
thet the message wes credled by a known
sender, such tha the sender cannot deny
hewing sert the MMessae
(athertiction and non-repudidtion)  and
thet the message was not dtered in trarsit
(integrity). Digital signatures are conmmonly
wed for software distribution, financial
transactions, and in other cases wihere it s
importan to detect forgery of tanmpering.

Il RELATED WORK

As we have staed that, MABS can achieve
perfect resilience (o packet loss in lossy
chenrels in the serse tha no metter how
many packets are lost the already-received
packets can Sill be adherticated by
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receivers.  In Symmetric Key Secure dda
trarsmission coding schemes (such as the
Data Encryption Standard) which wse only
ore digitad key in both encoding and
decoding a message. |n contrast, asynmetnic
key cryptography schemes (such as the
Pretty Good Privacy) wse two different
chgital keys, one for coding and the other fior
decoding  Multicast Authertication based
on Baich Signature ukilizes an efficient
asyrmmetric ayplographic primitive called
batch signdwe which supports the
auhertiction of amy rumber of packels
simultarecusly  with  ore  signature
verification, to address the efficiency and
packet loss problenms  in general
erwvironmerts. MABS  provides dda
integrity, origin  authertication and
romvepudiation & previous asyrmelric key
based protocols. Public key is a vawe
provided by some desigreted authonty a5 an
ercryplionkey thet, combined with a private
key derived fromthe public key, can be usad
to effectively enorypt messages and digital
signgtures.  In Private key is  an
encryption/decryption key known only to
the party or paties that exchenge secret
messages.  In traditional  secret  key
cryptography, a key would be shared by the
communicaions so thet each could encrypt
and decrypt messages. Basicaly, multicast
auhertication mey provide the following
securnity services: Daa irtegrity: Each
receiver should be able to assure tha
received packets have mot been mocified
during trarsmissions.Daa origin
authertication: Each receiver should be able
to assure that each received peckel comres
from the red sender & it cans
Norrepudiation: The sender of a packet
should not be dble to deny sending the
packet to receivers in case there is a dispute

between the sender and receivers. All the
three services can be supported by an
asyrmmetric key techniqee called signeture.
In an idea case the sender generdes a
signature for each packet with its private
key, which is called signing, and each
receiver checks the validity of the sigrature
with the sender’s public key, whicl is called
verifying. If the verification succeeds, the
receiver knows the packet is authertic,

RSA SIGNATURE

RSA is based on the simple arithmetical
fact thet it is redatively easy to multiply two
large prime nurbers but extremely difficult
to work backward from the product to find
those prime numbers. This technicue allows
the unigee public enoyption  key (the
product of prime numbers) to be disclosed to
ary one but which can be decoded only with
the secretprivite key (the prime numbers).
RS54 is the standerd encryption method for
importat  daa,  especidly daa tha's
trarsmitted over the Intermet. The RSA
signature scherme corsists of four pheses:
Phese 1:  This is only for how to generde a
key before transfer the packets. To it, the
serder hes to choose any numeric value
which should belorngs to any group of the
public key. S0 any sender has to colledt the
key of private from a group of the public
ke, Phese 2;  In this phese, we wart to
provide some signaiure to every packet
before it has to send To accelerde the
adtherticaion of multiple signaures, the
betch verification can be wsed Given N
packets, the sender wart to give a privde
key to verify the batch (Packet) in the
receiver side. Phase 3: The received belch
will be verified here. Before the baich
verification, the recaiver must ensure all the
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messages are distingt. To avoid the atacking
on the sender’s data, this 5 casy (o
implerent because sequence numbers are
widely used in many network protocols and
can ersure al the messages are distingt and
the data will be verified it hes any deta loss
then it hes to go for mnext step of process.
Phase 4. In this phasa, the receiver would
like to check the received data has a parfect
athorization or not. If this hes the proper
adhertication, all the belches are rermoved
the signature and merge the data together to
viesw Lo the receiver,

COMPARISON OF MABSB AND
MABS-E

Basic scheme: MABS-B The besic scheme
MABS B targats a the packet loss problem,
which is inherert in the intemat and
MOEILE ADHOC retworks. It hes perfect
resilience to packet loss no metter whether it
is random loss or burst loss. In some
droumetances, however, an dtacker can
inject forged packets into a batch of packets
to disrupt the betch signeture verification,
leading to Dos. A naive approach to defeat
the Dos atack is to divide the baich into
rrultiple srreller batches and perform betch
verification over each smaldler batch and this
divide and conguer approach can be
recursively camied out for each smaller
batch which means more signabure
verifications & each receiver, In word case
the atacker can inject forged packets & very
high frequency and expedt that each
receiver stops the baich operdion and
recovers the per packst signaure
verification which may nol be viable &
resource corstrained receiver devices.
Enhanced scheme; MABS-E The Enhanced
scherme MABS-E, which commbines the basic

schemeMABS-B and  packet  filtering
rmechanism to tolerate packet injection in
perticular, the sender ataches each packet
with a merk which is unique to the packet
and cannot be spoofed. At each receiver, the
rrulticast stream is classified irto disjoint
sets besed on marks. Each set of packels
comes from either the red sender or the
atacker. The mark design ersures the packet
from the real sender never falls into any set
of packets from the atacker. Mext each
receiver only needks to perform Batch verify
over each set. |f the result is TRUE, the set
of packets is athertic. If not, the sat of
packets is fromthe dtacker, and the receiver
simply drops them amd doesn’t meed o
divide the sat into smaller subsets for further
batch  verification Therefore, a strong
resilience to Dos due to injected packets can
be provided 4.1 Existing Systemn
Authertication is one of the critical topics in
seauring  multicast in an erwironment
dtrattive to nelicos dtacks.  An
overloaded router drops buffered packets
according to its preset cortrol policy, TCP
provides a certain retransmission capability;
rrulticast cortert is mainly transmitted over
UDP, which does not provide any loss
recovery support. The instability of
MOBILE ADHOC channed can caes packet
loss very frequertly. The smaller data rete of
MOBILE ADHOC chanmel increases the
congestion possibility. This is not desirable
for applicgtiors like rea time online
streaming or stock quotes delivering End
wsers of online streaming will stat to
complain if they experience constart service
irtermuptions due to packet loss, and missing
critical stock quotes can cause severe capital
loss of service subscribers, Therefore for
spplications the quaity of service is critical
to end users,
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EXISTING SYSTEM

The proposed system overcomes the above
rrentioned drawwbacks. Multicast
Authertication besed on Bach Signalure
[MABS] utilizes an efficient asymmetric
yptographic primtive  called  batch
signature which supports the authertication
of any number of packets simultaneously
with one signature verification, to address
the efficiency and packet loss problens in
general emvironments. The enhanced scheme
combines MABS with packet filtering to
dlevide the DoS impat in  hogtile
environments,. MABS providess  deta
integrity,  origin  authertication  and
nonrepudidion & previows asynmetric key
besed protocols. MABS can achieve perfect
resilience to packet loss in lossy channels in
the serse thet o metter how many packets
are lost the already-received packets can still
be autherticated by receivers.

i1l PROPOSED ALGO

Consider a 52t of users U with each user u
having a signing public key-private key pair
(PKu, SKu). To aggregate signatures on a
subset of users in U, each user in that subset
produces a signature ou on any message Mu.
These signefures are aggreceied by an
aggregaling pary into a single signature @,
which is the same lengh & a single
signature ou. The aggregating party has
access to dl the public keys, the

and signatures on those message, bt it does
not have access to any private keys. For the
verifier, given a signalure o and the
identities of the users who had signatures in
the message, the verifier can be corvinced
thet those wsers signed the messageSince
the final aggregate signature is the same as

the length of a single signaure, we will
presant an aggregate signature scheme besed
on BLS sigratures [3] described in Section
3.1 It is importart to note that this scheme
can produce short signatures if specific
alliptic curves are wsed, and a summery of
this adaptation on elliptic arves to produce
short signalures is also presented abhove. The
aggregetion scheme hes five agorithms:
kKey Gererstion, Signing Verification,
Aggregation, and Aggregale verification All
the parameters are the same = tha
described in the co-GDH signature scheme
above. In fact, the key generdion, signing,
and verification are exactly the same a5 the
scheme above. We will state them again
below for completeness, and then we will
provide two additional algorithms thet dlow
s to aggrecete signatures and verify these
aggregate signatures.

Key Generation

Pick random x R «— Zp, and compute v +— g
x 2 . The public key is v € G2 The secret
key is x € Zp.

Signing- Given a sacret key x and a message
M e {0 1} » , compute h « (HashiH{M).
where he G, and o « h x . The signature
s e Gl

Verification Given a public key v, a
message M, and a signature o, compute h —
{Hash)H(M) and verify that e{a, g2) = e(h.
v) holds.

Aggregation- For the aggecaing subsat of
users, assign to each user an index i, ranging
from 1 to k Each wser U provides a
signature oi € G1 ona message Mi € {0, 1}
« of his or her choice, The messages Mi
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must all be distingt, Compute o «— Qk =1 ai
. The aggregate signature 15 d.

Aggregate  Verification- Given an
aggregate signature o € Gl for an
aggregating subset of wsers, indexed a5
before, the original messages Mi e {0, 1} »
and public keys vi € G2 for dl wsers ui . To
verify the aggregate signature o

1. Ersure all messages Mi are distingt, and
reject otherwise

2, compute hi = H(Mi) for | =1 <k, and
accept if ela, g2) = Qk i=1 o(hi , vi) holds,
Like the co-GDH signature, the bilimear

aggregde signeture requines only a single
element of G1 and has the same length &

any individual signeture. Therefore, if we
wse BLS signatures for the individual
signdures, we can ot a short aggregde
signdue. Q We will briefly show
comedtress for the aggregale sigrature
scheme. Given, that ¢ =1 gi =01 h x1 1
where hi is the hashed message Mi for user i
and the public key for eachuseriisvi =g xi
2 . Using the bilinear properties, the left-side
of the aggregetion werification becomes:
oo, g2)=e(Qihxii, g2)=Qielhi, g2)
xi=Qielhi,gxi2)=0Qielh, vi)which
is equal to the right hand side. In the next
section, we will prove security of this
scheme.

IV COMPARISON OF MOBILE ADHOC NETWORK IN RESPECT TO TRANSFER

PROTOCOLS AND PERFORMANCE

Type |Coverage |Performance Standards Applications
MOBILE | yonoie il & MOBILE ADHOC PAN Within reach of a| Cable
ADHOC M oderate perscn Moderde Blustooth, IEEE BOZ15, and | replacement  for
PAN S IrDya Catile reglacenent for pengherdls peri pherds
MOBILE , Mobile extension
ADHOC ';,‘""'“"'"dr“ High IEEE BOZ. 11, Wi-Fi, and HiperL AN of wared
LAN el s rEwOn

Fixed MOBILE
MOBILE ADHOC between
ADHOC | Withina dlty High Proprietary, |EEE 802 16, and WIMAX, heres aned
AN e ol

the Irierres
MOBILE Mobile aocess o
ADHOC | Warldwide Low COPD and Celflular 26, 2,56, and 3G the Intemet from
WA CLECICOr e
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Abstract: The process of revenue collection
in Indian electricity department comprises
variols stages such a8 mamnual meter
reacding, based on that bills are
gererated and then distributed to each of
consumers and industrial premises, which
makes it complex and time consuming. Also
human errors can'i be avoided here.
Variows researchers had provided effective
solution for this problem. A GSM
techmology can facilitate the wsers to verify
the electricity comsumption status and
tramsparency s maintained between
electricity department and the corsumer a
both will have access to continuows
monitoring of energy meter. Also the use of
GSM techmology provides prepayment
facility and in other perspective this
promotes cashless economy. The wse of
relay here makes sure that no balance
should lead to instant cutoff of electricity in
corsumer premises. All this system is
handled by Archino Uno. For the
developing countries like I ndia this will be a
better solution for electricity monitoring
and billing. It is made in such a manner
that it is cost effective and much better than
corvertional meters. In this paper six
research papers have been discussed based
on various aspects of pre-paid energy
meter.

Keywords: GSM module, Arduino Uno,
Erergy meter, Relay.

I ntroduction

Inlncdia, the revenue colledtion process is slow
ard lengghy. Alsothe billing process is manual
ard requires a lot of human labor, The process
imsolves taking meter resdings manually, then
processing that reading for costing and
cenarating the bl for the same. This may
case a lot of emors a5 it is conplex and
process is not in a centralized cortrol. The
distribution of kil to a mapped location also a
lot of time consuming process. Here we can’t
avoid any mistake or eror in this process &
manual operdion is done. All these problems
can have a solution by wsing the prepaid
energy meter system This system provides an
atomeled way of bill payment. It takes the
readings atondically and the information is
cent to the authorty and the consumer [oo.
This will reduce the humen effort and will
gimingte the complexity in billing process, It
dso reduces collection form the consurrers
living in an isclaed area and distanced
villages and deployment of humen labor in
such cases.

corsumed by domestic, commercid  and
sormetimes industrial users. With the growing
populaion of enengy consumers, smart meters
are timely innovation which eases the enargy
meregement system Utility companies can
monitor consunmption, automatically
disconnect defaulting corsumers, update tan ff,
ardd heve a secured database and corsumption
pettern of a mapped locaion. The consurmers
on the ather end can also monitor their energy
consunption  in real-time, recharge  their
accourts, monitor tariff rates and hence
improves the demand response. Uinfortunately,
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the erergy sedor is bedevilled by several
challenges resulting from the deployment of
electricity smart meters. They are energy theft,
cyber-attacks, mismenagement and erroneous
hilling etc. and thus, varous research aspects
to curb the dhallenges have been ongoing. This
peper proffers a solution of reduding human
imnolverment in energy menagement for bath
wility cormpanies as well as consumers, All
the monitoring and contrd  fesbures are
provided access via a dedicated web porta,
anywhere, anytime provided there is I nternet
connection. Efficient usage of dedridty hes
become an importart concern worl dwide. This
hes urged utilities throughot the world to
shift from convertiond eectrormechanical
meters to smart meters which provide better
security and cortrol  [1).[2]Smert meters
e pped with prepayment fadlity has become
a rapdly groming technology because it
allows the utilities to menage their cash flow
more efficiently [3].Mgonty of the energy
meters currently used in Sri Lanka are eledro
rmechanica energy meters which are gradually
being replaced by digital and eectronic energy
meters [4]. SA Larkan Power sector is
currently foousing onintrodud ng smert meters
for domestic consumers 2 a mahod of
implementing demend Cide  management
[4].Prepayment Energy Meter is a veritable

tod for electrical emergy  comsumption
measuremart for  both  the  dedricly

disnbuion companies and the consumers.
Also, the awareness on the need for more
prudent menagement of energy, especially
dectricity, demmands an improverrent on this
tod of measurement, The prepayment meter
& an elecronic equipment is intelligent and
therefore is able to keep record of events of its
operations in dalabases. In most traditional
prepeyment meters, some of these records can
only be accessed through the keypad and the
display on the screen, This is 50 because the
meters are not mede to be accessible
wirdessly and therefore they cannot be
monitored remately through wirdless means.
For example, the unit baance as well as unit

consunption cannot be obtained by sending
Short Message Service (SMS) to the meters.
Again, meters are not able to report last token
recharge; time of power failure and restore on
demend through SMS from mobile devices.

Figure 1 shows the block diagram of proposed
prepaid energy-meter module.

Figure 1. Blodk diagram of pre-paid energy
meter module.

Literature Review

In 2017 Nazmat Toyinet.a.[5] told thet energy
fuds the growth and development of any
courtry, and as such effective monitoring,
messurement, billing and access cortrad s
imperaive They presented a device thet uses
the evdving Intemgt of Things (loT)
technology in the design and implementation
of an Irternet bosed prepaid energy meaer
often referred to as smart maters. The enengy
measurement and billing system is automated.

The system employs the ATMega328p and
ESPB266 o operale a dual core

ricroprocessor unit with one core dedicated to
energy senaing and messurements, while the
cher handes the network connedivity,
dorage, compudions and overdl system
performance. They wsed the HTMLS
technology to develop a highly interactive
nohbile and web frortend Graphic User
Irterface (GUI) appliction that alows for
consumers to hewve access to monitor and
cortral their consumplion pattern while the
utility companies can monitor and control
astomers and their billing systems. They
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observed that the IBEPM is an improvement
over the conventional prepaid meters; it uses
the 16T technology in proffering solutions to
the erergy monitoring and menagement.
Unlike the convertional prepaid meters, this
solution offers a highly interadive GUI
interface for both corsumers and  utility
companies. It also adomeles the energy
systermy as it relales to achieving a smart grid
system The system has been designed to
resort to a locad server and database, upon
resumgtion of internet connection,  al
information are synchvonized with the web
server. However, it is important to point out
thet for the purpose of this work, the billing is
hended locally by the web server and has not
been interfaced with any online payment
platform agendes. Also further improvements
could be mede on the projec to indude load
cortral on the corsumer platform for a high
Denand Side Managerrent (DSM ).

In 2016, W.D.AS. Rodrigo et.al [Blinvested
that mosl of the developing courtries are
moving in to smart meters equipped with
prepayment fadlity to measure dedridty in
order to reduce the finendal losses faced by
utilities due to consumer reluctance to meke
bill payments on tire, Prepad smart meters
enable consumers (o effedively manage thair
dedricty usage. But the main drawback of
the curertly available prepaid meters is thar
high cogt which mekes them infeasible for
developing countries. Thaeir ressarch work IS
besed on a final year university project on
designing and inplementing a dgtal prepaid
erergy meter which is affordable for domestic
consumers in a developing country like 5Sri
Larka The prepaid enargy meter described in
their work is a angle phase230V/40A energy
meter which consist of a melering devise
designed according to thel EC1036 (1996-09)
dandard and a prepaid module that uses
GSM/GPRS technology to communicate with
the wtility server. The design of  a230V/40A
gnge phese digital prepaid energy meter for
domestic consumers with improved metering
and billing fadlities to diminge major draw

backs of existing energy metening systerrs, has
been done. Designing of the metering devise
avd the prepeid nodule ae explained
separately in thair work. The mgjor advantage
of the designed system is its ability to upgrade
the existing energy meters into prepaid enengy
meters with the atachment of prepaid modules
which eiminates the need to entirely replace
the energy meler, They ermsured that the
proposed prepaid energy meter will be very
wseful for the power utilities in developing
courtries with large populdion who use
tracitional energy meters becalse upgrading
the existing energy meters is more economical
then replading them fully with a prepaid
energy meters,

in 2017 Kumarsagar M.Dangeet.a [7] aimed
d a project to minimize the queue & the
ensrgy meter billing courters and to resnd
the usage of energy meter automatically, if the
bill is nat paid. The projed aso ans &
proposing a systemthat will reduce the loss of
power and revenue due to power thefts and
other illegal adivities. The work system
adopts a totally new concept of “Prepad
Energy Meter™. The GSM technology 15 used
50 thet the consumer would recave messages
about the consumgtion of power (in watts) and
if it reaches the minimum amourt, it would
automatically aert the consumer to rechange.
This technology holds good for al dectricity
dismbution companies, privale communities,
IT parks and self-containing housing projedts.
The inplementation of their project will help
in better erengy management, consenvation of
energy and aso in doing away with the
unnecessany hessles over incomedt billing. The
autormeted billing system will keep track of the
redd time consumption and will leave little
scope for disagresment on consunption and
Lillinglt is observed that one of the fauty
subsystens contributing to the huge revenue
loss in Nigenan Power Sedor is the metening
and billing system. Errors gt introduced at
every stage of energy billing, like: emrors with
dedro-mechanical meters, humen errors while
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moling down the meter readng and emor
while processing the paid bills and the due
bills, The remedy for this drawbadk is a
prepaid energy billing. There are dear results
from many countries, where prepaid system
has reduced the reverue loss by a large
amourt. A GSM-besed Energy Recharge
inerface which contains a prepaid card
equivalert to a mobile SIM card The prepaid
card communicaes with the power utility
using GSM communi cation network. Once the
prepaid card is out of balance, the consurrer
load is disconnected from the utility supply by
the laching Relay (contactor). The power
ukility can recharge the prepaid card remately
through GSM/SMS mode bese on austomer
requests, The results obtained shows good
system parformance. A prior billing is bound
to do away with the problens of unpaid bills
and humen emror in meter readings, thereby
ensuring justified revenue for the utility. It has
been observed that puiting a full stop & the
wastage of decridty, the problem of load
shedding can be dealt with ease. It is being
said that half of India still don™ get electricity
which no longer will be true. Man power will
be limited as there won't be any necd of
persondly visiting each and every dedricty
meter as it was in the eardier days. The
monopolistic power distnibution merket in asia
is gradually transforming into a competitive
marketplace.  Differertiation in service is
going to be the key compelitive fadior to the
improve market share in the deregulaed
power markets prepaid meters with ther
acvartages over convertional ones are likely
to help power distributors to differertiate and
offer value —added services to consumers.
Encourage corsumers to opt for prepaid
reters on a volurtary basis and offering tanff
or non-tariff incertives to those consumers
who prepaid thair power changes would halp
the utilities to implemert this system

fn 2018 Herry Erialuode Ambenrior el.af
[8]worked on a Short Message Service (SMS)
Based Prepaymert Energy Meter Monitoring

System for Consumens and Utility Companies
is developed. It was told that this is bome out
of the desire of corsumers to be able to
monitor  thar  meters  espedally  their
corsunmption. Also, the utility companies need
to be able to monitor energy meters wirel essly
especidly for erergy auditing and other
contral a8 mey be needed The Energy Meter
consists of ADETT55 lor comsunplion pulse
messurement which is recorded by arduino
Atmega328P. The recorded pulses are sert to
Atmeqga560, the main cortroller of the
system on its request for update every second.
This controller also manages unit accordng to
corsurmption and ather activities of the meter.
It is made SMS capsble by interfading
Atmega2560 with SIM900 Global System for
Mobile Comnunications (GSM) modue. The
sydem adso has a server consisting of
Atmega328P and SIM900 GSM module thet
enables the utility company [0 access the
meter, The server is interfaced to a PC which
is used for meragement and administraive
Plaform The SMS communication command
is developed in C++to achieve the monitoring
functionality of the metering system The SMS
duraion test shows a mean time of 32.7s with
a standard devigtion of 1371 The SMS
Command Reliability Test carried out shows a
uCCess rate as high as 100°%% and the highest
faillure rate of 5.88% The results obtained
show that GSM-Based SMS is a ogood
platform for enengy meter monitonng The
meter developed in their work uses SMS for
communication through the GSM modem As
shown in the Usage Command Development
section, several commends are wsed for
communicaion with the meter for monitoring.
Some of the information the communi cdions
seek indude, unit balance, unit consurmed,
time of power fallure and time of powerre
dore.  Other monitoring  communications
capabiliies of the meter are checking the
token recharge into the meter, credit warming
aert, wirdess meter  disconnedion  and
connection. The SMS communication is a
two-way communication and this enables the
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activities of the meter to be monitored
wirglessly, The results obtained show that
SMS is very efficiert, effective and successhul
in achieving the rmonitoring aspects of this
work as proposed, The success of recordingn
egligble duration in the SMS communication
ad high success rade in the commend
refiahbility test are dependert on the efficiency
of the chosen mobile network, though this wes
not investigated. The outcome of their work
shows thet the consumers and the distribution
companies can commmun cale with the meter to
obtain informetion through the GSM SMS
platform These information can be wsed for
varous purposes for the benefit of both parties
espeadly in energy usage monitoring and
auditing. With this, the objedive of this work
which bathers on  communicgting  and
monitoring of Prepayment Meters through
SMS hes been fully realized

In 2015, Shraddha Yadav et.al [9]presented in
their survey thet the dedricity energy saving
scheme is used in business, agriculture,
domestic and general purpose. The problem
poours in post paild scheme is, there is no
cortrd of use of dedricty fromthe corsumer
dde and the problem of collection of meter
reading and also in generating the bill. In thair
work technigue used for prepaid scheme using
smart meter incuded the embedded system
and GSM for sending and recaiving the SMS
through GSM network. Smart meter 15 a meter
which is atached with the existing meter in
ermbedded system which helps the consurer to
send a SMS for their day to day power
corsumption. The aim of their work is to
cortrol the consumption of eedtridty in
consumer side Edablish a conmunication
mnetwork between the consumer and service
provider wsing GSM. Service prowvider verify
the meter id and card number and

accept the request and recharge the meter.
Apart fromit their work minimized the queue
2 the electnoty biling countersand Lo retrieve
the electridty atomstically. The work dso
ams a proposing a system thet will reduce the

loss of power and revenue due to power theft
and other illegal activities. The ausonsted
billing system will keep doing of real time
consumption and will leave little scope for
disagreement on corsunption and billing The
work  also  addressed  about  various
debugagingtools such as Keil 4 Vision Smert
meter  emable  two-way  communicalion
between the meler and the centra
Smartmeters are also believed to be a less
costly alterretive to traditiond time of uses
rreter and are intended to be used on a wide
scale with all oustomer classes. It has been
obeerved thet the design of Snart Energy
Meter using GSM technology facilitate the
wsars o pay for the dedricty before its
consunption. An amangement is also made to
intimete the user with the hap of GSM
communicaion modude when their aedt in
their balance goes low. This system has been
proposed as an innovaive solution to the
problem of affordalbality in wiliies system
Since a microcontroller based system is baing
designed, the readings can be continuously
recorded This reduces hurmen labor and & the
same time ingeases the effidenty in
cacuation of bills for wsed decriaty. This
Smart energy understanding device will cregte
aWareness on unnecessary wastage of power
and will eventualy reduce wastage of power,
This module will reduce the burden of energy
providing by establishing the

connection easily and no theft of power will
take place. Customers wart processed data and
they wart the usage of energy dala to be easy
ard user friendy wheress this project ains & a
low cost and trouble free system This systemn
provides elaborate consumer profiling which
helps demand and consumption control of
resources and thus reduces thehuman operator
rreter resacl ng operation cost.

In 2016, Sushant Karadet.al [10] preserted
the design and moddling of GSM-based
Energy Recharge System for prepaid metening.
They told that the presart system of energy
billing in India is based on post-paid, cortairs
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lots of emor and also time and labour
consuming. Emors off introduced & every
tage of energy billing like errors with electro-
mechanical meters, human emors, processing
errors. The aim of the developed systemis to
mnmze the emor by introducing a new
system of Prepaid Energy Metering using
GSM. The GSM is used to provide the
communication bebween user and provider.
This will enable the user to recharge thesr
dedridty account from home. The system is
based on LPC2148 microcortroller. Hardware
system of LPC2148 indudes the necessary
devices within only one MCU such as USB,
ADC, DAC, Timer/Courter, PWM UART ec.
The results obtained shows ogood system
performance and emor free, It has been
conduded thet the design of Smart Energy
Meter using GSM technology can meke the
wsers to pay for the dedricity before its
consumption. In this way, consumers hold
nunber of units and then use the dedricty
urtil the unit exhausted | the available units
are exhaugted then the natification message
send 1o the consumer’s registered number and
dedridty supply is at-off by a relay. This
reduces the hurmen labour and & the same time
increases the effidency in clculation of bills
for used dedridty. Prepaid Energy Mater will
bring a solution of oeding awareness on
unnecessany wastage of power and will tend to
reduce wastage of power. They ersured that
their work will reduce the burden of energy
providing by establishing the connedion
easily and no theft of power will take place.

Conclusion

After reviewing the above six research papers
it can be conduded that prepayment systens
hewve been proposed as an innovalive solution
to the problem of affordability in utilities
services. In spite of being a popular systemin
Eurcpean and African courtries, the use of
such mechanisms  remains  controversial.
Among the mein arguments in favor of its
dissermingtion are the advartages concerming
lower costs of amrears, running costs and

finance charges for the service provider and
the better all ocation of resources it implies for
wsers, The arguments againgt prepaid meters
are besed on the higher cost of the technology
ad the possibility of sdf-disconnedion of
low-income wsars, The monopoistic power
ditribition merket in Asia is gadudly
trarsforming into a compeitive marketplace.
Differertiation in service is going to be the
key compditive fador to improve merket
share in the deregulaed power markets.
Prepaid meters with their advantages ower
conventional ones are likely to halp power
distributors to differertiae and offer vaue-
added services to consumers. Encowraging
corsumers to opt for prepaid meters on a
voluntary besis and offering tariff or non-tariff
incertives to those corsumers who prepay
their power charges, would halp the utilities to
implement this system It would be a better
option for the areas where more amourt of
consumers with unpaid bills are found The
topmost and the perfect soluion for the
corsumers who don’t pay there bills on time.
Apart from this the information flow among
the corsumers surdy will lead to better
utilization of the energy.
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Abstract: Security is a fundarental component of every network design, When planning, beriding, and operating a network, youshould
understand the importance of a strong security poficy. Nehwork Security is 8 security policy that defines what people can and can't do
with network companents and resowroes, The fumdamental purpose of 3 metwork security i o protect agairst aftacks from the Infernet.
There are many different ways of allacking a network such as: Hacker Cracker attacks wherely a remote Inernal user attempts to galn
access [o a network, wsually with the intention to destroy or copy data. The major attacks to nefwork security are passive attack, active
attack, distributed attack, insider attack, close: In attack, Phishing Altack, Hijack aftack, Password altack efc. H owever a system must be
able to limit and recover rapidly wihen sitacks oocur, 5o there ane various solfutions when amy of above sftacks occurs, Some of
he common sofl of thesa aftacks are firewalls, wsor account access corfrols and cryphography, [nirusion Detection Systems (1D5s),
Netwrrd Addvess Trandotion (NAT) Stateful Packet Prspection efe, J8 i ahways said that “Prevestion Is Better Than Cure™ xome mos
cormman préventions that can be taken to be secured are fo beep your opévating system updated and by using a repufable antivirus
program. (1]

Keywords: Threats, Trojan, Vil nerable Sniffers, Botrets, vine, endave, buffer overflow, protocl, Finewalls, Malidous, Phishing, Sniffers

1L Introduction

With an incressing anourt of people getting
commected to many retworks, the secunity threds
that cause very harm are increasing also. Network
Security is a major part of any retwork that needs
to be maintained because informetion is passing
through or passed bebween many  roubers,
computers etc and it is very vulnerable to attack [2]

In the past, hackers were highly skilled
proganmrers who understood the details of
computer conmunicaions and how (o exploit
vulnarahilities. Today anost anyone can becone a
hecker by downloading tools from the Intermet
These complicated attack tools and open networks
have gererded an inceased reed for network
security and dynamic sacurity policies.

The essiest way to protedt a metwork from an
putside attack is to dose it off conrpletely fromthe
ouside word A cosed retwork provides
comrectivity only to tnusted known parties and
sites; a cdlosed network does nat dlow a connection
to public networks, As they have no Intemst
cornectivity, nebworks designed in this way can be
corsidered safe from Irtermet dtacks. However,
intermal threats still exist.

Network security starts  with  authenticating,
cormmonly with a usermame and a password. Once
atherticated, a firewall enforces access policies
Such & whal services are allowed to be acoessad by

the retwork wsers. Though effective to prevent
unathorized access, this conponent may fail to
check patertially harmful contert such as conmputer
worms of Trojans being tramemitted over the
rebwork.  Artivinssoftware or an  intneion
prevention system (IPS) helps to detect and inhibit
the action of such nelware. An anomaly:besed
intnsion detection system mey also monitor the
retwork like wires traffic and may be logoed for
audit purposes and for later highelevel analysis.
Comrrunication between two hosts using a network
mey be encrypted to nentain privacy. With the
development of lage open metworks, secunty
threats have increased significartly in the past 20
years. So to gt seoured from these threds
prevertions should be taken before hand, However
instead of dosing the network from outside world
there are some atermde solutiors dso to these
retwork atacks. [7]

2. Types of Attack

Classes of atack might include passive monitonng
of communicaions, active network atacks, dosein
dtacks, exploitation by insiders, and atacks
through the service provider, Informetion systems
and retworks offer dtractive targets and should be
resisiant to atack from the full range of threat
agerts, from hackers to retionstates. A system
met be able to limit damege and recover repidly
when attacks ocour,

There are eleven types of atack:
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11) Passive Attack

A passive attack monitors urencrypted traffic and
looks for deartet passwords and sensitive
inforrretion that can be uwsed in other types of
dtacks. Passive attacks include traffic anadysis,
monitoring  of unproteded  comTunications,
decrypting weskly encrypted traffic, and capturing
athertiction informetion such &  passwords.
Passive interception of retwork operdions enables
adversaries to see upcoming adiors. Passive

dtacks are mounted against a network backbone,
exploit informetion  in
peretrate an enclave, or atack an authorized remole
user dunng an atenpt to conned to an enclave.
Active dtacks result in the disclosure or
dissemination of data files, DoS, or modification of
dita

13} Distributed Attack

A distributed attack requires that the adversary
introduce code, such & a Trojan horse or back:
door program, to a “trusted” component or sofiware
thet will later be distnbuted to manmy other
companies and wsers Distribution atacks foos on
the maliciows modification of hardware or software
a the factory or during distribution These atacks
introduce malicious code such as a back door to a
produd to gain unauthorized access to information
or to a systemfunction & a later date,

14) Inmsider Attack

An insider attack involves sormeore from the
inside, such as a disgruntled enployes, atacking
the network Insider atacks can be malicious or no
malicios.  Maicios  imsiders intertionally
eavesdrop, ded, or domege informetion; use
informretion in a fraudulert manrer; or deny access
to other austhorized wsers. No malicious atacks
typically result from carelessness, lack  of
knowledge, or irtertional circumvertion of seaurity
for such ressons as performing a task.

L5) Close: inAttack

A close: in attack involves someone dtenpting to
get physically close to retwork comrponents, dda,
ard systers in order to learn more about a network
Close: in atacks corsist of regular individuals
dtaining close physical proximity to nefworks,
systens, or facilities for the purpose of modifying,
gathering, or derying access to informetion Close
phwsical proximity is  achieved through

atacks result in the disclosure of information or
deta files to an atacker without the corsert or
knowledge of the user,

12) Active Attack

In an active attack, the dtacker tries to bypess or
break into secured systens. This can be dome
through stedlth, viruses, worms, or Trojan horses.
Adctive atacks include atermpis to drourvert or
break protection feaures, to introduce malicious
code, and to sted or modify informetion These

surreptitious entry irto the network, open access, or

tramsit, electronically both

Ore popular form of dose in dtack is sodal
engineering in a social engineering atack; the
dtacker compromises the rmetwork or system
through socia interaction with a person, through an
exmall message or phore. Varows tricks can be
wsed by the individual to revealing informetion
about the security of company. The informgtion
thet the victim reveas (o the hacker would most
likely be wsed in a subsequent dtack to gain
unauthorized access Lo a systemor network.

16) Phishing Attack

In phishing atack the hacker credes a fake web
site thet looks exactly like a popular site such &
the SBI bark or PayPal. The phishing part of the
dtack is that the hacker then sends an e-mail
rmessage trying to tnick the wser irnto dicking a link
thet leads to the fake site. When the user atenpis
to log on with their accourt information, the hacker
records the wsermane and password and then tries
that inforrmetion on the real site.

17) Hijack Attack

Hijack dtack ina hijack atack, a hacker takes over
a session bebween you and another individual and
disconnects the other individual from the
communication. You still believe that you are
talking to the orgina party and mey send privde
informetion to the hacker by accidert.

216



Fagulty Of Engineering and Computing Sences{FOLCE], Teerthanker Mahaveer University, Morsdabad

Mational Conference on Industry & 0(WC1-4.0)

[2020]

18) Spoof Attack

Spoof atack in a spoof dtack, the hacker modifies
the source address of the packets he or she is
serding so that they appear to be coming from

someone else. This may be an atenpt to bypess
your firewall rules,

19) Buffer Overflow

Buffer overflow a buffer overflow atack is when
the atacker sends more data to an application than
i5 expected A buffer overflow atack wsually
results in the atacker gaining administrative access
tothe systemina command pronpt or shell,

1.10) Exploit attack

Exploit atack in this type of atack, the atacker
knows of a security problem within an operding
system or a piece of software and | that
knowledge by exploiting the vulnerahility,

1.11) Password Attack

An attacker tries to crack the passwords stored in a
network accourt database or a password: protected
file There ae three mejor types of password
dtacks: a dictionary atack, a brue: force atack,
and a hybrid dtadk. A dictionary atack uses aword
list file, which is a list of potertial passworcks. A
brute: force attack is when the atacker tries every
possible combingtion of characters.

3. Security Threats

According to IT Security.comthe following are ten
of the biogest network threats:

LVinsss and Worme: A vins is a malicious
Computer program oF progranTming code thet
replicaies by infecting files, irstalled software or
removable media Whereas a worm is a program
or script thet replicates itself and mowves through a
network, typically travelling by sending rew
copies of itself via email.

2. Trojan Horses: The Trojan Horse, & first glance
will appear to be useful software but will adually
do damege once imgtalled of run on your
computer. Some Trojars are designed to be more
annoying then or they can cause serious damege
by deleting files and destroying informretion on
YOour system

3.5PAM: Spamis any kind of urwarted online
communication

4.Phishing: Phishing is the atenpd to acquire
sergitive  information such & usemames,
pesswords, and cedit card deals  (and
somedinres, indirectly, money) by mesguerading

& a tnstwothy ertity in an  eledronic
communicaion
5.Packet Sniffers: Computer network

administrators have used packet sniffers for years
to monitor their networks and perform diagnostic
tests or troubleshoot problers.

e.Malioously Coded Wetsites: Malicious code is
the termused to describe any code inany part of
a software system thet is intended to case
security breaches or damege to a system
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7. Password Attacks: Password atacks are the

classic way to gain access to a computer system
is to find out the pessword and login

8. Zombie Computers and Botrets @ In
compuer science, a zombie is a computer
covected to the Intermet tha has been
compromised by a hacker, conmputer vins or
trojanhorse and can be used to perform malicious
tasks of one sot or another under remote
direction. Botrets of zombie conputers are often
wed to spread emal spam and launch
denialof service ditacks. Most owrers of zombie
compuiers are unaware thet their system is being
used in this way. Because the owner tends to be
weware, these cormpuiers are metaphoncally
compared to zombies. [3)

4. Solution of Network Security

The recommendations to protect your company
against Phishing and Spear Phishing include: [9]

1 Never open or download a file from an

wsolicited enail, even from somecne you

know (you can cal or email the person to

double check tha it redly came fromthem)

Keep your operaing system updated

Use a reputable anti:vins program

Enable two factor authentication whenever

available

5. Confirm the autherticity of a website prior to
ertering login credertials by looking for a
reputable security tnust merk

6. Look for HTTPS in the address bar when you
erter any sersitive persona informetion on a
website to meke sure your data will be
encrypted

4.1 Security measures

A stae of compuier "seaurity” is the conceptud
ideal, atared by the use of the three processes:
threat prevertion, detection, and resporse. These
processes are besed on variows policies and system
comporents, which include the following:

ol Sl

1. User accourt access cortrols and aryptography
can protect systens files and data, respectively.
2. Firewdls ae by far the most common
prevertion systems from a network security
perspective & they can (if properly configured)
shield access to intermal network services, and
block certain kinds of atacks through packet

comectly configured firewall will prevert nost
atacks and mey use a combination of the following
processes to offer protection:

1 Steal the network: This is a process in which
thefirewall effectively ‘hides' the protected
retwork so that it does not appear on the
| nternet.

2. Stateful Packet Imspection: Staieful packet
irspectiontechnology analyses each packet a5 it
travels through the firewall to meke sure thet it
is legitimete and that the source and destination
of each packet are vaid.

3. Network Address Trarslation (MAT): NAT
removesthe |P addresses of computers behind
the firewall and replaces them with a single
public | P address.

4, Closing unsed ports: Depending on the
configurationof the firewall unused ports, often
the subject of hacking attacks can be closed[5]

Protection of Network from Cyber Attacks:

1L Irstall IDSIPS with the ability to track floods
(suchas SY N, ICMP, etc.)

2. Iretdl a firewall that hes the ability to drop
packets rather than hawve them reach the intermal
server, The naure of a web server is such tha
you will alow HTTP to the server from the
|ntermet. You will need to monitor your server
to know where to block traffic.

3. Have comtat rumbers for your
EMErgency team (or respores
team, or the team that is able to respond to such
an evert). You will need to cortad them in
order o prevert the atack from reaching your
retwork's perineter inthe first place.

d. Ensure that HTTP opens session's lime out at a
rezsonable time. When under attack, you wish
to rechce this nunrber,

S Ersuretha TCP dsotime ol & aressorable
time.

6. Irstall a host:based firewal to prevert HTTP
threads from spawning for attack packets [6]

filkering. Firewslls can be both hardware: or
software:based.

3 Intnsion Detection Systens  (IDSs)
designed to detect network dtacks in
and assist in post:atack forensics, while audit
traifls and logs serve a similar function for
individual systenms.

ISP's

ae

218



Faculty Of Engineering and Computing Saence{FOECE], Teerthanker Mahaveer University, Morsdabad

Mational Conference on Industry &.00WC-4.0)

[2020]

4. "Resporee’ is nrecessarily defined by the
assessed seaurity requiremerts of an indivicual
system and mey cover the range from sinple
upcrade of protections to notification of legal
adthorties, courterdtacks. In some special
Eees, a conplete  destrudtion of  the
compromised system is favoured, & it mey
heppen thet not al the compromised resources
are detected [4]

Preventing network attacks

There is also Deniadd of Service (DoS) and
distributed DoS atacks resulting in loss of services
such a6 email, Intemet connectivity or casing
servers to run alnost & a sandstill. A

5. The Future of Network Security

Care taken about network security:

IT departrrents can no longer simply proted the
retwork perimeter and ol their network secure.
Cloud services, nmobile devices, renote workers

s In some dtacks, the atacker tries to break the
security systens through  stedlth,  vinuses,
WOITTE, O Trojan horses,

« In atacks like phishing atack the hacker
credes a fake web site thet looks exactly like a
popular site such as the SBI bark and thus fools
the user and retrieves the informetion.

Computer and network technologies have intrirsic
security weskresses. These include protocol
weeknesses, operding system weaknesses, and
retwork  equipment  wesknesses,  Cormmon
exarrples of technological weaknesses are: | HTTP,
FTP, ICMP and cther profocols are inherertly
insecure such & operding system security holes
and problers.

Thus there are still some attacks which are not yet
solved and some are going through researches and
are hoped to be solved in mere future.
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Abstract: There has been plenty of interest in building and deploying sensor networks. Wireless sensor network
is a collection of a large number of small nodes which acts as routers also. These nodes camy very limited power

source which is non-rechargeable and non-replaceable which makes energy

consumption an significant issue.

Enargy conservation is a very important issue for prolonging the lifetinme of the nebwork. As the sensor nodes act
like mouters as well, the determination of routing technique plays a key role in controlling the consumption of
energy. This paper describes the framework of wirdess sensor network and the analysis and study of vardous
research work related to Enengy Efficient Routing in Wireless Sensor Nebworks.

Index Terms: Energy Efficient Routing, Wireless Sensor Network, PDORP, D5R, PEGASIS, LEACH, TEEN,

APTEEN
i

1 INTRODUCTION

Wireless sensor networl gained populanty in recent yeas
dus to the adwancement in wielsss commumcation
technology and a rapidly developing zone for research, WSN
refers to a system of sensor hubs associated through a
wireless medium [112] Every bub comprises of Handling
capacity { at keast one CPU, DSP chips Microcontroller) may
contain diferert soms of memory (program, infomration and
flash memones), have a power source (e.q., batterses and
surr-powered cells), and contain different sensors and
actuaions (31 Erergy consenvation is a big sue in WSN as
sensor hubs camy limited non-rechargeable power sounce
and & i not easy to replace the nodes which makes power
saving Inporant o increase the Wetime of nodes. Enengy
efficient rouing protoccls are mequired o minmeze the
utilizatasn of the power resources and profonging the nebwork
lifetime path while transferming data [4]

1.1 Wireless Sensor Network

WEN B a nebwork of small, sef-sufficent gadgels calied
sensors  which gather distinctive sots of Physical o
Emvironmental Conditions e.g termperatune, sound, wibration,
weight, movement at various aeas and process information
and transmit thedetected data to clents [51 These sensoms
are uiifized (o gather the data from the emdronment and
transfer & to the base station A base station gives an

association with the physical world where the gathened
information s handied, boke down and exdhibited (o helplul
applications [2] (6] WSNs contain & lange number of these
sensor hubs, and these sensors can transmd data edher
among each other or steightiorwardly to an ocutside base
station , A large number of sensors can be deployed in
vanious applications to detect vanous events like pressure,
mewement of object, fine elc. [T] The basic design of sensor
node is as showm in Figure 1.1.

Power Supply
¥
- ¥
Elarmory | |
Datncting Commuancation |
i ™ processor o - . |
" Handling unit
| L ¥
Locationdiscovering Mobilizer
framework
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Fig.L1 Framework of sersor hutd1]

The sensor hub ks a self-nding litle gadgel that comprises of
chiefly four units that are sensing (detecting), Processing
Hlarﬂﬂrg],:mnuiﬁmandpwmam;'[ll
Sensing unil: are nommally made ot of bwo subparts:
Sersors and analog to dgital corverer(ADC). Sensor
sense data in foom of analog signals and these signals
then comerted to dgial signals by ADC and then
forwarded to handling unit,

+  Hondling wnl: s associabed with a small memory and
deals with the that make the sersor hub work
together with akemate hubs 0 complete the allocated
detecting undertakings.

= Commurrcation wl: It associates the hubs to the metwork,

+  Power source is the most vital segments of a sensor hub,
K might be upheld by sun-powered celis, There are
addtionally dfferert subunits, which are applcation
subordinate. The majorly of mouing proceduwes and
detecting undertakings requing Lhe information of area with
high exactness. In this way, & 5 nommal that a sersor hub
has a location discovening framework.[3]

2 RouTinG 1IN WSN
Routing strategies are required for transfening data between
the sersor nodes and the base station [1] (21 Routing in WSN
is differert than tradtional P network routing because i
exhibits a number of unique characterstics such as | &
wvealistic 1o buikd 3 global addressing scheme for 3 large
nambe of sensor nodes, secondly as opposed 1o regular
comespondence  systems all uilzation of sensor systems
recuire the streamy of detected informmation from numerous
sources (o a specific BS (8] Diferent routing techniques are
proposed for remote sensor nebwork and these conventions
can be classified as per different . The
classification of routing methods B shown in figure 1.2[1]

Routing protocsls |
| ﬂrd.hehnm.ﬂ'
Participation
Bargst E“ Dakacentric |
| omemnicalion | -
Reacthe I Fiat | Hierarchical |
Hybrid | Clustening | Lesatbee: Baned |

Fig L2 Classilication of routing proiocols

Functioning mode based rowting protocols The function of

a wirgless sensor nebwork specifies is application. Therefore,

roiling protocols can be  categorized acconding to the

upauhnmadtﬂmtslyawsmwmnasiﬂum
Proactive Protocols:These protocols ane also called as
[able-driven protocols. [n Proactive, the data & transmitied
to a BS though the predefined route, For example
LEACH, PEGASIS,

= Reaclve Protocol In Reaclive Profocol the rowe is
esfablished on demand. The roule s establshed
dynamically Le.MNetwork -based moute s found when
needed. TEEN, AQDY, DSR. are some reactive protocols,

= Hybad protocots: All the mutes ane fownd initially and then
improved at the time of sending data. These profocols
possess the concepts of both reactive and proactive. For
example APTEEN.

Farticipation style based routing probocols Some W5SNs

comsist of homogensous nodes, whergas some consist of

heterogenzous nodes and these nodes participate difenently

in every nebwork e acconding to remaining energy of nodes,

chuster head etc. Based on this concepl we can classiy the

protocols A5

= Direct Commmuedcation protocols: In this bype of prolocols
the infonmation sensed by nodes & seqt directly 1o Base
Station{BS). SPIM is this type of profocol,”

*  Fiat protocods: In this, the nodes search for the valid path
and then transnit & o BS. For example Rumor Bouting
protocol,
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+  Chetering Protocols: In thes, the area is dwided into
chusters and Chster heads are assigned 1o each cluster.
All the nodes in the chster send data o comesponding
cheter heads and then chuster head sends £ o Base
station. For example TEEN

Metwork-based routing protocols
Metwork-based routing protocols depend on Uhe strategy how
the network s preamanged. Such prodocols fall under three

categones:

+  Data Centric protocols: These are guery based and they
depend on the naming of the desired data. The BS sends
quenies within a certaln region to get infommation and wais
for a reply Trom the nodes. Nodes in a particular region
collect the specific data based upon the queries, 5PIN 5 a
data-centric protocol.

Hierarchical protocols: Inthis, the nodes with lower energy
are used fo capture information and nodes with. higher
enemies are used to process and trarsfer it that s wiy i
5 used to perform energy e i cient- rowting. TEEN,
APTEEN are hierarchical protocols.

Location Based: In these, the kocation of nodes must be
known to find an optimal path using flooding. To get the
information abouwt location of0 node GPS & used. For
example GEAR.

2.1 Energy efficient routing protocols in WSN Energy
efficiency of a network 5 a signficant concern i wireless
sensor nebwork (WSNL These days mebworks are becoming
large, so information gathered is becoming even larger, which
all consume a great amownt of enengy resulting i an eardy
death of a node. Therefore, many enengy efflicient protocols
are developed to lessen the power used in data sampling and
collection to extend the etime of a nebwork,
Following are some energy elficient roauting protocols:

1 LEACH “Low-Energy Adaptive Chlustering Hierarchy”

Im this type of hiemarchical protocol, most of the nodes

communcate to chster beads (C.H) [1] [B] k consists of bwo

phases:

{i}. The Sebup Phase: in this phase, the custers am ondened
and then Chster Head{CH) has been selected. The task
of CH i to cumuadate, wapping, and Torward the
information to the base station {Sink) [2],

{ii}. The Study State Phase: in the previous state, the nodes
and the CH have been organized, but in the second state
of "LEACH", the data is communicated 1o the Dase statain
(Sink). Duration of this phase & longer than the previous
state. To minmize the overhead, the dumabion of this
phase has been increased. Each node in the mebworlk,
contact with the cluster bead, and transfer the data o &

and after that CH will develop the schedule to transfer the
data of each node to base station [8] (2]

2. PEGASIS ‘“Power-Efficient Gathering in Sensor
Information Systems”

it s a “chain-bases protocol” and an upgrading of the
“LEACH", In "PEGASIS™ avery node fransfers onty wilh a closa
neightxor to direct and obtain informatione B receipts tums
communicating to the BS, thus decreasing the quartity of
enengy consumed per round [9] The nodes are in this way that
a chain should be developed, which can be completed by the
sensor nodes along with wsing an algorithm. On the other
hard, the BS can compde this chain and tarsmisson of il o
all the sensor nodes. [10[To develop the chain, & is expected
that all nodes have wunhversal information of the systerm and
that a greedy algorithm is engaged. Thus, the structure of the
chain will bedgin fnom the remobe node B te nearer node. ¥ a
node expires, the chain is rebuil in the sivilar method 1o avodd
ihe [ifeless node [11]

3 TEEN "Threshold sensitive Energy Efficient sensor
Metwork profocol” The TEEN I8 a hierarchical poobocol
designed for the: conditions Bike sudden changes in the sersed
attributes such as termperature. For a neactive netwark, the (st
developed protocol was TEEN [121 The reduction of the
mumber of ransmissions is the pupose of a hard threshold,
which is done by allowing the nodes to ransmt anly wiven the
sensed aiibute s in the range of interest. The number of
transmissions B reduced by soft threshold by awolding all the
transmissions which might occur when the sensed altribute is
changed slightly or nol changed. TEEN s well applicable for
trme importart problems and is likewise quite efficient in ems
of saving energy and response time, It also allows the user to
manage the power uiization and accwatensss (0 sull the
application [13]

4 APTEEM “Adaptive Threshold sensilive Emargy Efficient
Sersor Mebwork™

The "APTEEN is an expansion of "TEEN" and goais at both
taking episodic data gatherings and replying to time-critical
events., As soon as the BS formmulates the chesters, the C.H
trarsmits the features, the values of threshold and schedule of
ransmission (o all nodes[12] After that, the C.H pedoms
information accumulation, wihich has as a consequence ko
présanve power. Tha main advaniage of "APTEEN" in contras]
fa "TEEMN", is thal nodes utilize a smaller amount power. &n tha
other hand, the primary disachvantages of APTEEN ane the
complication and that & results in lengthier defenment tmes
[14]

&. Directed DEfusion

223



Fatulty OF Enginering and Computing Scences|FOECS), Teerthanker Mahaweer Unbaersity, Moradabad

Maticnal Conferende on Industny S 0NCI-4.0]

[2020]

Directed diffusion is data-centric routing protocol for collecting
and publishing the information in WSNs (151 & has been
developed 1o address the requinement of data Nowing from the
sink toward the sensors, Le. when the sink requests particular
informnation from these sensors, Bs main objective & extending
the network Wetime by realzing essential energy saving. In
orcder (o Tulfill this objective. @ has (o keep the interactions
among the nodes within a limited emdronment by message
exchange. A localized interaction that provides multipath
defivery is a unique feature of this protocol. This unigue featune
with the abdity of the nodes to mespond to the guenes of the
sink results in considerable energy savings [1] [15].

6. Enengy-Efficient Sersor Rowtng (EESR)

EESR &5 a flat routing algorithm [16] proposed particularty to
decredse the power uiilization and data Btency, and to give
scalability in the WSMN, Mainly, & consists of Gateway, Base
Station, Manager Nodes, and Sensor Nodes [17] [18] Their
duties are: Galeway Delivers messages from Manager Modes
or forms other networks to the Base Station wich has exdra
speciication than noimnal sensor nodes, It sends and moehves
messages bofom Gateway, Momeover, & sends queres and
collects data tofrom sensor nodes, Manager Modes and
Sersor Modes collect data from the emamonment and send it Lo
each other in 1-Hop distance till Lhe Base Station [16]

3 LITERATURE REVIEW

Ahmad, A, Latf, K, Javald N, Khan et al (2013} [20]
investigated on clusiering procedure which & most well
recognized directing strategy in WSMNs, Becaise of difering
need of W5SN application productive vitality wse in directing
corventions s very still a potential field of research. Authors
presented rew energy ellicient directing techrique in ths
research. This strafeqy & ulilized to defeat the fundamental
rouble of energy hole and coverage hole. In their strategy,
they have conirolied these Bsues by presenting densily
contmlied uniform circulation of hobs and sefilied an ideal
number of Chster Heads in each mound. Lohan, P. and
Chashan, R. et al(2012) [21] presented the
Geographyinfomned Sleep Scheduling and Chaining Based
Routing (G55C) algomthin ln wirchess sensor nebwork, As
detector nodes are power resiraint, the systenn  [ifedime
improved by uilizing the enengy of nodes very proficiently.
G550 saves power by discovering alike nodes from routing
perspective by using their geological information, & senses
nearty similar information and then tuming off neediess nodes
to eliminate data redundancy. This chaining based routing can
lessen prengy spending of daa transferring with the help of
mulli-hop routing technique. Their simulation oulcome (sing
MATLAB) demonsirate that GSSC achieved considerable
increment in networdk [fespan than LEACH and PEGASIS.
Seongsoo Jang, Ho-Yeon Kim and Nam-Uk Kim et. al. (2011)

[22] worked on the development of the Wireless Sensor
Network technokogy, ubiquitous technology comes (o the (o
a5 the com technology in the fubune, In the WSM, enemgy
efficiency of the whobe nebwork 15 a key difficulty that has (1o be
solhved Chelenng s ore of rouing methods to enhance
energy  efficiency. The author suggesis a new method,
“EnemyEificient Chustering scheme with Concentric Hierarchy
(EECCH)L" a ceniralzed clstering scheme intended at
overcoming shoricomings of LEACH and LEACH-C both. By
drawing circles with the base station as s center, the base
poirt separates netvaark nodes into some levels. The clusters
have different numbers of &z member nodes to eliminate
inequalty in enengy dissipation through this process; it
becomes possible to improve enemgy elficiency. Saravana
Kumar R., Susila 5.5G. and Raja | . et. al (2000) [23] have done
research work on WSHN. It consisting of a large number of
sereors and 45 the sersor operates on & limited power source,
R is chalenging o design an enangy officient mouting protoool
that can diminish the delay while providing  highenengy
efficiency and extended network Wetime, Author anakyzes the
fundamental distributed clustering routing protocol Low Enengy
Adaptive Clhustering Hierarchy, also proposed a novel nouting
method and data aggregation method in which the sensor
nodes form the cluster and the chuster-head chosen based on
the remaining power of the individual node calculation without
re-clustering and the node scheduling scheme is adopted in
each chuster of the WSN. Results using MATLABR shows that
the proposed routing protocod corsiderably reduces anemgy
utdficration and enbance the tolal Hespan of the wirsless sensos
retwork compared 1o the LEACH protocol. Gurbinder Singh
Brar el al, {2016) [24] proposed PDORP protocel which is
rarsmission-based energy aware muting  prolocol.  The
proposed protocol PDORP has the characteristics of both
AT efficient gathering SENSOr informmation
system{PEGASIS) and DSR nouting protocols. Hybeidization
of genetic algorthm and bacteral foraging optimization is
associated with proposed rowting technique o distinguish
energy proficient deal ways. The execuion examination,
comelation through a hybridization approach of the proposed
routing comvention, gives improved resulk involing kess plece
mistake rate, a lesser amount of postponement, neduced
energy consumption, and improved throughput, whech prompls
to enhanced QoS and drag out the lifetime of the system. 5.
Lindsey. C. Raghavendra et. al (2002} [19] proposed the
Fower-Efficient Gathedng in Sensor Informalion Systems
(PEGASIS), which awids Lha of  direct
communication and reduces the refatively large overhead of
the LEACH protocol. In PEGASIS, the nodes form a chain, and
each node stomes in s routing table the addresses of an
upsiream and & downstream node. The data collection
process s inkiated at the far end of the chain Each
intermediste node aggregates the received data with s local
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TABLE |. Comparison of various routing protocols
CLASS LFETIME EMERGY THROUG HPUT SCALABILITY
EFFICIENT
HIGH
LEACH [2] HIE RARCHEC Al VERY GOOD HIGH VERY HIGH
PEGASIS [19] HIE Rl CHEC AL WERY GOOD HIGH VERY HIGH GOOD
TEEM [13] HIE RARCHICAL GOOD GO0 SATISFACTORY GOOD
APTEEH [14] HY BRID VERY GDOD GO0 FAGH GoOD
NRECTED
DIFFLSION [15] FLAT GOOD HiGH SATISFACTORY RESTRICTED
EESR [15] FLAT VERY GOOD HIGH HIGH HiGH

data belore transmiting the result to &s upstrearn neighbor.
The last pode in the chain is responsible for ransmitting to the
sink node. Liv Wenjun and Yu Jiguo et al (2009) [6)
proposed that rather than allowing the nodes Lo transmi
cirectly o the base station, a novel scheme of custening was
proposed. Chstening provides  resource  utilization  and
minimizes enengy consumption in W5SNs by reducing the
number of sensor nodes that involve in the long-distance
communication They used an energy-effickent clustering and
routing scherme for winsless sersor metworks [EECR) which
includes distnbuted nodes chustering. dynamic cluster head
rotation, and inter-Chuster nouting selection. in clustering stage
they wsed uneven chsienng mechanism in which cluster
heads (CHs) which are closer to the base station (BS) have
smaller cluster size than those farther from BS, thus they can
consene some power [or inter-cluster data forwanding. For the
dynamic chester head rotation méchanism, the sersor hikbs
perfom chuster head function in tum which balances power
consumption well among CHs. Gherbi Chirhane & Aliouat

4 CONCLUSION AND FUTURE SCOPE

In addition to many applications of wireless sensor networks, it
is necessary to trarsmi information appropriately with regard
to power uilization and network lfespan as well as limited
resourtes of such networks, The most significant difficulty in
such networks & rouing and ansfeming data to the
destination node in compliance with the energy problem
Therefore, energy-efficient routing profocols have signdficant
and eflectke moles in wieless sensor networs. They are

efficient adaptive chesterng protocod with Data Gathering for
WSN reduces the energy consumplion and network Betime is
exended, The chetenng techniques are used efficiently with
distnbuted clusior hieads, The node's ralio s tuned off for
fied time pencd and skeep contnol laws ane designed to
reduce the cost function The scemario displays random
deployment of nodes and the Iotal simulation time is
decomposed using resource resenvation.  The technicgue
districuted energy efficient adaptive chustening protocol with
Data Gathering (DEACP) reduced the overall network enemgy
corsumption, balance the energy consumption among the
sensors and extend the lifetime of the network by making the
chetering efficent In complexity of message and time,
welidistributing the cluster-heads across the network, the load
balancing done well and a5 a resull trarsmission poaer of the
node i reduce which subsequently reduces the enengy
CorsLmption .

divided Into theee major gmoups based on data, metwork
stnucture and rellability, In this study, energy-efficient routing
proiocols were imestigaled in wirgless sensor networks. Then
the essentlal classifications were introduced and related
parameders of comesponding protacols were compared to each
other, Daespite the fact that these protocols are perfonming well
in terms of energy conservation but issues ke quality of
service (Do5) would be expected to address to ensure
ulilzation of most energy proficient way for data transfer and in
addtion ersunng guaranbecd dats Lransler rate or delay,
Another interesting iSSue in outing s that the magonty of the
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present routing conventions accept that the sensor hubs and  [10]Holger Kad and  Andreas Willig “Protocols  and

the sink ks stationary. In circumstances, for example, on the
batilefield where the sink and maybe the sensors shoulkd be
versalile, In such cases, new muting lechnigues ane nequined
keepirg in mind the end goal to deal with the overhead of
portabiity and topology changes in such power constrained
circumstances,  Iniegrating WSN with wired networksiioe,
Intesmed] is cther possible future research for routing protocols |
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Abstract: Segmentation is the initial phese in
éxamining or trarslating a pidure corsequently.
Specifically applications, similar to picture pressure
or picture ackrowledgment, whole picture can't be
handled straightforwardly. This mumerows
sagmentation procedures are proposad to fragment
a picture before preparing it. This made it
conceivable to create numerows methods which are
right now utilizing a5 a part of various businesses
and farming field. They are either commected for
evaluating or reviewing rature of sustenance itens
and Fruts. These coreated strategies utilize
thresholding and grouping way to deal with get
appropriate sectioned yield. This paper foousad on
K-Mears Algorithm and OTSU's Algorithm for
image segmentation. This approach portions the
Mango natural product pictures especially which
are monroundabout and caught in  different
enlighteryrent, for exarmple, low, Medium and high
power. K-Mears Algorithm is eminent strategy for
picture segmerntation. Distinctive shape Mango
organic procct  picdures are  fragmented
appropriately alongside dark scale. After the
segmentation procedure thresholding are comnected
on the sectioned picture. Thresholding calculation
“Otsu's thresholding” is conmected to enhance the
effectivensss of the last yield picture. The diagnostic
outcome dermorstrates the exact segmentation of
mango |mage utilizing this approach.

Keywords: Segmentation, Otsu’s Algorithm,
K-Mears Algorithm, Thresholding

L Introduction

I'n rore seasoned days, huren relies on its vision
auities o separde reacly and urripe
naturd products. Y e, this technigue had high rate
of blunders due to sickness, diversion and different
variables amid working hours, This likewise may
impacts the working rae of framework. So to
diminish this disappoirtment rabe human beganto
design new strategies [B][10][19]. Separaing the
data from pictures and understanding them for a
few errandk is a vital normrd for Machine leaming.
Likewise, picture division is one of the underlying
strides in bearing of understanding pictures and
dter that finds the diverse protests in them

|nnovaion progression on the picture division
procecure hes encourtered huge developrment
both in principle and application

Picture division procedure was broadly utilized &
a part of example acknowledgment and picture
grouping in numerous regions, for exanple,
horticultural, restorgtive and  legal,  Iege
segmertaion is the first step for andyzing an
imege & well & inportart and chalenging
process of imege processing [2](3]. In imege
segmertaion technigue inmege is divided irto
meaningfd  regions/dasses  hewing  similar
properties and features. With the help of image
segertaion required  irformation cen be
extracted for applicion Mary rea world
applications are using imege segmentaion process
like Contert Based Imege Retrievd, Object
Detection, Medica Imeging, Traffic Control
System el Segmentation process can be
parformmed Info twio ways, segmentation on a
spedific part or region of imege of segmentation
on the complete image [1]. Image segmertation
dassification is givenin Figure 1.

A.Region Based Segmentation
I n this techrigue imege is divided irto regions or
chueters according to the discortinuity propesty of
pixels, Pixels with same property are grouped into
one region [20].

LThreshold: For imege  segmertdion
thresholding is corsidered s the sinplest method.
| nthresholding each pixel of imege is replaced by
a pixed black if the pixel intersity < assigned
congtant X or a pixal white if the pixel intersity >
assigned constant X,

2. Chstering: |n dustering the objects are
organized in the different dasses based on their
characteristics. A duster is comsidered & the
group of objects besed on similarity and dissimilar
with the objects belonging to differert dusters. A
various types of dustering techniques have been
introduced for effective irage segmentation [20].
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In K-Mean image is divided into K groups/
dusters. A duster is defined in the form of k
certroncks. Selection of a point for a particular
cluster is done according to the doseness of point
with the cetrtoids. If not closer to thet custer's
certroid than in other cluster. Selection of best
certroick in K-rmears dustering is done by
dtermating data poirts for the duster using current
centroick and certroics selection besed on the
ourrert deta points to duster

11. Related Work

Thresholding-based irmage cegrertation
technique is good enough for partitioning natural
imeges correctly [1]. In this research menud
segmentation, Otsu’s thresholding discussed. On
the besis of these three techniques ore inproved
thresholding technigue is formed The aralysis
results showed that TsTWN has the ahbility to
produce good segmentation  Segmentation
technigues based on Clustering  algorithm
Histogram metching wes used for detecting the
riperess rate of fruits and vegetahiles [ 2], Colored
imeges of fruits and vegetables are used a8 an
input data Sorre threshold levels are st to find
the meturity level fruits and vegetables. Fuezzy
homogeneity vectors and the fuzzy co ocourmence
metrix concept is wsed for imege segmentaion
Homogenaty vectors and the fuezzy membership
function are combired for feature extraction of
imege [23].

An improved dustering agonthm with colour
dassification technique is used for sagrmenting the
fruit imeges [3]. Morphological Operation, Edge
Detection, Threshold, Clistering techriques are
wsed for segrrerting differert food and food
products imeges [4]. MATLAB is wsed for
inplemernting and andyzing Bacdteria foraging
optimization agorithmis used to find the defeds
on frut swface. In this ressarch work a novel
approach of imege segmentation is used for
segrreniation and segregation of infected Truit
surface besed on color features [08).

Inthis ABFOA approach and RGB decorrposition
is used for better result. A hybridized model with
the comtirgtion of Morphological Operations and
Waershed Segrmentation technique (MOWS)
foosed on the segrentaion technigques for
overlapped regions [09]. Surface color features of

fruit are extracted then segmented the defective
part of fruits using K-Means Clustering and Fuzzy
C-Mears agorithrs [11).

Gassian low-pess filter (GLPF) is wsed for
removing noise. K-Mean dustering dgorithm is
weed for the defect segmertation of fruits [13].
Three to four dusters are wsed for defect
segmertaion For experinerta result defected
apples are wsed &5 a case study. |n addition of this
ANN (atifidal reurd network) and Genetic
Algorithms are also wsad for imege segmentaion
[11].

111. A

The K-mean cadodaion is besed on promirent
buching caodation and widdly wsed for
iformetion  mining  imege classification,
bicinformetics and numerows differert fields. This
cdoddion functions admirably with  little
detasets, In this paper we foosed on modified
krrean caloulation for inrege dassification

A K-Means Clustering Algorithm

K-mears dustering is performed into three steps:
1 Datafealures are extracted.

2 Vector space is creged

3. Naturd chustering is idertified. In this method
objects are dustered around the cancroids Ul Vi =
1

In K-Mears adoorithm intialy k pixels are
selected rendomly & the initid centroids for
chustering The selected certroid work for creaing
diusters and is wsed to determine which pixels
belong to it. Remeining agorithm uwses the
iterative process a5 follows:

Stepl: Clhesters having dosst centroid are
assigned to the duster. Eudidean distance is used
for similarity computation, less distance represents
more similar they are. That s based on pixel’s
intersity distribution

Step?2: Centroics intigization by k random
intensities.

Step 3: Repeat step 4 and 5 urtil there is no nore
change in duster |abals,

Step 4: Imege poirt dustening besed on the
distance of their intereity values fromthe centroid
irtensity values,

In this daorithm k is wed 2 the number of
clusters, i represents the rumber of iteration on
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over dl the intersity values, | iterates over dl the
certroids (for each duster) and i are the certroid
irtersities.

After completion of clustering irege is segrrented
besed on the formed dusters. Each duster of
pixels forma separde imege.

B. OTS5LU"s Thresholding Algorith

We have performred thresholding with Otsufs
thresholding. Thresholding technigue is Wtilized to
change over the dim level or paired picdiure into
Righly contrasting pixels. In this assessrrent, Olsu
strateqy wes added to ascertan edge esteemn
corsecuently, and aongthese lines ermpower Ls Lo
separde objeds of erthsiam from its
experience.

Otsufs  thresholding gves  worldwide
thresholding. Worldwide limit esteem is figured
corsequently which is utilized to ot a power
picture into a paired picture with imiZbw. There is
no code determined for taking out noise before
thresholding the pidure, so it contans some
measure of conmotion exhibit,

Otsu's calaudation takes 3 seconds to credte the
yield The strategy does not function admirably
with variable brightening. Area of intrigue is less.
It incorporates superfluous points of interest,

Otsur's thresholding technigue indudes repesting
through all the conceivable limit esteens and
figuring a measure of spread for the pixel levels
eachside of the edge, i.e. the pixels thet either falls
in closer view or foundation The poirt is used Lo
chscover the limit esteem where the aggregate of
forefrort and foundation spreads is & its bese.

IV.EXPERIMENTAL RESULT

In our expeimentaion we e besic
segmertation  methods, K-Means dustenring
algorithm and Otsu’s  Thresholding  based
cegrrentation techmigues. In our experiment
rengoes are seledted a5 a case Sudy. Basic
segrertation techrigue is used for the segregation
of mango fromiits background and other objects.
Foosed dgorthm of this paper K-Mears
clustering and Otsu’s threholding are wsed for
segerting the imege based on color.

K-rmears dgorithmis based on number of used
clusters k for segmentation and Otsu's thresolding
is besed on number of created dasses N. In this
demmonstration we wsed k=2 and N=2.3 and 4.
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In experinentdion of K-meas besed imege
segmertation, Fig. 3. we wsed two dusters.(a) is
ongnal imege and (b) is segmrented imege. In Fig.
4 (a) is the origind imege and (bl (c),(d) are the
Otsu's threshold based segmented images with
N=2, N=3and N=4 respectively. N is the rumber
of classes for segmrentadion Origing Image N=2
N=3 N=d.

slelele
e ¢ ¢
CALE ]

Fig A O s Thoshaldag basrd Sogmoniainms (=1 1.4)

TABLE 1: RESULTS OF SEGMENTATION
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Abstract

Presently  everyvone s working  for
aulomation in every field so, to aid the
fedions work we can use radio Trequency
identification system that works on current
issues  faced while data  organising  or
tagging in supply chain management. This
paper provides a stody on radio Tregquency
identification (RFID) technology. RFTD tags
were originally designed to basically replace
the barcodes in supply  chains,  Their
mlvantages are that they can be read
wirelessly and with no line of sighi, contain
more information than barcodes and are
more robust. The paper describes current
fechnology,  including  the ramges  of
frequencies  and  specilications  used.
However, privacy became @ problem with
increasingly omnipresent RFID tags. This
paper discusses potential attacks that could
infringe vour privacy and alse explains
countermeasures, The RFID technology did
med stop al iem-level fagging, This paper
also provides up-to-date research o find
and track ohjects. Due to such widespread
wsce of RFID tags, a significont redoction in
the cost of producing them is  of
considerable  inferest. 11 forns ool that
printing tags can be a viable option o
convenlional production,

Kevwords
RFID, OCR, 150, IEC, POS, EPCIS. tags,
supply chains, tracking, IR sensons

1. Introduction

Radio Frequency ldentification (RFID) is a
generic term for technologies which use
radio waves 1o automatically identify
individuals or objects from a distance of
several inches o hundred feet. This is an
Automatie [dentification (Auto-100)
technology which is used to automatically
identify any object. Barcode. magnetic
strp, 1C card, OCR, voice recognition,

fingerpnnt ldentification technologies, and
Optical Sinp etc. RFID technology uses
automatic data capture system that helps
increase the efficiency of the svstem. For
ientification purposes the combination of
tag and reader 15 wsed. A code 15 stored in
the RFIDY g, and a physical object s
attached to i, Now that object is easily
recogmizable. Then, object will transmit
tag code. In this way the reader gets
information about object. RFID is not a
new lechnology in fact, but i is being
apphied in new ways. RFID is technology
which 18 growing rapidly. RFID offers
much advantage over traditional devices
such  as  barcode  identification.  The
barcode scanner must be in ling of sight
with the label 1o read the barcode. This
means the items or detectors necd w be
manually relocated [3]. RFID, however,
will read 1ag data without a line of sight.
The RFILY system also needs no alignment.
RFID has a high read speed and in the
presence of a barrier this may work, This
technology 15 more ¢ffective when longer
reading range, [ast scanning and fexible
data carrying capabilitics are required,
RFID  system  has  received  increasing
attention  in many  areas, such as
manufacturing  companies, agriculture,
transportation and industries [5] ewe. 13.56
MHz and 860-930 MHz for passive RFID;
433 MHz for active RFID and 2.45 GHz.
A significant  1ssue 1= global
standardization of the RFID  system,
Diafferent manufacurers implemented the
RFID in different ways. There is no
universal norm  that can  be  used
everywhere. For  differemt  RFID
applications various standards or protocols
are proposed. Those standards  include
physics  of  hardware  Specification,
specification of the tag-reader air interface,
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and specification of the reader host
command. A number of organisations,
including the Intermmational Organization
for Standardization (IS0, the International
Electro Technical Commission (IEC), and
global, have set standards for RFID. The
following 15 a short list of RFID standards
[2]: IS0 10374, IS0 10536, 150 11784,
IS0 14443, IS0 153693, IS0 18000, EPC
globally  Both  standards ~ manage
communication between the tag and the
RFID reader. These standards operate on
specified frequency bands (e.g. 860 - 915
MHz for UHF or 13.56 MHz for HF).
Differem aspects of RFID echnology will
be provided here.

1.I.  Moaotivation for the paper

Given the breath of the fields contnibuting
to RFID technology and the rapadly
changing nature of the echnology, finding
a comprehensive survey of the entire
landscape is difficult for swdents and
others who wish to start research in this
arca. There are some good survey papers
on ceriain  particular aspects of the
technology as outlined in the next section,
but there 15 no source where a new
rescarcher exists Can get an overview of
the major research efforts in the field as a
whole 1o help determine where one might
want o concentrate one's rescarch.

1.2.  Our Contributions

In this paper we look at ongoing research
activities in the RFID field as a whole and
begin by discussing the major challenges
facing RFID technology today and next
we discuss the ongoing rescarch cfforts to
try and address these challenges. We also
draw  attention o three areas that we
believe need more research, so that this
technology is widely adoptedin this work
we aim to illustrate the interdisciplinary
nature of the contmbutons W this
technology in the research.

2. Current RFID Technology
This section descnibes which parts consist
of RFID tags, how they work in principle,
and what types of tags do exist. It focuses
on how tags are powered and what ranges

of frequencies are used. The  section
concludes by covering some key standards.

(
8
Figure 1: Parts of an RFID system

The chip size also depends on the Antenna.
The size and shape depend on  the
frequency of use of the tag. The size of a
tag depends also on the area of use. For
implants, it can vary from less than a
millimetre o the size of a4 container
logistic paper. Some tags also  have
rewritable memory attached in addition 1o
the microchip, where the tag can store
updates between reading cycles or new
data such as serial numbers [6].

Figure 2 shows a RFID tag. The anténna is
visible quite clearly. As said before the
tag's size has the greatest impact on the
antenna. The microchip is visible in the
middle of the ag and there is no internal
power source since Lhis is a passive tag.

Figure 2: A passive RFID tag (from | Wiki-
REIL], used under the GNU Free
Documentation License)

An RFID tag works as follows in
principle: the reading unit generates an
electro-magnetic field which induces a
current into the amenna of the lag. Uses
the current to power the chip. The current
also charges a condenser in passive lags
which guarantees the chip unintermapled
power. In active tags the condenser is
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replaced by the battery Shonly explaiming
the difference between the active and
passive tags, Once the tag is activated, it
recetves commands from the read unit and
answers by sending s senal number or the
information requested. The tag penerally
does not have enough energy to creale its
own clectro-magnetic feld, but  instead
uses back-scattering to modolate (reflect /
absorb) the field sent by the read umil.
Because most  {luids  absorb  electro-
magnetic fields, and most metal represents
those fields, it is difficult 1o read tags in
the presence of those matenals.

The reader has to keep on powering the tag
during a reading cycle. The field created is
called continuous wave, and because the
strength of the field decreases with the
distance square, the readers must use a
rather large power That field overpowers
any response a tag could give. so tags
respond directly below and above the
continuous  wive  frequency  on side
channels.

We distinguish 3 types of RFID 1ags in
relation 1o power or encrgy;

21. Role of HRFID in IT
Infrastructure and
DataManagement

To get maximum benefits from RFID

technology, apphcanons will need o be

fully integrated into the I'T infrastructure of
the enterprise. The RFID systems serve as
data  sources  (or  inpuls)  in this
infrastructure; however, when tags are
inscried into sensors and other tools, the
tagged object will act as a network node
with data flowing between the node and
backend im both directions [7][8]. The
amount of data generated by an RFID
svstem depends on the number of items
tagged, the number of readers in the supply
chain and if any, the securnity protocol
used. To deal with issues such as multiple
reads of an item at a given location, this
data must be sent to backend systems
where ns 18" scrubbed.” Several secunty
protocols have been proposed that rely on
the tag identifier being stored in a central

database, while the tag stores a key or PIN
that is linked to the tag identifier by some
mathematical function [9][10]. The key
stored on the tags changes " randomly,
typically after each reader’s response w a
query, giving the tag anonymity. In these
securily schemes the central database musi
be available at all times, hence these
schemes are also referred 0 as online
security protocols. This latter condition
will further strain network resources for
systems that adopt these protocols enline.
These safety protocols will need o be
studicd from the perspective of network
scalability and availability.

EPCglobal’s  Electronic  Product Code
Information  Services (EPCIS)  standard
allows  secamless  interchange of RFID
information  across  organizations  and
within them (EPCglobal 2007). Further
study is also needed to address issues such
as: Occasional missed reads of a tagged
item in a multi-tracking location supply
chan, resulting i a partally complete
tracking record for the tagged item.

Assessing  the  potenual  of  current
networking  protocols w0 accommaodate
RFID systems ' mass-market adoption.
This standard, however, 15 based on
sharing data from Class | tags and as Oren
and Shamir (2006) have already shown
this process is not secure. In an
environment with secure RFID systems,
the exchange of RFID  information
between business partners s an area that
still requires some rescarch once the secure
RFID  systems are  developed. More
analysis 15 also needed 1o address issues
such as: Occasional missed readings of a
tagged object in a multi-tracking location
supply chain, resulting in a partially full
tracking record for the tagged item,
Assessing  the  potential  of  current
networking  protocols  to accommaodate
RFID systems " mass-market adoption,

2.2, Analyvtics and Enterprise Use
of RFIDDaia
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Data from RFID systems provides al a
minimum a  three-dimensional  view
{product, spatial and temporal) of an tem;
the product is identified by the g 1D, the
reader provides the location where the tag
was read and the time when it was read.
Each data dimension may be used to track
iems  individually  or  in aggregate.
Addinonal data measurements may  be
given by adding more memory to the tag
to allow monitoring of additional states,
such as date of manufaciure or date of
expiry. To explore ways:

s use this data o improve business
funclions such as supply chain
management and product pricing:
more research is needed.

s Utlize this data o improve
business functions, such as supply
chain management and
productpricing.

s Combine and present these data
dimensions in meaninglul ways 1o
potential wsers, in order (o facilitate
better businessdecisions,

2.3.  RFID based Consumer Posi-
Purchaselses

Mass-market RFID adoption must be
driven by consumer demand. There is a
delivered value versus acceptable nisk
{in terms of pnvacy, cost, safety and
other concerns)  equation  for  the
consumer and any successful RFID
application will have to consider this
equation from the point of view of the
consumer  (Eckeldt 2005), Research
into  post-purchase uses of tagged
products and RFID systems at home
will be an ongoing process, and the
more consumers can directly benefil
from RFID technology the more
suppliers will demand RFID-cnabled
products. Some of the reputed post-
purchase wuses are  (Giinther, and
Spiekermann 2003: 75):

3. Attacks against RFID Systems

We descrabe differemt kinds of attacks
and exploits that an RFID system may
suffer from several attacks which are

as follows:

Figure 3: Types of RFID Tags and their
working respectively,
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Figure 3: Tvpes of RFID Tags and their
working respectively,

Figure 4: RFID based Post Purchases Uses.

It is becoming increasingly apparent that
technology along is nol enough o solve all
of the above-mentioned problems; it needs
support from the legislature. Some US
states have already introduced laws such as
the 2005 “ldentuty Data Protection Act” 1n
California. Even il a sophisticated tag
could be built with strong encryption etc. it
would raise the price of tags and thus make
it uminteresting for most applications.
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Many important issues are addressed in
this section. Next, possible vulnerabilities
have been discussed and ideas have been
put forward that ry o fix such problems.
Those proposals range from  simple
measures like destroying the tag with the
kill command tw more sophisticated
approaches like the guardian Attachment.
Then it described authenticanion in RFID
systems. This 1s a difficult 1ssue, mainly
due to the limited resources on the chip.
Last but not least, there were talk of
several attacks aganst the RFID system.
Although the RFID tags arc simple, many
exploits are possible.

4. CHALLENGES OF RFID
Today. many supply chain inefficiencies
originate from inaccurate data about where
products are in the supply chan. Retailers
miay provide point of sale (POS) data 1o
the manufacturer, but  withowt the
knowledge of existing inventory levels and
stock in transit, these data points are not
sufficient for accurate demandplanning.
While there s increasing  préssure  on
manufacturers, distnbutors, and retalers 1o
maximize efficiency. minimize cost and
provide the best value 1o the endcustomer

» Buffer stocks, out-of-stocks and late
shipments  impact  on margins
of products.

o  [naccuramtc data causes  cxpensive
manual interventions 30 per cent of
supplier transactions containerrors.

» Discontineous data flow across the
supply chain leads o redundant data
entry/duplication ofeffon.

o [nability tw trace products and
ingredients to suppliers and customers
makes  information  sharng  and

product recalls complex
andexpensive,
e Cosl clfectiveness of EFID

technology

» Lack of standardisation in RFID
becomes the challenge for selecting
the bestechnology.

5. DRAWBACKS OF
RFIDTECHNOLOGY

e Dead areas and orientation

problems

RFID functions close o cell phone or
wireless network technologies, Like
these systems, some places may have
weaker signals and lower read rates
are sometimes a concern when the tag
15 rodated into a direction that is not
well suited (o the reader.

=  Security concerns

Since RFID is not a bar-coding line-
of-sight system, new secunty issues
may arise. For example, a competitor
could set up a high-gain directional
antenna for scanming tags in trucks
that go 1w a warchouse. This
competitor could determine flow rates
of different materials  based on
received mformation.  Furthermore,
hacking i1s always a risk when using
RFI} for high-secunity operations,
siich as payvment methods,

« (Ghost tags

In rare cases, if multiple tags are read
simultaneously,  the  reader  will
sometimes read a tag that 15 nm
present. Therefore, some type of read
check. there are CRCs, should be
implemented cither in the tag. reader,
or tag read data,

= Prone/vulnerable to damage

The tags may be damaged by water,
static  discharge or  high-powered
magnetic surges (such as lightning
strike).

« Unread tags

When reading several tags o the same
step, certain tags may not be read and
when the items are not in sight there is
no sure method to establish this, The
wsse does nol happen for barcodes,
for this when the barcode is scanned,
it is automatically checked when the
scanner 1s read by a beep and the data
can then be entered manually 1if 1 s
not scanned.

« High costing
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The parts and tags are more expensive technology is still new. Like software
compared 1o barcodes, because this and support

-erMmm:mtemmmm:mmmmumMumfuvmm}\
for encryption, taa costly to implement, [vues with ditribiding keyi for same schemes e
Sniffing & pewerlul alteck n those systems, sinee il can feveal a lot of inberestng
infermation for the eavesdropper.

= Simple RFID tags also do not offer any protection from being read by a misbehaving reader,
The learned information can be uied later aa in other AFID dystem attaeks. Tracking: As
diescribed above, This explait aims 19 gather as much information 3 possibde and [o refate i

= Especially a5 tagging at the iterm:beved becomes commonplace it becomes possible to create a
person’s precise profile. That beads to a loss of privacy.

= An attacker can read the data from an asthentic tag in this allack scheme, and copy (& to a
blank tag. Smce most tlags do not provide any form of authentication or access controd, an
attacker may simply read paising people's tags and save them for Bter use on a blank 1ag.
=An cxample of 3 spoofing attack 5[ RichackO&a), The attacker reads the tag data from an ifem
in & store and creates @ new tag to reglace a similar but mare capensiae Bem with the tag.

= The retagged iem can then be checked sul and paid for the cheaper ilem anly te the
attacker,

=in this 3ttack The attacker intercepts a reader's communication with the tag. The response o,
the riginal tag may be repeated at a ater time when the reader receives a reguest from the
attacker.

= At the end of the authentication soction an cxample was given where the conversations
betwesn prowimity cards and a building access reador were recorded and played back
dnother example that b often used s the following: when passing an E2-Pas checkpaing, a
car can riecodd the redpanse ghien by snather car 1o the automated toll collection wyitem and

S

= There can be seversl dillerent forms to this attack, One fosm i simaly by jammeng the
freguenches the RFID systern uses, hius making communication impossible. Similar by
mierfering with the MAC protocol ancther RFID tag (see blocker tag in the privacy section)
can pressgnt a reader from discowering and pelling Eags,
= it it enough to dissble a tag to wrap it in some metal foil. That prevents the tags fnom getting
enough energy 1o andwer gueries, Thieves aften use this o disable the EAS tags.
i e = Apparently it becama such a problem that the state of Colorado made it a misdemeanor to
'DENIAL OF wear aluminum underwear in stares with the intention of circurmventing] ColaradaLaw] theft
SERVICE dietection systems.
s = The following scheme is 2 mare maniad intensive attack: An antkRFID activist could attach
random labels 1o items around the store. It leads the AFID network Bo collect meaningless
data that discredits REID technology.

«Thee RFID wirus a5 desoribed in | Rieback06d | is an old assaull on a new area, The verus attacks
thi RFID system Server Backend. Data read from the tags s usually stored ina server. Vieus is
a classic 50U njection attack targeting unchecked o Inappropriately escaped input 10 the
database 1o execute additsonal commands,

Figure 5: Types of Security Threats
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5.1.

stafl needed to mstall and operate the
RFID read systems (for example in a
warchouse) may be more expensive o
use,

Collision with RFID Reader

Reader collision happens when two or
more  reader signals  overlap.  The
simulianeous quenes g 15 unable o
respond, and to avoid this question,
systems must be carefully set up; other
devices use an anti-collision protocol
(also known as a simulation protocol.
Anti-collision protocols require tags to
tum over when they are sent o a
reader.

RFID tags are problematic (o
remove

RFID tags are difficult for customers
to remove; some are very small (less
than hall a millimetre square and as
thin as a sheet of paper); others can be
coverad or mserted inside a product
where they can be removed. Where
customers are unable to see these. New
technologies allow RFID tags o be
"printed” directly on a product, and
may not be removable at all. When
consumers  barred documents  with
RFID tags, they are apprehensive about
their privacy

Perquisites of RFID technology
Library mission

Some  libraries view RFID as an
opportunity o improve other pans of
their mission, possibly neglected, by
automating  clements  of  their
circulation activities and redeploying
staff. Library outreach programs such
as  language training. children's
programming and new  Canadian
services can lake advantage of the
energies of qualified and interested
staff redeployed from a more
automated circulation system.

Speed of circulation

RFID has been shown o reduce
circulation  congestion at both  self-
checking stations and at the circulation
desk, allowing tor the simultaneous
check-out of stacks of items. Most

librarians agree that that waits for
delivery translates into better customer
satisfaction,

»  Hest Usage of Money

Return on investment calculation for
RFID, depending on some variables,
shows a three to seven-year investment
payback penod. Libranes that have
completed a full ROI calculation
believe they can enjoy significant hard
and soft future savings,

s  Future growth
EFID productivity gains may not be a
current  necessity,  but  in rapadly
growing populations, library directors
and boards are worried about being
able 1o offer the current level of
services  in the  [uture.  Rising
populations MeAns INCREAsing
circulation, increasing demands and
stretching hibrary  services.  Some
libraries see the implementation ol a
staged RFID ax a solution 0 future
library resourcing problems.

=  New library
The best ume to discuss RFID 15 when
designing and constructing a new
librry  or renovating  an existing
building. The architect can
accommodate  siltation  and  other
measures  more  easily  Planning
equipment and RFID  investment
appear o be less significant when
rolled into a capital building or budget
tor renovation

6. Expectations fromRFID leading
to Future modifications

EFID technology will only be wsed more
commonly in libraries as the cost of tags
continues 1o decline and the secunty issues
are resolved. Because there is greater
demand for the product, basic economic
rules will apply, there will be greater
supply and lower costs. The same applies
to the information security provided by
RFID, as there is a greater demand for
incredsed security, the technology  must
evolve and become usable. The industry
will respomd to s cestomers © owill,
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commercial as well as public, just as these
will respond to the public’s will.

M m
l'ql-'ﬂﬂ:lllﬁ-
AR ANILIAL

Figure 6: RFID based SMART approaches

Security analysis of RFID based devices

can be wsed for which many sman
applications are integrated with educative
environments. One or more of following
smart approaches may be integrated with
educative environments as shown in the
Nigure above.

7. APPLICATIONS OF RFID

Tracking system for student 'ssafety
Tracking system for the safety of
students Safety and security of students
is a challenging task for the
management of the school as well as
for the responsibility of parenis or
guardians. With regard 1o the
behaviour and safety of the swudents,
school management and teachers face
major  challenges in  introducing
sccurity  within @ the  educational
cnvironment, I s ecasy W trace the
children and the school bus location.
The bus speed can also be controlled
while the activities inside the school
bus are comtinuously  monitored.
Through the new communication
technology such as RFID systems |26,
the happiness of parents, teachers and
school stafl can be achieved so [ar,
monitoring and recognition.
«  CampusManagement
One of the ssues in educational
ERVIFONMENIs is the protection in campus
management. Managing large amounls
of data is stll a complicated issue

are  many vulnerabilities i current

campus management systems when the
data is handled manually or using
conventional methods, Thus, all these
MMaws can be perfectly solved by
introducing RFID  devices integrated
with security in campus management
system. Here the level of secunly
according to the applications should be
considered.

* LibraryManagement

The library system now uses online
approach for most of the day-to-day
operations  that  include  e-book
collection and slorage andd
administration. Short range of RFID
devices can be wsed within library
environment with reasomable security.
Library uses Internet facilities with
existing network  infrastructure o
provide fast information. Internet
security is used to prevent unwanted
data from accessing the library
management system. The new RFID
network  management  for  next
gencration network is being built wath
versatile protection to improve securily
in educational environment. For
example, the anti-theft gate RFID EAS
{Electromic Article Suerveillance) can
b used for library management system
that is easy to integrate with nexi-
gencration network,

s Emplovee’s

andmanagement
The education system should provide a
secure solution for all workers 1o access
and confidentially handle their personal
information. In keeping with secunty,
the access and management system of
the employees may be concerned after
two problems. Security-rich password
management Integrates with enterprise
ilentity management system Single sign-
on approach 15 used in above cases o
enhance the security [28]. Available
protection algorithms can be applied 1w
ncrease efficiency in order to improve
security in educational environments via
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RFID  devices [24].  Awthentication
variables, access agent, identity wallet
ete are some of the security solutions that
can be studied o improve access and
management for the employees. There
are plenty of other choices that can be
examingd i educational environments
through the RFID tools or systems used
[27].

Password self-service and Strong RFID
authentication are also exampling for
improving  security  in selected
educational environment fields. Efficient
safety according to the field should be
implemented in the access svstem of the
employees. RFID-based secunty system
can be introduced as a new device to
handle these problems, which will solve
a mumber of potential problems  in
cducational environments [24, 25].

The e-reader, which is integrated with
most wireless devices, is available for
those interested in reading  academic
books and relevamt academic support
books. Wireless tools are merged with
wireless networks and RFID  devices.
The wireless networks employ a number
of secunity  algorithms.  Using RFID
devices, the e-reader can be interacted
which will provide instance ouipul of
reading ability for students. Wireless
network secunty provides a number of
benefits for those who use RFID devices
within the educational environmem|24].
There are many RFID-based devices that
are wsed around or in educational
environments where safety is one of the
potential challenges. In  this  paper.
speciiic RFID-based  devices needing
some form of low and high complexity
security will be considered as a basic
understanding  and  illustration  of  the
potential issues, This device will detect
what students have done for the last 12
hours, because to understand the lessons,
physical and mental conditions should be
relaxed. This  system will not only
support the learning and listing attitude
of studenis but  also  provide full
enhancement of the approprate secunty

for  academic cumculum  used in
educational environment[25].

8. Literaturereview

s RFID technology intracking
RFID technology tracking consists of
woe  primary  components-tags  and
readersAn RFID tag comes with a
microchip and antenna. The microchip
stores information about objects (such
as the serial number), while the
antenna  allows the microchip to
forward information about objects to
the reader. The reader creates a
magnetic field with the tag antenna,
and the tag wses this magnetic field o
send the reader information aboul the
ohjects, There s also a  third
component in an  RFID  system—a
computer used to interpret and store
data and perform  required actions
{Autaran, 2007},

An RFID tag may be used for the same
purposes as a barcode but an RFID tag
has  some  addinonal  Teatures  that
traditional barcodes do not have:

{1} Reading RFID does not require visual
conlact.

() The RFID tag information may be
changed while reading, which also
allows the reuse of RFID wags

(I} Several RFID tags may be read at
the same time

(I¥) The RFID tag information capacity
is greater than that of taditional
barcodes

(V) RFID 1ags are much more durable than
barcodes  (Wyld, 2006), RFID s
mainly used for tracking and tracing
pur-poses in supply chain
management. Tracking systems  are
based on checkponts which record
monitored 1nem movements
{Loebbecke and Powell, 1998).
Tracking svstems have the main
function of connecting the physical
material flow with information systems
(Stefansson and Tilanus, 2001). The
benefits of monitoning are: real-ume
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synchronization of material Mows and
individual tracked objects, such as
merging-in-transit;  providing  an
efficient link between physical reality
and information  systems, such as
improved inventory count and product
receipl transactions; improved logistics
management  metrics  and  analyies
(Ala-Risku el al., 2(M)3:
KaTkka inen&Holmstro m., 2002;
KaTkka'inen el al, 2004 )
Implememarion  of RFID  wracking
system challenges Although articles on
RFID tracking in the supply chain field
usually  focus  on explaiming  the
solutions and opportunities of supply
chain management technology, maost
articles also mention the challenges
and obstacles 1w RFID  technology
being adopted for this purpose. There
are even posts thal concentrale on
posing certain difficulties and differem
points of view around the subject or
providing a list of potential problems
or even obstacles. The remainder of
this  subchapter  addresses  the
difficulties of following the RFID
monitoring contamned in the liwerature.
Different  standards and  insufficient
technotogy  Deficient  standards  are
commonly mentioned as an issue,
because  globally  agreed  RFID
standards  are a relatively new
phenomenon (e.g. Mgai &
Gunasckaran, 2009; Ataran, 2007) A
somewhat standard-related issue 15 the
different frequency cies used around
the world (e.g. Wu et al,, 2006; Moon
& Ngm, 2008). Another technological
challenge often mentioned 5 a lag
reading problem. Poor reading can be
caused by matenials which absorb radio
waves (e.g. metal or water) around or
under the tags (e.g. Li et al, 2006).
The other reasons for poor reading may
be the wrong position of anlennas
relative to the direction of the reader,
or collisions with radio transmission
caused by oo many RFID tags, or just

the different quality of tags (e.g. Asil

& Mandiviwalla, 2005).
s  Challenges for RFID tracking

system implementation
While articles on RFID tracking in the
supply chain sector typically concentrate
on descnbing the technology’s solutions
and  opportumities  for  supply  chain
management. most articles often address
the challenges and bamers to RFID
technology  being implemented for this
purpose. There are even articles that focus
on  presenting  some  challenges  and
different points of view around the topic,
or presenting a list of possible challenges
or even obstacles. The remainder of this
subchapter discusses the challenges of
adopting the RFID tracking found in the
literature,

* Different standards and the in
sulficient technology
Deficient standards are  commonly
mentioned as a problem. because RFID
standards  agreed on  globally are @
relatively new phenomenon (e.g. Ngai &
Gunasekaran, 2009; Auaran. 2007). The
various frequencies used around the world
are somewhat related 10 norms (e.g. Wu el
al., 2006; Moon & Ngai, 2008). Another
technological challenge frequently
mentioned is the problem of reading tags,
Bad reading can be caused by matenals
which absorb radio waves (e.g. metal or
water) around or under the tags (e.g. Li et
al., 2006). The other reasons for poor
reading can be the incomect position of
antenmas relative w the direction of the
reader, or collisions caused by oo many
radio lransmissions
s  Ethics and privacy

Many articles focus on the ethics and
privacy issues related to the RFID
technology  (Visich et al.. 2009). By
applying RFID technology for tracking
purposes, some businesses are afraid of
the negative reaction of customers and
public organisations, Béepetton's 2003
RFID trnial 1s one example of the power of
public opinion. The company ordered 15
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million RFID ags for item-level pullover
maonitoring, but  the company never
implemented  the pilot  because  the
consumers began w0 boyveott Benctton's
shops, with customers  worried about
privacy loss (Blanchard, 2003; McGinty,
20064),

Security and data sharing problems

A slightly related issuwe with privacy is
security  concerns.  If the  tags  contain
considerable information about the hstory of
product handling., the other supply chain
partners may obtain confidential information
about  the supply chain  practices  of
competitors, such a8 shares of  vanous
suppliers and the product delivery time
(Santos & Smith, 2007). In theory, some
ousiders may be able o break the code and
read the tag imformation by using their own
RFID reader, and without physical access o
the item (Asif & Mandiviwalla, 2003),
Another more serous fear is that somebody
could change the RFID tag information using
their own RFID reader (Li et al, 2006).To
work effectively, a supply cham-wide RFID
tracking system requires information sharing,
which creates an indirect secunty Concem
when companies may hesitate 1o share with
other compamies all the information necessary
0 obdain the full benefits of visibility of the
supply chains. However, even i’ companies
arc willing to share all the nformatbon
obtwined by RFID  remders, Asilf &
Mandiviwalla (2003) also poinis out the
reverse issue that oo much  information
cawses problems for the handling and storage
capacity of  the information  systems,
expecially if the companies have nol agreed
on commaon procedures o restrict the amount
of data.

Dual tracking systems

RFID wacking is estimated 1o replace
ancient long-term  tracking  syslems.
However, RFID can not replace the
barcode, which 15 currently the most
common tracking technology used al the
moment. Numerous articles desenbe this
problem  of dual tracking  svstem

siuations  (e.g.. Npam & Gunasckaran,
2009; Ross et al., 2008,

Lack of the information about existing
EFID tracking implementations

Visich ¢t al., (2009) pointed ow that the
information  about  the existing RFID
rracking implementations s confusing.
Technology providers usually have signed
non-disclosure  agreements  with  their
customers, thereby preventing them from
discussing these implementations, Lee &
O zer (2007) highlight the fact that the
best- known papers and reports about the
benefits of RFID tracking have been
written by technology consultants and
other experts representing organizations
which gain when RFID wechnology
adoption increases. Consequently, the
knowledge about unrcalistically  high
standards of RFID tracking capacity,
combined with the fack of guantitative
data from  actual cases, [frustrates the
execulives responsible for implementing
RFID tracking decisions (Lee & O zer,
2007; Visich et al., 2009),

8.1. Summary of the RFID tracking
implementation challenges

In the reviewed articles, the journal's
viewpoint and target group appear o affect
the topics considered challenges  or
obstacles and how they are classified,
There are also various obstacles and
challenges which are interrelated. For
example, most of the technological
problems can be solved by buying more
expensive  technology  and  using  the
assistance of external expens.Also the
need to reorganize business processes in
order o better exploit the possibilities of
RFID tracking can be seen either as a cost
problem or as a matter of the capacity ol
the management w0 understand  the
strategic  opportunities  of  improved
tracking.

9. Conclusion

The crux of this paper lies in the blooming
scope of work lined up for RFID
technology. it is quite easy to implement
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which would help in casing our work load. Engineering Chitilappilly

The past s gone which used manual
working now it is the 21%cemury which
needs such technology to solve real world
problems by making everything efficient.
RFID technology has some drawbacks but
now we could put few innovative minds
behind 1t to clear the path for smomh
workflow. few more amendments can be
done is the secunty areas leading to more

reliable  system

by use of IOT and

Anificial intelligence which can enhance
the performance.
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Abstract:

In the era of ICT and Internet it is important
to keep pace with rapid changes in the
technology that are taking place in the world,
especially for developing countries with strong
emphasis on the Education sector. For this,
changes ought to be introduced in the teaching-
leamming process. The Use of Intermet is
becoming an engine of innovation in education
The Intermet or indeed ICT and all its
interactive elements are able to have an
extremely positive impact to the leaming
potential of students as well a5 teachers.
Virtual Learning Ervironment (VLE) is a web-
based toolkit that facilitates learning through
the provision and integration of online teaching
and leaming materials. This paper shows the
concept of virtual leaming erwironment,
virtual commumnity, characteristics of present
virtual learmning  ervironment/classrooms;
differentiate with  traditional learming
ervironment, demerits and suggestions of VLE,
proposed model and some innovative initiatives
by the government of India.

H &
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Introduction:

We know the field of Information and
Corrrrunication Technology is a challenging
field The rapid growth and uses of Intemet
made in the field of ICT have led to a
revolutionary shift in the field of education and
training and the Open library plays a vital role
More and more leamers'students are taking
echacation via these open sources to relish their

dreans. To cier to this large segment of
learmers, a nurmber of institutions including the
virtual institutions have started offering a wide
range of courses on the web called web-besed
education tutonials or online courses or virtual
courses, They can access these tuonials any
tire amywhere from the web Thus, it ats &
collaboraor between the creators and learmers

of knowledoe and formed a global knowledge
metwork. Again the avalability of free Open
Source Software like ELMS[1] hes also
brought 3 drestic change the way how
informetion is delivered and accessible freely,
There are a rumber of universities in India
which are working for creding such type of
open leaming system which can be freely
accessed by anyore.

Such advancerrerts in 1CTs have engbled to

provide education by adopting  mEMinmum

techrologies in a Vituwa Leaming

Ervironment (VLE). Modern library systens

are also coming up to deliver their services in

such an ervironmert.

Virtual Learming Environment (VLE

A VLE is a virlual classroom thet dlows
teachers and students to conmmunicate with
@ach other online. Class informetion, leaming
mekerials, and assignments are  typically
provided via the Web, Students can log in to
the diass website to view this informetion and
may aso download assignments and requared
reading melerials to their conputers. In a
vitual classroom  the  teacher ey
communicae with the students in real-time
using video or Web corferencing. This type
of commrunication is typically used for giving
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lectures and for question and answer sessions.
If the teacher only needs to send ol a
homework assignment, he or she can sinply
post 2 bullegtin on the class website. The
suderts may also receive an  e-mail
rotifiction letting them krnow a new
assignment has been posted. If dass menbers
heve questions about the homework, they can
perticipdte in online forums or  submit
incivided questions to the teacher. Virtual
leaming ervironments are a popuar method
of e-learming, which refers to leaming through
glectronic means. While a VLE cannot fully
replace the traditional classroom it can be a
ueaful way of teaching studeris who reside in
rrary differert locations. VLE cortairs the
onling leaming services. This is a leaming
platformthal organizes and provides access to
online leaming services for the sudents,
teachers and administraors. In VLE, the
legrmer is & a far off place from the futor or
teacher or irstructor. He'She uses some form
of technology (obviowsly internet connected
computer) to access the leaming resource
rmeterials which are web- besed and dso
interacts with the teacherffutor or instructor
and other learmers.

Characteristics Of Virtual L earmning
Classroors

Vit classroom also reecs equivalert
eqipment and tools in the form of
network-besed  software  application  to
adllow a group of irstructors and studerts to
camy out the leaming process. It facilitaes
selfl learming at the learner’s convenient
time and place. Electronic publication is
cheaper and faster. It facilitates faster and
cheaper delivery of the maerial. No
physical boundary is required for getting
access o virtual learming. Entire universe is
the classroom |t enables to updde leaming
meterids speedily. The output of vilual
teachi ng-learning process depenck upon the

factors like students’ motivation for self-
learming, subject expertise and
communication skills of the teacher, on-line
problemsolving facility, conmectivity to e
library, and use of technology based lightly
interactive multimedia, etc.

Virtual Leaming E nvironment

 EieRen Calcalon It & et 18

« Irtersive and rigorows shot  term

traimng courses,

Continuing education programime.

Workshops/conferencefseminars.

D,

Egm.la'ﬁigg:ﬁ%mim

Cregtion, storage and access the learning

MESOUITES.

«  Lesson planning and assessment.

» Manage access to learner’s informeation
and resources and aso tracking of
progress and achievermert,

» Communication with  leamers  via
emals, notices, chat, blogs.

- Self assessment quizzes.

« Fomral assessment fundions such a8
examindion presertaion of projecs
(= (o

« Provision for rnecessary hyperlinks to
credte a unified presertdion to the
shudents.

« Interaction in vemacular language

- Integrde heterogeneows  technologies
and multiple pedegogical approaches.

« Upgraddion of tecachers’ skills in
developing and delivering the course
content through networks.

- Developing  irtelligence  leamming
techmology by having self teaching
quides or do it yoursalf series,
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It is a digital repository initiated by IGNOU
to enhance the acoessibility of knowledge to
share its valuable resources with educational
ingtitutions and leamers interrationally. This
national Digital Repository ads a5 a podium
to store, index, preserve and share the digital
learning resources developed by the Open
and Distance Leaming Institutions in the
courtry [7].

Gyan Darshan

A sadlite based TV channel devoted to
educaional and developrental needs of the
society [8].

Nodlinet (Mational Open And Distance

lLearners®  Library And  Informaiion

Network)

The Library and Documentation
Division of IGNOU has started giving
efforts to take higher education to the
doorsteps of the hitherto un-reached
through its various modes of Informetion

and Doourrent Delivery Senvices
IUC-TEFED
Inter  University  Corsotium for

Technology-Erabled  Flexible Education
and Developmert (IUC-TEFED) is the
latest initiative of IGNOU which works as a
nodal point to undertake al types of
collaborative activities involving Open and
Disance Learning eleaming new
knowledge creation, appropride
technology, ete.

Conclusion

As an impat of the globalization and ICT
revolution as well, there is generally an agreed
implication that education and training should
go in the ture of the same. Virtud Learning
schools all over the world & such ae
accepting the new techrologies. |n this regard,

India is lagging behind In comparison with
other advanced courties like, US, UK, ec. The
egablishment of the Indian Traning and
Eduction Network for  Developrment
(INTEND) by the Ministry of Human
Resource Development, Governmert of India
is a good approach of the government. The
initizives taken up by IGNOU and other
Universities are a good signd in the courtry.
The fuure of vitual leaming ernvironmens
hes many innovative and exciting possibilities.
At the same time advertures in leaming call
for cregtive and potent environments where
individuals share meaningful knowledge and
experiences in corstrudting new informetion
and ideas. These advertures foster mutual
collaboration tha dlows learmers to apply
rewly acquired learming in the design of
insightful,  cogritive  processing  without
detachment/ obscurity from redl-life situgtions.
A judicious blend of both traditional and
vitial learming environment  with special
attention 1o students” needs and satisfaction
can cregle construdive and credtive leamers,
teaching conmrunity and leamed society. The
we of mew ICT by the Indian
Schools/Universities should be encouraged to
produce professionals to menage knowledge
resources inthe VLE.
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ABSTRACT: RFID based Toll Collection System Using Arduino wsed for collecting tax
autorretically. In this we do the identification with the help of radio frequency. A vehicle will hold
an RFID tag This tag is nothing but unigue identification number assigned. This will be assigred by
RTO or traffic govemning asthority. In accordence with this number we will store, dl besic
informretion & well as the amount he hes paid in advance for the toll collection. Reader will be
strdegicaly placed & toll collection certre. Wherever the vehicle passes the toll booth, the tax
arrourt will be deducted from his prepald balance. New bafance will be updated. In case if one hes
insufficient balance, his updaied balance will be negative one. To tackle this problem, we have
camera on the way to capiure the image of respective vehicle. As vehicles don’t have to stop in a
quewe, this trarslaes to reduced Traffic congestion & toll plazes and helps in lower fuel
corslrmption This is very important advartage of this system

KEYWORDS: G5M rmodule, Arduino Uino, RFID, TOLL.

L INTRODUCTION
The need for manua toll-besed systens is conpletely reduced inthis method and the tolling system
works through RFID. A conplete RFID system corsists of a trasponder (tag), reader/writer,
artenna, and computer host. The transponder, better known as the tag, is a microchip combined with
an artenna system in a compad package. The microchip cortars memory and logic circuits to
receive and send data back to the reader. These tags are classified a5 either active or passive tags.
Adtive tags have intemal batteries that allow a longer reading range, while passive tags are powered
by the signal from its reader and thus have shorter reading range. Passive RFID have no internal
power source and use external power to operde. These tags are powered by the electromagnetic
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signal received from a reader. The received electromagretic signal changes an intermal capacitor on
the tags, which in tum, acts a5 a power source and supplies the power to the chip. Though these
pessive tags have both UHF and LF, the low frequency tags are best becase UHF tags have high
read range and hence capable of reading multiple tags simultareously which in tum mey lead to
collision. The obvious advantage of the transponder in our project is thet it reads only one target a
tirme and hence it is very advartageols compared to dl the other previolsly existing system The
RFID tag is used & a unigue identity for accourt of a particular user, When a vehicle drives through
the toll plaza, its driver is prompted to scan his RFID tag. If the idertity (serial number of the tag) is
metched with the one dready stored in the system the toll amourt is deducted from his accourt,
After this, the vehicle gets immediale access to drive through This RFID based toll system also has
some additional fesbures. A new wser can register him with the systemn Also, an old wser can
recharge his accourt badance. The amourt for recharge can be ertered in the system In beginning,
the user is prompted to scan his tag or 1D. The serial code of the tag is identified by the reader
rrodule and is sert for comparison with stored daa, If the 1D is matched by the microcontroller, the
toll amount 15 deducted from user’s balance and user gets o drive through the plaa, On the contrary,
if the tag is not identified then imege of car is captured by Gamera A new user needs to register
himeelf after which his idertity is verified with RFID tag The new record is then stored by the
ricrocontroller to grant future access.

21 Why Toll is Collected?
Ay structure, building or system needs maintenance and rehabilitation which are of course costly.
Highways and roads are aso not an exception From the very pest, the corstrudtion, extersion,
maintenance and operating costs of highways, roads, bridges and tunnels were collected directly or
indirectly. Inthe older indirect method, the expenses are compensated either by tax payment on fuel
or by budget dlocation rom the netional income. The shartcoming of this method is thet a number
of tax payers, who do not use sone of the roacs and camiageways, have to pay extra money.
However, in the other system called direct method, the tolls are taken directly from the drivers
passing that road or street. The other three main reasors why tolling, or road pricing, is implemernted
are listed below.
a)  Finance/Reverwe Generation: To recoup the costs of building operating and
mairtaining the faclity. Road pricing is becoming a more appeding mears of funding
tramsportation. Moreover, toll financing allows projects to be built soorer instead of waiting
for tax revenues Lo accumulae,



Matianal Conference on indwstry 4.0 (WO 4,0-2030) [2 I'JE-'[I]
Facwlty of Engineering & Compurting Sciences , Teerthaaker Mabeveer University, Moradabad

b) Demand Management: To noderde the growth in dermand on the transportdion
system, and to encourage more use of public transportation and carpooling. For example,
vehicles are charged to enter inner London, England, &s a way of regulding the demend in
the region

(4] Congestion Management: To place a price on limited roadway space in proportion
to dermand. |nthis application the toll incresses with the level of congestion. Inthe absence of
such pricing, drivers do not appreciate the costs they impose on others & a result of the
congestion they cause.

22 Different Types of Toll Collection Systems

Three systenrs of toll roads exist: open (with mainline barmier toll plazas); closad (with entnyexit
tolls) and all-electronic toll collection (no toll booths, only electronic toll collection gartries at
ertrances and exits or & sralegic locations on the mainline of the road).On an open toll system, all
vehicles stop & various locations along the highway to pay atoll. While this may save money from
the lack of need to corstruct tolls at every exit, it can cause traffic congestion, and drivers may be
able to avoid tolls by exiting and re-entering the highway. With a closed system, vehicles collect a
ticket when ertering the highway. In some cases, the ticket displays the toll to be paid on exit. Upon
exit, the driver must pay the amount listed for the given exit. Should the ticket be lost, a driver must
typically pay the mexinmum amourt possible for travel on that highway. Short toll roads with no
intermmediate ertries or exits may have only one toll plaza & ore end, with motorists traveling in
either direction paying a fla fee either when they enter or when they exit the toll road. In a variant of
the dosed toll system mainline barriers are present & the two endpoirts of the toll road, and each
interchange has a ramp toll that is paid wpon exit or entry. In this case, a motonist pays a flat fee &
the ranp toll and another flat fee & the end of the toll road; no ticket is necessary. |nan all-electronic
system no cash toll collection takes place, tolls are usually collected with the wse of a transponder
placed before the Gae as soon as the vehicle reaches near the Transponder the anount is deducted
ard the gate will be opered astomer accourt which is debited for each use of the toll road. On some
road’s automobiles and light trucks without iransponders are permitted to use the road a bill for the
toll due is then sent to the registered owner of the vehicle by mail; by contrast, some toll ways
require all vehicles to be equipped with a transponder. Modem toll roacs often use a combination of
the three, with various ertry and exit tolls supplemented by occasional mainline tolls. Open Road
Tolling (ORT), with all-electronic toll collection, is now the preferred practice, being nore efficient,
ervironmentally friendly, and safer then manual toll collection
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23 Drawbacks of Existing System

The above-mentioned method for collecting toll tax is time corsuming method. Chances of escaping
the paymert of toll tax are there, It leads to queuing up of following vehicles. Suppose the manua
toll collection systemis very efficient then for one vehicle to stop and pay taxes tota time taken is 50
seconds. And suppose 200 vehicles cross the toll plaza. Then, time taken by 1 vehidle with 60 second
average stop ina morth is: 50x30= 1500 seconds

¥ early tota time taken = 1500x12 = 18000seconds = 5.0 hours

On average each vehicle that passes through the toll plaza hes to wait 5.0 hours in engine start
condition yearly, The figure is staggering if on an average we take 200 vehicles pass through the toll
plaza each day, then yearly 72000 vehicles pess through the toll plaza. And each year 72000 vehicles
just stand still for 5.0 hours in engine start condition thereby aiding pollution and wasting fuel and
rrorey, This study is if the systemis very efficient but whet if the vehicle has to wait for 5 minutes?
This is a figure comsidering one toll plaza. If corsidering 50 toll systens the above figure will
drastically increase and the wastaoe of fusl, money will incresse and pollution will also increase.

24 Proposed System

Each vehicle will be provided by an RF Transmission tag contaning a unigue |D. This unigque 1D
can be assigned 1o the vehicle by authority body of country like we can have this 1D as the vehicle's
nurmber, This tag will continuously emit RF signals. When the vehicle will reach at the toll booth the
RF receiver will detect these RF signals. The sigrals are amplified and are passed to microcontroller.
This microcontroller will display the id on LCD. Now, with the help of PC irterface unit the data
collected is pessed to PC through serial port. Software developed will show all the details about the
vehicle on the screen Detalls like dete, time, address and id will be stored in the access databese.
Based on these details a report will be prepared. Message of payment deduction, less balance or
prepaid the accourt, etc. will be sert to vehicle owner by using GSM nodule presert & toll booth,
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Figure 1: Proposed SystermModel

This project was proposed considering the fact that, these days ‘transportation is a major part of
humran day to day life Since, time and money are two mejor componerts of the transportaion so,
even if it possible to save a small amourt of both ertities & sarme time it would be a boon to the
society and environment. The idea ATCS is ready being used in a lot of countries worldwide. India
being a courtry with 2 largest population in the world This project is a working rodel of the
highly efficient and cheap systemwhich can be used on toll plazas, ATCS uses RFID technology for
idertification of vehicles passing through toll plazes and an ATmega328 microcontroller ermbedided
in Arduino board for further processing The RFID technigue used to find which vehicle has reached
the toll and wsing its pre fed information to camy out further function like alowing the vehicle to
pess or not, ATCS is mostly dependert of its microcortroller e ATmega328 embedded on Arduing
board. The owrer of the vehicle hes the RFID tag which is read by the low frequency RFID reader
to mead even tags of 125 kHz freguency. On reading the tag the tag 1D obtained is send to
microcortroller after which it analysis the tag, the tag ID metches it with 1D saved in databese. if the
vehicle's tag |D metches with one of them it deduds a certain fixed ampurt of money from the
prepaid card and gives a command to DC notor to open the gate and dlow the vehicle to pass.If in
case the card is not valid the microcortroller conrrands the owner to move the vehicle to the manual
tex payrrent lane. |n case card is valid but morey in the card is insufficient same command is given
to the owrer. On successful processing or trarsection of money the owrer receives an autonreted
SMS through GSM module SIM900 on registered rmobile nurber regarding the amount of money
decucted, the available balance and the name of toll plaza vehicdle recently crossed This fedure
el ps the owrer to keep atrack on his vehicle al the time preverting the theft of vehicles.

Basic hardware required inthis project:

Arduing uno

EM-18 RFID reader

RFID card

LED's

Buzzer

DC motor

5V DC power supply

NS e W
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8 SIM900 GSM Module

9. Jumpwires

10. Bread board
The besic block diagram in Fig2 outlines the concept RFID besed highway toll tax system A
dedicated GSM module is interfaced to the mein server which will send the SMS to car owner for
deduction in balance or less balance or deposited balance anourts. Camera is there which will take
imege of car.

LCD Display

RFID Ia; ~= REID Reader . —>

GSM Module | A

Main server
cPy

Camera |——M

Figure2: Block Diagram

RFID is an autometed data-capture technology thet can be used to dlectronically idertify,
track, and store instruction involve on a tag. A radio frequency reader scars the tag for
data and sends the informetion to a detabese, which stores the data contained on the tag
The main technology conponents of a Radio Frequency |dertification system are the tag
and Readler,

i

P

=
s Dl
ria

Antan




Matianal Conference on indwstry 4.0 (WO 4.0-2030) [z,n zﬂ]
Facwlty of Engineering & Compurting Sciences , Teerthaaker Maheveer University, Moradabad

Figure 3: RFID

CONCLUSION

In order to implement contemporary system of “"RFID based Toll Tax system using Arduino™ the
ermbedded systerrs pla form has wilized. For this purpose, a new RFID technology based on micro-
cortroller was implemented and tested in this study. The verification system preserted has the
following advartages: The verification system comsists of data bese about the wser of RFID
multipurpose card,

The state of art of microcontroller ATB9552 used a5 a mediator in between PC and RFID; it acts as
user interface whenever user shows RFID card it will read out by MCU wsing RFID card reader then
it trarsfers those things to PC interfacing front end software. The RFID sacurity systemis mgjor role
of this project. A kind of radio frequency chip was adopted to design electronic toll collection system
of expressway.
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ABSTRACT: “Hi-Tech Home is becoming popuar due to its numerous berefits. Home autormation
refers to the cortrol of home appliances and domestic features by local networking or by remote
cortrol. Artificial [ntelligence provides us the framework to go real-tine decision and autormation for
Intermet of Things (1oT).The work deals with discussion about different intelligent horme autometion
systers and technologies from a variows festures standpoint. The work focuses on concept of home
atormretion where the monitoring and control operdtions are facilitating through smart devices
irstalled in residertia buildings. Home audtonretion systers and technologies corsidered in review
with central controller based (Arduino or Raspberry pi), web besed, email besed, Blustooth-besed,
mobile-based, SMS based, cloud-based and the Intermet with performance The work is concluded by
giving future directions home automation Sccurity Research.”

KEYWORDS: Home-Autometion, Intelligence, Microcontroller, Sersor System User-friendly
Interface

1L INTRODUCTION

The concept of HI-TECH homre is besically automretion Autorretion is a technique. method, or
system of operding or controlling a process by electronic devices with reducing human
irvolvermert to a minimum The fundamenta of bulding an autometion system for an office or
home is increasing day-by-day with numerous benefits. Industrialist and researchers are working
to build efficiert and affordability autometic systerms to monitor and cortrol differert mechines
like lights, fars, AC based on the recuiremert. Autometion mekes not only an efficient but also
an economical use of the eleciricity and water and reduces much of the wastage. 10T gant to
people and things to be connected Any-time, anyplace, with anyone, ideally using any retwork
and any service. Autongtion is ancther important application of 10T techmologies. It is the
monitoring of the energy corsunption and the Cortrolling the ervironmert in buildings, schools,
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offices and museuns by wsing differert types of sersors and actudors thet cortrol lights,
terrperature, and hurmidity.

2 HOME AUTOMATION

2.1 User interface - As a monitor, computer, or Phone, for exanmple that can give orders to cortrol
System

2.2 Mode of Transmission- Wired commections (example Ethemat) or  Wireless (radio waves,
infrared, Blustooth, GSM) etc.

23 Central Controller- A central controller besed The HI-TECH Home known as Home
autorrgtion, with the use of rew technology, to meke the domestic activities more conveniert,
comfortable, secure and economical. The home autonretion system includes main conmponents which
are;

Home seaurity systemcan be implermented by combining mamy homes into a security network: with a
cortrol node dedicated to each locality depending on the number of users, There are few certral or
chief cortrol nodes with high processing power which controds these nodes,

24 Electronic devices- A light, an AC or a hedter, which is compatible with the treremission mode,
and connected to the Central cortrol system

3 FEATURES OF HOME AUTOMATION SYSTEM

In recent years, wireless systems like Renote Cortrol have become nore popdar in home
mebworking., Also in adtomdtion systens, the wse of Wireless technologies provide several
advartages that could not be achieved with the use of a wired network only.

3.1 Reduced I nstallation costs
Irstdlation costs are significantly reduced since no cabling is
NeCessary.
3.2 Internet Connectivity
Cortrol devices from arywhere in the world with use nmobile phones to
control HI-TECH Home.
3.3 Scalable and Expandable
With the Compare of Wireless network is especially useful when,
due to New or changed requiremerts, an extension of the network is necessary.
34 Security
Easily add devices to crede an integrated smert home security system and built-in
seaurity ensures integrity of smert home.

4 CHALLENGES OF HI-TECH HOME
These include high manufacturing costs, high developmert costs, high instaldion costs,
ackditional service and support costs, lack of home automation standards, corsurmer unfamilianty
with techrology, and complex user interfaces, With the advancement of tinre, rapid development
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in technology and processing power which leads to a corsiderable reduction in device cost and
size, All of these factors have contributed to the populanity of lectronic devices today, so people
are no longer confused or unsure about the use of the computer, nobiles, or tablets. Moreover, a
lot of home autometion protocols, communication and interface standards.

4.1 From a Homeowner's Point of View

L There is a huge difference between whel wser thinks is the inplementation of access control
ard the access control and security measures thet are actually inmplemented,

2 Along with home security system, there can be more devices comnected to a home network
like mobile phones which go with other user and connedts to external other networks.

3. An dtacker can compromise home autometion system by using these devices & a geway
to home network when these devices get connected to home network because user are careless inthis
irs =

4. Most of the times people are unaware, misinformed or careless about various sequrity risks
while choosing home autongtion system due to the money issue.

4.2 From a Security Engineer’s Point of View

. Unhike in companies, ont can't enforce policies or secunty procedures that affeet the
convenience of people & horre or thelr guests.

2. People are careless about even simple security policies.

3. Home may corsist of people of different age groups e.g. Senior citizens which are not cable of
understandiing the technical aspect of the security system is more wvulrerable to social
engineering. 4. An atacker who hacks a horre automation network: can cause a wide range of
damage, including theft, vandalismy emotional harm permmanent damage Lo dectronic devices,
loss of reputaion, financa dameges, blackmail, ervironmental dameges, physical hermito a
home's inhabitants, granting unauthorized acoess Lo anyone.

5. The mixed ownership of devices & home and guests with varying technical knowledge and
differert intertions compounds security issues & home.

5 FEATURES
5.1 Bluetooth-based Home Automation System

We are taks about providing an electronics wser manual on the phore wsing Bluetooth and
Intermet. |ssues of using Blustooth

1. Bluetooth has a maximum communication range of 100m in idead conditions. More may be
needed in a home erwvironment.

2. Bluetocth commumication hes conparatively high power corsunption, so the betteries of
devices nead to be frequently recharged or replaced.
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3 Blustooth technology hes advanced and improved to Bluatooth Low Erergy (BTLE), which
provides the samme range of commrunication However, it hes seriols security concerrs such &
eavesdropping and weak encryplion as disoussed by M. Ryan .

4. Blustooth communication should only be used on oocasions where there is a need for quidk
short-lived network communication with little concern for security.

Bluetooth looks like an atractive cormunication technology for creaing smart homes, Blugtocth
is cheap, easy, and quick to set up. People are aready familiar with the technology. The herdware
required for establishing Bluetooth communication is readily available and the tedhnology also
provides the necessary bandwickh for the opergtion.

5.2 GSM or Mobile-based Home Automation System
Mobile based home autometion is atractive to researchers because of the popularity of
rrobile phores and GSM techrnology. We mainly corsider three options for conrmunication
in GSM, namely SM5-based homre autormretion; GPRS based HI- HOME auometion, and
Dual Tone  Multi Frequency (DTMF)-based  home  autometion[2].
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Security concerms about SMS-based HI-TECH Home security systems:

1. The 4 digit security passkey n then itself, proposes a seounty. An atacker could wait outside
the home and peep through the window to learn the passkey. One can't expect the owner to be
careful every time he or she enters the passkey. The user punches inthe passkey routinely, sothe
probebility of the user being careless is high

2. The passkey used in the work and u’s different for each individual at home, which improves
the odds of hacking the keypad.

3. Informing the homeowrer aboll an intrusion & home through an SMS message is never a

good practice. Users may not frequertly check their phones for SMS messages, or may not be
near enough to the phone to hear a message received tone, so they could easily miss the intnsion
alert.

53 Intermet-based Home Automation System
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Internet or IP protocol-besed commrunication in home autonetion systerrs is always a popular
choice among researchers, The Intermet is easily scalable, flexible when it comes to access ad
usg, and very popular as a communication method in today’s world, so the hardware and the
rnetwork required for access is readily available, offers high bandwicth and very low
conmunication cost, and devices can connedt to and disconnedt fromthe network: easily.

These are somre of the features that meke the Intermet such an atractive choice for researchers.
Utilizing the Intemet as a means 1o access and control the home seens to bethe next logical step
forward for home automalion systerrs. From an end user’s point of view, using the Internet to
access their home is easy, convenient, cheap, flexible, and offers no conplication of an added
technology to leam. User interface devices like laptops, smart phones, PCs, and tablets are essily
avalable in the market, and these devices are already a part of people's daily lives. So,
incorporaing home auomelion into these already-popular user devices seens to be the natural
progression. In most | ntermet-besed autometion systems, a usemame and password seem to be
the only authertication method used.

CONCLUSION

Basad on surveyed study the companson of HI-TECH Home autometion systens is presented
Microcortroller, user interface, a communication interface and their performence factor are
compared. There are a number of do-it-yourself (DIY) platforms available thet alow to ceae
Horme Autorretion system quickly and easily with low cost and high performence e.g. Raspberry
pi, Arduino, other microcortrollers, &tc. In this review explained differert home autometion
systern g Web besed, email besed, Bluetooth-besed, robile-besed, SMS besed.. In future
home autometion will more smart and fast. It would be extended to the large-scale environment
such as colleges, offices and factories etc.
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ABSTRACT:In mary metropolitan cities we face the most common problem particularly at
peek time of business hour. Everyday struggle and efforts to dozing traffic, pollution and rush
driver the biggest cause of frustration, stress and psychological problem. At certain junctions,
sometimes even if there is no traffic, people have to wait. Because the traffic light remains red
for the preset time period, the road users should wait until the light turms green.To solve such
serious problem most of the wrban communities are providing ideas and planning to
implement updates in our traffic control system as in every field old version are replaced by
smart version,

Corventional system does not handle variable flows approaching the junction in addition the
mutual interference between adjacent traffic light system, the accidents, the passage of
emergency vehicle this all leads to traffic jam and congestion There are Information and
Communication technologies that can be used to develop smart traffic control system wsing
sensor devices and other system that sense data.

KEYWORDS: GSM rodule, Arduino Uno, RFID, traffic light.

L INTRODUCTION

Road transport is one of the leading/ancient modes of trareport in meny parts of the world todsy, The
nurrber of vehicles using the road is increase rapidly every day. Due to this reason traffic congestion
mejor problem incregse daily in many developed countries so to cortrol this problem Traffic light
system was introduced. The world's first traffic light was a manually operaed gas-lit signal irstalled
in London in Decerrber 1868. It exploded less than a north after it was implemernted, injuring its
policeman operator. Eamest Sirrine from Chicago paterted the first autorreted traffic cortrol system
in 1910, It used the words "STOP" and "PROCEED", athough neither word was illuminated,
MNowadeys, Traffic light placed & road intersections, pedestrian crossings, rail trains, and other
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locatiors. Traffic lights consist of three universal colored lights: the green light allows traffic to
proceed in the indicated direction, the yellow light wams vehicles to prepare for short stop, and the
red signd prohibits any traffic from proceeding. Secondly, the curent traffic light system is
implemented with hard coded delays where the lights transition time slots are fixed regularly and do
not depend on real time traffic flow. The third point is concerned with the state of one light & an
intersection that influences the flow of traffic & adjacent intersections First, the traffic flow depends
on the tire of the day where the traffic pesk hours are generally in the moming and in the aftermmoon;
on the days of the week where weskends reveal minimum load while Mondays and Frideys generally
show derse traffic oriented from cities to their outskints and in reverse direction respectively; and
tirre of the year a5 holidays and summer. As we see traffic signal are most convenient method of
controlling traffic in a congestion road, but in the today’s world these signal fail 1o control the raffic
when a particular lare got more traffic than the other lanes. This situation makes that particular lane
more congested then the other lane, thus due to this the commuters around the world have to face
traffic congestion every day costing enormous amourts of tirme and money. From New Y ork, to Paris,
to manila, commuters spend hundreds of hours sitting in traffic. Most severe is the struggle of the
morning commute, when everything goes planned it can take two or three hour to reach destingtion
& rush hour, Traffic congestion can lead to drivers becoming frustrated and engaging in road rage.
Irefficient menagement of traffic causes wastage of invaluable time, poliution, wastage of fuel, cost
of trarsportation and stress to drivers, etc. but nore importantly emergency vehicles like anmbulance
get stuck in traffic. In the financial capital of India, jourmey during rush-hour taken 65 percert
lormger. In Delhi it is 58 per cent longer, Road traffic jans cortinue to rerain a najor problem in
most cities around the world, especialy in developing regiors resulting in messive delays, increased
fuel wastage and monstary losses. Partial solution was offered by corstructing rew roads
implermrerting flyover and bypass roads. Presertly various system is providing a cost effective
solution, but the rate of successful operdtion is bad | nductive loop detectors installed under surface,
this fails in case of poor road condition Traffic is one of most significant challenge for many cities
that are experiencing rapid growth of vehicles on the road that are strain on the environment. The
common rezson for traffic congestion is due to poor traffic prioritization This is heppening because
of today’s traffic light is not operating with real time data. Traffic is a critical issue of transportaion
systemin most of all the cities of Courntries. This is especially true for courtries where population is
increasing a higher rate. As a result, many of the arterial roads and intersections are operating over
the capacity and average jourmey speeds on some of the key roads inthe certral arecs are lower than
10 Knfh & the peak hour. In some of the main challenges are menagement of more than 36,00,000
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vehicles, annual growth of 7-10% in trafic, roads operaing & higher capacity ranging from1to 4,
travel speed less than 10 Knh & some central areas in peak hours, insufficient or no parking space
for vehicles, limited number of policermen. Currertly a video traffic surveillance and monitoring
system commissioned in Bangalore city. It involves a manual amalysis of data by the trafic
menagement team to determine the traffic light duration in each of the junction. It will communicate
the same to the local police officers for the necessary actions. The design of irtelligert traffic cortrol
system is an active research topic. Researchers around the world are inverting newer approaches and
innovative systerms to solve this stressful problem

21 Why Toll is Collected?
Any structure, building or system needs maintenance and rehabilitation which are of course costly.
Highways and roads are dso not an exception From the very pest, the comstrudtion, extersion,
maintenance and operaing costs of highways, roads, bridges and tunnels were collecied directly or
indirectly. Inthe older indirect method, the expenses are compensated either by tax paymert on fuel
or by budoet alocation from the national income. The shortcoming of this method is thet a number
of tax payers, who do not use some of the roads and carmiageways, have to pay extra money.
However, in the cther system called direct method, the tolls are taken directly from the drivers
pessing thet road or street, The other three main reasors why tolling, or road pricing, is innplemented
are listed below.
a) Finance/Reverwe Generation: To recoup the costs of building operating and
mairtaining the faclity. Road pricing is becoming a more appeding means of funding
trangportation. Moreover, toll financing allows projedts to be built sooner instead of waiting
for tax revenues to accunulate.
b) Demand Management: To noderde the growth in demand on the transportaion
systemn, and to encourage more wse of public trarsportation and carpooling. For example,
vehicles are charged to enter inner London, England, & a way of regulaing the dermend in
the recion
€} Congestion Management: To place a price on limited roadway space in proportion
to demend, Inthis application the toll increases with the level of congestion. Inthe absence of
such pricing, drivers do not apprecide the costs they impose on others & a result of the
congestion they cause.

2.2 Different Types of Toll Collection Systems
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Three systens of toll roadks exist: open (with mainline berrier toll plazas); closed (with ertryfexit
tolls) and all-electronic toll collection (no toll bocths, only electronic toll collection gantries at
ertrances and exits or & strabegic locations on the mainline of the road).On an open toll systerm al
vehicles stop & various locations along the highway to pay a toll. While this may save money from
the lack of need to corstnuct tolls a every exit, it can cause traffic congestion, and drivers ey be
able to avoid tolls by exiting and re-ertering the highway. With a closed system, vehicles collect a
ticket when erntering the highway. In some cases, the ticket displays the toll to be paid on exit. Upon
exit, the driver must pay the amount listed for the given exit. Should the ticket be lost, a driver must
typically pay the meximum amourt possible for travel on that highway. Short toll roads with no
intermmediate entries or exits may have only one toll plaza & ore end, with notorists traveling in
either direction paying a fla fee either when they enter or when they exit the toll road. In a variant of
the dosed toll system, mainline barriers are present & the two endpoints of the toll road, and each
interchange has a ramp toll that is paid wpon exit or entry. In this case, a notorist pays afla fee &
the ramp toll and ancther fit fee a the end of the toll road; no ticket is necessary. |nan all-electronic
system no cash toll collection takes place, tolls are wsually collected with the wee of a trarsponder
placed before the Gale & soon as the vehicle reaches near the Transponder the amount is deducted
ard the gete will be opened customer accourt which is debited for each use of the toll road. On some
road’s automobiles and light trucks without transponders are permitted to use the road a bill for the
toll due is then sert to the registered owner of the vehicle by mail; by cortrast, some toll ways
require all vehicles to be equipped with a trarsponder. Modern toll reads often use a combination of
the three, with various ertry and exit tolls supplemented by occasional mainline tolls. Open Road
Tolling (ORT), with all-edectronic toll collection, is now the preferred practice, being rmore efficiert,
erwvironmentally friendly, and safer than marnua toll colledtion

2.3 Drawbacks of Existing System

The above-rrertioned method for collecting toll tax is tirre corsuming method Chances of escaping
the peymert of toll tax are there, It leads to queuing up of following vehicles. Suppose the menual
toll collection systemis very efficiert then for one vehicle Lo stop and pay taxes tota time taken is 50
seconds. And suppose 200 vehicles cross the toll plaza. Then, time taken by 1 vehicle with 60 second
average stop ina morth is: 50x30= 1500 seconds

Y early totd time taken = 1500x12 = 18000seconds = 5.0 hours

On average each vehicle that passes through the toll plaza hes to wait 5.0 hours in engine start
condition yearly. The figure is staggering if on an average we take 200 vehicles pass through the toll
plaza each day, then yearly 72000 vehicles pess throughthe toll plaza. And each year 72000 vehicles

268



Matianal Conference on indwstry 4.0 (WO 4,0-2030) [2 n zﬂ]
Facwlty of Engineering & Compurting Sciences , Teerthanker Maheveer University, Moradabad

just stand still for 5.0 hours in engine start condition thereby aiding pollution and wasting fuel and
money. This study is if the system is very efficient but what if the vehicle has to wait for 5 minues?
This is a figure corsidering ore toll plaza If comsidering 50 toll systerrs the above figure will
crastically increase and the wastage of fuel, money will increase and pollution will also increase.

24 Proposed System

To cortrol traffic more efficiertly, System need to be upgraded and to solve the severe traffic
congestion, aleviae trargportation troubles, reduce traffic volume and walting time so we have to
introduce the Smert Traffic Control System To minimize overall travel time, optimize cars safety and
efficiency, and many more expanded berefits in health, economic, and erwironmental sectors, Smart
Traffic Managemert is a system where centrally-controlled traffic signals and sensors regulate the
flow of traffic through the city in resporse to demand. A system which operae with real time
informetion, operators can adjust trafic flows and reduce congestion across the road network. This
system based on PIC microcontroller that controls the various operations, nonitors the traffic volume
and dergity flow via infrared sensors (IR), and changes the lighting transition slots accordingly
Inthis Systemdesign, a dersity besed traffic light cortrol systemwas developed for traffic control a
four -way road intersection to reduce unnecessany time wastage and minimize road traffic ceuelties
which the existing convertional traffic light control system hes failed to achieve. This system will
add gain to this sector with efficient operation replacing the currert prinnitive tirmer traffic control
system This helps the energency casudlties to be atended quickly without panic of traffic
congestion Successful implerrentation of our research will result in faster dearance of traffic and
improvermert in the transportation of emengency vehicles,

Power Switching Timing

Routing
Supply System Circuit

Figure 1: Proposed SysternMode

Design of Smart traffic control systeme -The input subsystem is made of sersors, progranmed and
implemented wsing some already existing principles to achieve optirmum performence. The cortrol
unit is realized by a microcontrofler-besed control program, which interprets the input and quadifies it
to produce a desired output.
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In choosing the sersors, the following festures were taken into corsideraion acouracy, rance,
calibration, resolution and affordability. Although the infrared (IR) sensors are usually disturbed by
noise in the sumounding such & radigtions, ambient light &c., they were wsad for this design because
they are cheap and readily available in the merket and are essy to interface.

Jugt like the corvertional traffic light indicator in this design controls traffic using three light
emitting diodes, *GREEN", *YELLOW® and *RELY, each having their usual meaning of “GO°,
‘READY” and “5TOP' respectively. They are controlled by the control buses of the microcontroller
clepending on the logical decisions taken by the controller to control the lanes of traffic according to
their dersities.

Mode of Operation

Once the traffic control commences operation, the states of all the sersor amays on each lane of
traffic is read and given & input to the microcortroller for logical operations. The system assigns
serial number to each lane besed on their dersity, where the lane with the most dersity is assigned
lane one. Accordingly, the system sets the ready flag for lane one where the Y ELLOW light shows;
in preparation for the passing of traffic in thet lane and delays for a certain time before giving the go
signal with the GREEN light.

The | nfrared Sersor is used to senses the amourt of dersity of a particular road. |R sersor corsists of
IR trarsmitter and receiver sensing the density of the road and produces an output signal. T he output
IR signal is provided & an input to the microcortroller.
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Figure 3: MODEL

CONCLUSION

Once the traffic control commences operetion, the staes of all the sersor arays on each lame of
traffic is read and given as input to the microcontroller for logical operations. The system assigns
serial number to each lane based on their dersity, where the lane with the most dersity is assigned
lane ore. Accordingly, the system sets the ready flag for lane one where the Y ELLOW light shows;
in preparaion for the pessing of traffic in thet lane and delays for a certan time before giving the go
signal with the GREEN light.

The Infrared Sensor is used to senses the amount of density of a particular road. IR sensor consists of
IR trarsmitter and receiver sensing the dersity of the road and produces an output signal. The output
IR signal is provided as aninput to the microcontroller.
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I. INTRODUCTION

Advancements in the reliability of
autonomous mohile robot platforms
means they are well suited to
continuously update their own
knowledge of the world based upon
their many  observations and
interactions  [4,5].  Unsupervised
learning frame- works over such long
durations of time have the potential
to allow mobile robots to become
more  helpful, especially when
cohabiting human populated
environments. By removing humans
from the learning process, e.g. with no
time-consuming data annotation, such
robots can cheaply learn from greater
quantities of available data
{observations), allowing them to
adapt to their surroundings and save
time/effort  hard-coding  specific
information. Maintaining an
understanding of dy-namic human
environments, Le. what human
activities are occurring, in which
regions at what times, allow a

robot to adjust its own behaviour, or

assist in a task being observed.

Our contributions are as follows: i) a
quditative spatiad-terpord veclor space
framework for encoding observed hu-
man adivities by an autonomous mobile
robot; i) methods for leaming low
dimersional representations of cormmon and
repeded paterms from nmultiple encoced
visual observaions wsing ursupervised
probabilistic methods; /i) solutions to
practical  corsiderations when  operding
with longterm auonomous  mobile
robots capturing continuous, ursegmented
video sequences in a lifelong leaming
selting.

Our methodology relies on first detecting
and tracking human body movements from
a single mobile robot’s embedded sensors,
dong with leaming the locgion of key
objects in the environment wsing off-the-
shelf techniques. Each hurman observation,
origindly recorded as a sequence of
quartitative poses, is encoded WwsIing
multiple guditative caadi to abstrect
the exact spetiad and tempord details of
the obscrvation, and fnally represented
& a vedor of the occurences of ds
crete qualitative descriptors (a vocabulary
of which is leamed from the daa). We
andyse the collection of encoded feaure
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vecdiors analogowsly to a corpus of text
docurrents contaning nmultiple topics of
interest. Multiple latent topics are recov-
ered from the observaions and considered
as human activity classes, each defined as a
multinomia distribition over an auo-
gereraded vocabuary, Two technigues
ae presented to leam low-dimensiona
humen activity representaions. First, a
non-probabilistic low-rank  approximation
approach is shown to work well with pre-
segmerted video sequences of ob-
served human adivity. Secondly, a nore
sophisticated probabilistic Latent Dirichiet
Allocation (LDA) [6] technigue is shown
to somewhat remove the requirement  for
manua  temporal ion of the
recorded observaions, dlowing the robot
to access large quartities of data which
otherwise would need human annotation.
LDA is a hierarchicad Bayesian model
where each observation is modelled a5 a
mixture over an underlying set of topics,
and each topic is, in tum, modelled &= a
mixture over the discrete vocabulary

Il. RELATED WORK

There is a common distinction in the
literature between vision-based
human activity analysis, which
extracts information from video
{and  depth) cameras using
computer vision techniques, and
sensor or wearable computing-
based systems [10, 11]. Sensor-
based systems often rely on the
availability of small sensors, namely
wearable sensors, smart phones, or
radio frequency identification
(RFID) tagged objects, that can be
attached to a human under

observation in order to obtain a
representation of that person's
movements. We focus on
representing human activity from
visual data, where the notion  of
being observed is restricted to a
single camera’s field of view. This is
a mature sub-field of artificial
intelligence and the reader is
pointed to survey papers which
cover the topic in detail using,
largely static RGB cameras [12-14]
or 3D depth cameras [15,16].
However, many of the common
techniques in these surveys
perform supervised learning,
where each training sample requires
manual segmentation and annotating
with a ground truth label. This is nota
feasible solution for a long-term
autonomous maobile robot which
ideally, has minimal supervision
whilst deployed in the real-world.
Ursupervised leaming techniques are
corsidered more approprige for this task
since they do nat require time- consuming,
offine mamual annotaions. Previous
works have wed Laent Sementic
Andysis (L5A) [17], probabilistic L5SA
[18] and LDA [6] for leaming low-
dimensional human activity categories in
an ursupervised setting: authors have
combined these technigues with low-level
Spatial Tempora Interest Point (STIP)
features to leamn action categories [19];
locdl shape context descriptors on
silhouette images [20]; a combination of
sementic and structural fedures to leam
adtions, faces and hand gestures [21]; and
by fusing a vocabulary of loca spdio-
terporal volumes  (cuboids) with a
vocabulary of spinrimeges to capture the
shape deformation of the ador [22];
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However, a major problem cited in these
works is the lack of spatial informetion
about the human body captured by low-
level image features, and the lack of more
long-term temporal infor- mation encoded
into the features restricts leaming more
complex actions. Descriptive spatia-
temporal comelogram features have been
used previously to address this issue [ 23],
however, the approach still suffers from
low-level image processing frailties, and
the requirement for a single person to be
modelled in the scene during a controlled
training period Another approach has
been to leamn the temporal relations
between alomic adtions in an
unsupervised setting in order to acouraely
represent “composite” human adtivities
[24]. However, the input videos for this
technique require manual temporal
segmen-  tation  into  sequences of
“overlapping fixed-length temporal clips™,
meking it prohibitively expersive for life-
long leaming on an autonomous mobile
robot, Further, each of these works have
been performed without the variability of
a mobile robot’s frame of reference, and
restricted to leaming on temporally
segmented video data during an offline

training phase, unlike our work
. QUANTITATIVE REPRESENT ATION

The goal is to understand human
activities taking place from long-
term observation of a human
populated environment by a mobile
robot. In this section we describe
the quantitative input data captured
by the robot. This section is
organised as follows: first we
define what we consider as a human
activity and the specific activity
domains the robot is required to

operate in; then we present details
of how the robot encodes each
human observation as a quantitative
fioman body pose sequence. Finally,
we describe  how the robot
interprets its environment and
learns key object locations which
provide some human functionality.

Human activities

We introduce the term activity to
relate to a temporally dynamic
configuration of some agents, where
the agents can  be grounded in the
real-world, or could be online
agents, etc. In this research we aim
to 1) understand human activities
as patterns performed by humans in
real environments, and 1) for the
system to scale to allow continual
learning. We  focus only on single
human activities. To do this we
explore the interaction between the
human agent and environment,
namely between a human and key

objects which provide
functionalities [43]. We therefore
define a human activity to be a

temporally dynamic configuration of
a human agent relative to close-by
key objects in the environment. We
make the following assumptions
and definitions related to human
activities:

A key object is a semantic entity
with a fixed location in an
environment which provides
some functionality that may  be
required for the execution of
certain activities of interest in
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that environment [44].

A hiiman activity is considered as a
partially ordered sequence of sub-
activities (or repeated patterns)
between positions  of a person’s
body joints relative to key objects.
In turn, these patterns [or sub-
sequences] can be thought of as
one or maore simple qualitative
relations  holding  between a
person's body joints and/or a
number of objects in the
environment. For example, a
person “picking up a cup” might
comprise of the sequence:
“reaching”, "grasping” and “lifting"
performed by the person’s
hand with respect to a cup.

A  major challenge is the
resolution of human activities that
can be learned is somewhat limited
by the available per- ception or
sensory inputs. This paper provides
a framework for a mobile robot, and
therefore the perception is limited
by its sensors and field of view
capabilities. This is a key limitation
to our  system;  since  the
performance of state-of-the-art
robot perception is still far from
human level perception. This affects
the robot’s ability to detect objects
[static or moving) within its
environment and only learn activity
patterns at a particular level of
granularity. Recent work in activity
plan un- derstanding has used
detected hand movements and their
contact points with objects in the

environment [48,49] to learn from
video data, or unconstrained video
from the web [50]. However, these
works rely on a much closer view
point  than afforded to our
autonomous mobile robot, and
often use pre-trained hand or object
neural networks for classification.

Human pose estimates

The mobile robot detects humans
and infers their 3D pose (15 body
joint locations] as they pass within
the field ol view of its RGBD sensor.
A common approach is to use the
OpenNl tracker [51] to detect
multiple persons and infer their
3D pose in real-time from the sensors’
depth stream. It is especially
important to obtain reliable pose
estimates in cases of human-object
interaction from difficult viewpoints.
Unfortunately, these interactions
cause most pose estimation errors
from OpenNIl, where the object is
inadvertently considered part of the
person/foreground and/or the person
is backward facing during an
observation, see Fig. 1{a). To mitigate
this problem, we leverage RGB
colour data to help distinguish
between  object and person and
resolve backward facing poses. Our
pose estimation system operates in a
two phase approach, firstly, the
efficiency of OpenNl is utilized to
produce person bounding boxes per
frame. Secondly, person bounding
boxes and the RGB frame are fed as
input into a state-of-the-art
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convolutional network (ConvNet) 2D
human pose  estimator  [52].
Subsequently, the (x, y) coordinates
of OpenNIl body joint positions are
replaced with the superior 2D body
joint coordinates provided by the
ConvNet,

We  represent the human pose
estimates as ROS messages, where a
single detected body joint location is
represented by 3D Cartesian
coordinates in a camera frame of
reference along with the
corresponding position transformed
into the global

IV, UNSUPERVISED LEARNING FOR HLIMAN
ACTIVITIES

Encoding a corpus of human
observations into such a term-
frequency matrix allows latent
structure can be recovered in an
unsupervised setting. The aim is to
learn low-dimensional
representations of repeated structure
encoded as qualitative descriptors
{graph paths) across multiple similar
observations. To do this, information
retrieval techniques are used. We
focus on Latent Semantic Analysis
(LSA) [17] and a more sophisticated,
probabilistic method, Latent Dirichlet
Allocation [6]. Both were developed
for understanding large corpora of
encoded text documents and used to
recover distributions of latent topics
or themes present in data. In this
section we first introduce both

methods and how each is applied to
the encoded term-frequency matrix.
Secondly, we introduce, and propose
solutions to, some often-ignored
practical considerations of
autonomous mobile robots, namely, i)
the unavailability of temporal
segmentation  applied to  video
sequences and i7) the challenges of
life-long or incremental learning.

Low rank approximations for human
activities

The aim is to learn a low-
dimensional representation of an
encoded term-frequency matrix by
finding redundancy within  the set of
qualitative descriptors observed. The
most discriminative descriptors are
those that contain the most
variation. The assumption is that by
reducing the dimensionality of the
matrix, but maintaining as much
variance within the columns as
possible, it is possible to represent the
corpus of observations with a
relatively small number of human
activity classes. The process is
performed wusing Latent Semantic
Analysis (L5A) which computes
linear combinations of columns to
create  new composite features
containing as much wvariation as
possible. Sorting the new features
by their ability to discriminate the
observations, the most redundant are
removed to leave a low-dimensional
representation and latent classes
encoded in the data are recovered.
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comprises of a collection of body joint
locations, i.e. p j1,j2,, using the
OpenNI/ConvNet implementation. For
each human detected by the

placed upon the length of the recorded
sequences. This variation in length is a
major difficulty when using real-world
data to learn activities on a mobile robot.

encoded data. The assumption is
that common human activities relate
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to repeated patterns of discriminative
qualitative  descriptors  encoded
within the observations. Ex- amining
the decomposition, the non-zero
eigenvalues in the diagonal matrix £
represent the r most discriminative
new compositional features, known as
concepts. These latent concepts can
be thought of as the activity classes
encoded in the original term-
frequency matrix. The columns of the
left singular (M M) matrix U contain
the eigenvectors of CC T , since CCT
UEET U T, and provides information,
as a linear combination, about the
weighting of each concept to each ob-
servation, specifying its latent activity
class (concept). The columns of the
right singular (N N ) matrix V contain
the eigenvectors of CT C, since CTCV
ET EV T , and specify a linear
combination of weights for each
qualitative descriptor [codeword)
used to describe each latent concept.

V. LiMITATIONS

In Section 6.3 we show that LSA
provides a relatively good method to
recover discriminative latent concepts
in an un- supervised setting that are
embedded in a term-frequency
malrix; along with a code book of
descriptors used to describe them.
However, there are limitations to this
non-probabilistic technique. Given the
matrix  decomposition, ie  the
left/right singular matrices describe
the linear combinations of
observations to concepts U , and
codewords to concepts V ; one

limita- tion is that both U and V are
orthogonal matrices. The implication
of the orthogonal matrices is that any
concepts extracted cannot share
columns, eg. a specific codeword
cannot be significant in two separate
concepts.

A second limitation is that LSA is a
batch learning algorithm, which
requires the entire term-frequency
matrix C to  be encoded before the
training  process  occurs. New
observations can be represented by
their similarity to already learned
concepts, but they cannot contribute
to the model and affect the concepts,
unless the SVD decomposition is re-
performed, which is inefficient for a
life-long learning setting. Finally,
selecting  the most appropriate
number of eigenvalues (i.e. rank) to
hest represent  the low-rank
approximate matrix Cr  is often
challenging. One technique for
selecting a good value of r is to plot
the variation of each eigenvalue, in a
non-increasing scree plot that ideally
shows a steep curve followed by a
bend, often called the “elbow point”,
followed by a more flat line indicating
any further features add little
variance, This technique allows a
good value of r to be ascertained,
however, the exact number can often
depend upon the task., Solutions to
each of these limitations are proposed
in the following section by using a
generative probabilistic model.

VI CONCLUSION
In summary, we have introduced a
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novel framework whereby low-
dimensional  representations  of
human observations from a mobile
robot are learned. We demonstrate
that by first abstracting observations
using qualitative spatial relations
between tracked entities in a visual
scene  and  secondly performing
probabilistic unsupervised learning
techniques, efficient topic
distributions can  be learned
representing human activities, As a
key contribution, we have provided a
formal repre- sentation of human
observations as acquired by a
mobile robot, qualitative
abstractions to pgeneralise these,
and methods to extract discrete
features as sequences of observed
qualitative relationships. Multiple
unsupervised methods to learn low-
dimensional representations of
human activities have been compared,
along with experiments and results to
validate our approach. Lastly, the
framework has been shown to work
well piven real-world practical
challenges of mobile robotics less
often reported on.

We have shown that from multiple
human observations in real-world
environments, it is possible to learn
consistent and meaningful patterns of
detailed 3D human body pose
sequences using unsupervised
learning methods applied to our
novel qualitative representation of
human observations. Models of
human activities are learned with
the presence of dy- namic objects in

a staged static camera set-up dataset
(CAD120), as well as a more
challenging, real-world, environment
with object locations automatically
learned. We presented a comparison
between our proposed unsupervised
methods to a standard supervised
method in order to add a perspective
to the learning performance. It was
shown that the performance af
LSA and LDA in these settings is
comparable to the supervised
technique, without requiring ground
truth training labels. Finally, we
proposed solutions to interesting and
as yvet unsolved practical problems in
the field of human activity analysis
from a mobile robot deployed in real-
world environments. We have shown
that by using more sophisticated
learning meth- ods, it is possible to
address some of the practical
limitations  surrounding life-long
human activity learning from a mobile
robot. Namely, that manual temporal
segmentation is not required and that
Variational Bayes inference can be
applied for incremental and life-long
learning settings.

A possible future direction of
research could be to extend this to
many months of observational data.
This would allow for totally new
topics to be discovered, possibly from
the robot entering entirely new
environments. Also, a “learning-rate”
parameter could be updated online
given new environments explored by
the robot in order to more quickly
converge on new human activities
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being observed. Any topics removed,
or not updated, could be considered
as the robot "forgetting” a particular
human activity.

(Open source software has been
developed (DOI:
gsrlib.readthedocs.org], and a
maobile robot dataset has been
made openly accessible, [DOI:
http://doi.org/10.5518/86). It is our
hope that the work presented in this
paper will help human activity
analysis researchers move away from
standard offline approaches applied
to  static, pre-processed  visual
datasets. In favour of solutions, such
as ours, developed to generalise to
real-world environments that
mobile robots actually  inhabit.
These solutions are more practical for
the evolution of mobile robotics
research in the long-term.

References

[} P Dreclowsridy B Adiiiiaril V. Gammondia, D05, Fhegg, AG, ol

snpr e el Sty Perngntomn urieg Latenl st
i imdhd b rshert ane E2ml oo iSdifsrencs dn 0 fad s
= Fd LAl Iaie

2] ¥ Duckvwerel, M &loinars | Charbes, RS Vlogg, A0 ki, Lastenk

W jin b bl g 1 '
3 eratiil e gl i P @l Assock@san i

il iR e AroiLal Imsaeinesse, bkl S9E Y

E¥l F ThHiElowsarih ™ Alaman, B Doers, 5L absaily (L. Thigpe, A

At blag 24 108 [2017Y 0 4= 15



ﬂmhrqfw & Computing Solences  Teerthanker Mabaveer University , Maradabad

) DM B AY. Mg M porlo Lot Denhlof ahoiiion | bl Lewiv
Mgz J1 | B - Lh L

N & Thiren 5% 0 i iy Fow P o bimire Bk

9] PR Rohod PLatforrm, Sing ) | wiki mra ) S lest [P0,

B hriralafa o et pakalin g fon,

18 L Clrn, | Wiy, C 30 8 gomt, DL Clsal 1L Wik Nesmnenir Susrvd gty
waorgpitin, JEER Traw Syal S Dy, e C Appl. R 87 4] (PR3]

MIT Ferw, 23S

JOEp B Lasw WA, Lalerpdin. & spreey aii Bosias i W whieg
wrpdrglila ssugey (HEE Cammpa Leey, Wansr 0F (2] (] 70 0050300

(130 ¥ Tuisgn, B Chellagj, V5 S Brabm s, 01 Uilieh, Maalides bongiifng
wf hiprmen motrtiies @ eifrey, [EUE Trana Difveits 3w Vileo Teckind. |0
0 Fy e | 4T3 |-0eE

33} G pvwe E Frvhi W sl by Uabonsorking vides sves e s iereey ol
ot Faieche b st amsds© |0 LS LA (R LA B OO eI T L il
TEFN o Ejpat Mas Evisarn. Bary £ Appd, Bgy. 39 (5 (Jik] dimi.
il

Tral 1 i nliatad. B Baiiiduial B Borer. b viveiory o idaini lidss ol vel fusds feic
wet it St i e, pegriren b ben el s g e e, Uit Vi G
mdernt 11% [Z] 0801 0] 224 281,

T1A) S W G Bleadg, B Weami b Bl B Vg | Gall A ¥ b b iy Ft
analydn frewdepih ke, in: Foror ol Fighi snd Depie Imagicg Samam
Ao minime, and Applicadions Spnisges, TUIE [up § a6 D67

(EE] ‘l Adgparwal L Xik Pomas mllviy Periatriian Irom B e o rosses,

Paitdrn Badeghil Lo &0 (DAIA) T840

A7 & Dervweien, 0T Dussa GW Peduies, TE Laaier B Hsshnues

Inddesimg Bey babora wpmadic anadyus, L Am Sow, Ink Sl &0 (R § WD) 560

[I0) T Hadrmaion. Hpsspetrrsnl iy by (sohaliie Leeal wanan i,
mlysde, Mach L 43 [L«T] [E8DE) 177106

119 B Mishlen, §l Wiasg, |- Fes-Pei, linvapermassd bearring i human actinens
St s iy kel bemgiedl wands, bl | Compet Yia 7O 1) §2000)
-1

| | R & Lo Aaseer pategmt s s i A 1EMCTT o ol benatic Gabe

0 @igliain, Casigon. Vs Eage (laderm, 100 [A] | 2008) ART. iR

TER] S Wi, T K M L paella, oiorni s remstio s ibnguicy widag bl
semantic smd sirssnend |nhamidies, (e EE Cosberpnes oo G e
Vinkaah anil Palirrs Bocogm o, CVI9 3THIT.

TEIN b w5 AN WL Blahy, Brvogeiding hhaian o Soes wiag molijds fealaee
ez IEEE Conderesry nn Cowmpier Vs gl Paifern Beragmimn VPR
niwin.

1] & Savarwsy, & DB, [0 el 1o Fai-Pel, Bpeilab i pral
wdaellivinn ar ek joeeeiid s glaii it in [EFE Warlabajivie
g sy sl Vidin Cromsedagl. WMLV, 0008

Rl € Wi | Tierrgg . Bavisirae, A Gouriii, Wite® on-puin b o pe il
wenberbanading o siiunk and el i1 IEEE Enelonrrer as
Eﬂj‘hrl'lﬂ Widigt i il Pl f Wdadogtftes,. CYVIPRL 2005

Amssrapasids, [ Wilick A Lwper, mrmrad b fer wpail
=4 .::I-.-.l.-.-, | o Warsi risand HE.-;-I;HIN ‘:llll-l:l'h.l. =

B8] | e, & Codwn, U Rd B W | 1P Vo A parrey sl gealiaiee
il EEpedsgons, Veaad Fig Weow M1 8EER k- 17

=N KN Dm0 B (v 10 L 11 B 1.4 Locmom. . Timmra,
el b din fret ety B s m g dube o el b S b
sumsnmnoe  TRlsE e AKKD Ipring Sympsium Serie, 2014

[ | T, Tavisna, v, e bin AL Celias, B0 e gy, Craabnalie sl
i PO e ot el d prw il rql.di,-q.h.ﬂ.dlr Halwg s Wetly o e il

. b daes Conderency pn Cempaier Ve on, 00V, 2004

(B L Hinie  Furiigs, AL MBeir, A Thippar, | Ve, P e, B
ey, Do leaiing Do pe i ppalial v g aml beilumoop obscl s
PR AT YN GRgeTiEandug, [ AT Imenenas sl Cenfarenre
wo IrAsiliginy Bohots s Lpsborra, 100 JEGL

12 ¥ Feraybaomgh G Cobip 1RE. Hogg, Diabling 4 udesty ssant slily
st bt LRy T vl it Ay R iy siastistaal | sl Ty son
oy Visies ICCY, 1090 pp. 150 575

[HNf R Cruofion 8 [Pl £ Dl DU Bloge, A G Catn, Enfierinired sl actirs
aflii e spgiiiag fin biomvdag ooepley sveaedt audels, cp IREEES 0l
Confvreney mn Esductive Lege Prsgrammng, Sprieger, 2000 pp 115
LFa

PRI A Cukn S LL W, Lk | Bere, B v g iwvast sy gl ] oot it
Al T Pl Yenliewers 5 aloimsrain il o Uil et | ATni sl
w2004 A i

I¥I) M Corpame B lb, P, [rresiaain mbeod dceom s d oogmi Ber mye bem
denmsia. bk & briadi gl 1% Ty A7 i P i . s}
Featihy Sppal Capleieniy wn Judywises i Cogaatos Syylmins, S L6

[4) 8 Michasd M. Herml, Uindertanding ahijecr mmtion recogneton, armeg
anil dpaimarn el Pemnring, I peiisl B Tawenil bl ng B,

Wby, Aunon sl R [19R0) A0

B8] A tvfees A ol 0 1 lngy, Warks ey Uy
el e gsaliisier apallal febalei e Hﬂnﬂ im Wil iy
Modeimgy FIL ppo k- BiR

] 0 e 1 Pordimni it h, ol dioega. A Dol i s et el Tedllr ad
Lqu,' g tan Al prnasd ng for pelao spseemn, inc Prs
Al bed |he Advanorires o bl [BirBgeRce. ARAL JUIT

(| 'III Abwmwia P i bmiwik (0 Moge A G Enhi Sems e ol sat e

i g ar lor dnsleoim e, i AL ey

h'l:p-:l].l.l'l. ]

FI8) i Ferkies, L FoieFo § Beraichin] model ol thoge shd igpraninge lse
FulbiTitdl GaThi B ¢ Rl FLC 0ty 1 G G o Lo it r ') 0 saliad
Wl o Bl Tl UYPR, ARRE, Q007 pja -0




Fuculny of Eviglneering & Computing Safences , Teerthonker Mohavesr University, Moradabad

National Conference on industiy 4.0 (RO 4.0-37030]

[2020]

Social Aspects of Friend Identification and Profile Ranking in
Internet of Things Era

Tushar Mehrotra', Guuray Kumar Rajput’,

Shakti Kundu, Sandeep Saxena’

rFﬂ‘Eﬂ'ﬁ. Teerthaitker Maliavesr -f."uh'.rm'n.'. Merracfabead
"FOECS, Teerthanker Muhaveer Limiverafy, Moradabad
"FOECE Teerthinker Mahaveer {iniversiy, Moradabad

‘Calgotias College of Engincering and Technology, Greater Notda
ushar o T nap,ac.in
-';;qul:u. rajput 3 grail com
"shakrikunedis o gl com
*sandecp resecarch 296 gmail com

Adstracr=— In this paper a model s proposed o emphasis
the wse amd advantages of profile ranking based upon
social contacts or friends’ group, The basic idea behind the
madiel §s grouping the people secially on (he hasis of
sharing common behaviour, usage paiterns of social media
or olher applications, This model can bhe  easily
incorporated with existing technology and prove benellcial
from ample of aspects as discossed  throughoul (he
litermiure,

heywords — Social contacts, Internet of Things, K-mean,
K-mearest neighbour, Profile Ranking

i, INTROPUCTION

In the present scenario, social contacts [1] are
playing a major role in the life of the people. The
users create their own groups by managing the
contacts on the social networks, The behavioural
patterns of individual can also be perceived from
the way of using these social media websites.

A larger impact can be analysed from the Fact that
social relationship is having a great impact on the
[riendship, purchasing behaviour [11][12]. lifestyle
and travelling pattern of the individuals. This
resulied  in  increased  populanity  of  social
netwarking sites among individuals in recent years.

In this paper a discussion has been made upon
wlentification of common friends according to
similar  behaviour. Various  metrics  have  been
presented to study and ranking of the profile.

I. RELATED WORK

In this paper (Behavioural biometrics: a survey
and classification ) [2] has discussed the behavioural
Biometnes|[8]which [ based on
skills,style,preferences| 1 7] knowledge  wsed by
people and used a generalized algorithm  which
classity the user prolife based on behavioural
biometrics|[%].

A driver behaviour reorganization method based
on 4 Drver Model Framework [4]has made a
technique for detecting dnvers  intentions s
essential o facilitate operating mode  transitions
between drver and driver assistanl sysiems using
Hidden MarKov ModelsiHMMs) which has been
used to characterize and detect driving maneuvers
and place it in the framework of cognitive model of
human behaviour,

The Internet of Things [ 1]1:A survevhas discussed
about 10T application and their specific area,
technologies. secunty and privacy of data in 10T
infrastructure.

In the propose model k-mean clustenng is used in
making the cluster of wser profile of various social
platform on basis of dilferent
parameters| 14][16][ 18]  like common  field
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ofimerest, usage tuming of social platforms,

commonbuying behaviour pattemn.

After making the cluster of user profile. k-nearest
neighboural gorithm is wsed 1w find strength between
two common (mends o cluster of vanous oser
profile on the basis of their similar properties and
match,

LI PEOPOSED MODEL

In this paper we have proposed a model that co-
relates the idea for social friendship of individual
based on the behaviour of the usage of various
application, The module is divided into two parts,
the first part deals with classification of common
friends. These friends share similar features. The
second module works to group their fiendship on
the likehhood of attaining ranking for a particular
friend. This generates the strength of friendship
asthey both share in accordance to the usage
features,

The frends [6] can easily access the features
shared by their mates [5]. These features can be
either product(s) they wish 1o buy, books they need
to purchase, movies they would like to watch, or
places they would like 1w visit. Each fnend will
have its own ranking of friends [15]. Thus,
generating combinations in a personalised [ 19] way
for cach individual.

Introduction for the algorithms to be used for
efficient performance have been proposed in the
upcoming subsections. Furthermore, the proposed
architectures consisting of two modules have been
depicted in the figure 1. As depicted, it presents an
cra of impact 10 the user based on social profile
ranking of the individual, In the work, a common
profiling mechanism has been formulated based on
the discussed features, These helps 1o group the
imerested individual imo one  ¢community. This
commumty has been trained and anal ysed based on
elaborated parameters and further the strength of
contact is measured. The algonthms used have been
discussed below,

A K-MEAN -

The k-mean clustering algorithm has been best
suite  according to this problem domain, Iis
procedure follows a simple and easy way (o
classify a given data set which consists of the
relevant featwres. These features could be the
likeness towards a particular website, platform,
product, learming tool which forms a certain
number of clusters (assume k clusters). The
cluster defines a relationship in common towards
a particular feature or asset of interest [10]
[13].To make a relation with commaon inlerest on
social networks [3]17]. it is casy to identify by
common area of interest and social activity rate
of users on different socialnetwork platform.
After applying this algorithm, we form a cluster
of common social friends based on their area of
interest and usages of social activity rate of users.

i, K-nearest neighbours (for interest)

According  to  their  behaviour,  K-nearest
neighbours is suitable for classification and
regression, To wdentify the relation between two
entitics or group of entiticsacconding o their
common behaviour and other similar properties,
Entities in our work depicts the relationship
between two or more user profiles. Thisalgorithm
can give the good resull, To wdentify the relation
between two friends on social network,il takes
the properties area of common interest and social
activity rate (duration) of different platforms as
iput and classify the fmends which have social
connection based on common area of interest.
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Figure 1: Secial Media Impact in an era of 10T

The proposed model consists of two parts or
modules  as  illustrated 1w formulate a  proper
working of the design. Module | computes the
clusters of friends sharing similar features based
upon the common charactenstics of the users. This
provides a medium to group people on the basis of
similar area of interest|20][21]. Module 2 works on
finding the strength of friends, This strength
denotes the ranking which further influences the
buving behaviour, visiting trend or other features as
desired by the user. This trend can be useful 1o save
the time of the user, Time can be saved as only the
crucial reviews can be seen. Profile ranking helps 1o
depict the reviews. These reviews can be most
beneficial, as according to strengthen these matters
at the most.

IV, COMNCLUSION

Participatory and opportunistic sensing[?] have been
the two most relevant areas of research in this decade.
Smart user devices and applications have been of utmost
importance in these types of sensing, Paving a way
rowards smart 0T era In the paper we have enabled an
architecture to oar 3 way toward saving time and effort
in profiling the lmportant aspects of our need.The

application of twa techniques as discussed can be further
used to enhance the profile and its ranking, which is
percelved by other csers. Social internet of things
isplaying a crucial role in todays era. The use of social
applications and its aspects has been found b be of a great
use, Behaviour pattern analyviis has been made in our
work which helps us to gin an insight about the
behaviour of the users. For this work the two most
popular algarithms have been used, Both the algorithms
have their own impact over Lthe data snd efficiently
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Abstract

Virnuadization is a strategy that corsolidates or split processing assels thal give a least one
execution condition Wilizing systems thet is equipment and progranmming division or, halfway or
in oeneral machine reproduction, reflecting and others. Distributed cormmputing is known 25 a
remerkable and most recert subject in data innovation Distributed computing depends on other
research fields of registering like HPC, administration processing, virtualization, and network
figuring. Today clouds with virtualization are transforming 1T, Apart from its popularity, it hes
soive concerms which are becoming hurdles for its wider adoption Inthis paper, a shudy has been
mede on virtualization concems.

Introduction

Virtuadization is the "formetion of a virtual (a5 opposed to genuine) adaptation of sorething, for
example, a server, a work area, a capacity gadoet, a working framework or system assats”. The
cloud's virtualization primerily menages the server virualization and how it functions and why it
is named so?

In cther wonds, Virtualization is a strateqgy, which pemmits to shere a solitary physical oocumrence of
an &set or an application among variols clients and associdions. It does by allocating a coberert
rame to a physical stockpiling and giving a pointer to that physical asset when requested.

What is the idea of driving the Virtualization?

Formetion of a virtual machine over an existing working framework and equiprment is known a5
Hardware Virtudization A Virtual mechine gives a situetion that is intelligently isolaed from
the hidden equipmert.

The machire on which the virtual mechine is made is known as Host Machine and thet virtual
mechine aludes as a Guest Machine.

How virtualization works in the doud



Virtudization assumes a huge job in cloud innovation and its working system For the most part,
what ocours inthe cloud - the clients not just offer the informetion thet is situated in the coud-
like application yet additionally share their frameworks with the assistance of virtualization
Virtualization is utilized predominantly to fumish applications with standard forms for the cloud
clierts and with the amival of the nost recert variant of an appliction the suppliers can
productively give that application to the coud ard its dierts and it Is conceivable Wtilizing
vitudization & it were By the uilization of this vilwddization idea al servers and
programming other cloud suppliers require those are kept up by an outsider, and the cloud
supplier pays themon a month to month or yearly premise.
As a gereral nule, the greater part of the present hypervisors utilizes a mix of various kinds of
equiprrent virtuslizetion. Predominantly virtuslization implies running various frameworks on a
solitary mechine however sharing al assets (equiprent) and it assists with sharing IT assets to
oet berefits inthe business field
Difference between virtualization and doud
1 There is a hote batween these two terms, however, doud innovalion requires the idea of
virtualization Virtualization is innovation - it can likewise be trested a5 programming that can
controd ecuipment. While distributed computing is a halp that is the conseguence of the contral.
2 Virmmlization is the establishment conponent of distributed computing through Clood innovation
is the corveyance of shared assets & an assistance onrrequest through the web.
3 Cloud is comprised of the idea of virtualization
Focal points of virtualization
« The quartity of servers gets diminished by the utilization of the viralizstionides
»  [Improve the capadty of innovation
«  Thebusiness congruity likewise raised because of the utilization of virtualization
o It mekes a blended virtual condition
« Increment proficiency for advancement and test condition
» Brings down Total Cost of Ownership (TCO)
Features of virtualization
1 Dividing: Multiple virtual servers can run on a physical server simultaneously
2. Exenplification of information: All informetion on the virtual server including boct plates is
epitomized in a docurment group
3 Confinement: The Virual server rumning on the plysical server are securdly isolated and dont
influence one ancther



4. Equipmert | ndependence: When the virtual server runs, it can move to the dstinctive equipment
shage.
Types of virtualization

There are various types of vintualization which are used are givenbelow
Hardware virtualization
It is the deliberation of figuring assets fromthe product that Wilizations doud assets. It includes
installing virtual mechine programming into the server's equipmert segments. Thet product s
krnown a5 the hypervisor, The hypervisor deals with the conmon physical equipment assels
between the visitor OS5 and the host 05, The preocoupied equipment is spoken to & genuine
eguipment. Virtualization implies reflection and equipment virtualization is accomplished by
abstracting the physical equipment part utilizing Virtual Machine Monitor (VMM) or hypervisor,
Hypervisors depend on order sel expansions in the processors 1o quicken regular vilualization
exercises for boosting the exhibition The term equiprrent virtualization is Wilized when VMM
or vilua machine progranming or any hypervisor gats straightforwardly introduced on the
ecquipment framework. The essential undertaking of the hypervisor is to process observing,
menmony and equipment cortrolling. After equiprment vitualization is dore, distindive working
frarmmeworks can be introduced, and differert applications can run on it Equipment virtualization,
when acconplished for server stages, is additionally called server viriualization
Types of hardware virtualization

1 Full Viralization: Here the hardware architecture s commpletely simulated. Guest software

doesnt nesad any modiflication to run any applications.
2  Emdation Virualization: Here the virtual mechine simulates the hardware & is independent.
Furthermmonre, the guest OS doesnt reguire any modfication

3. Para-Viruadization: Here, the hardware is not slmulated; instead the guest softwere nure its
isolated system

Software virtualization

It is likewise called application virtualization is the adt of unning programming from a renote
server, Programming virtualization is like that of virtualization except thet it can digest the
product establishment method and meke virtual progremming establishmernt.  Numerous
applications and their cirauaions became normel assignments for IT firmes and offices. The
comporert for introducing an application vanes. So virluaized progranmming is presented which



is an application that will be introduced into its independert unit and give programming
virtualization A portion of the models is Virtual Box, VMware, and so forth

The DLL (Dda Lirk Layer) divert the whole virtuaized programis cals to the dotument
arangement of the server. At the point when the produd is run from the server right mow,
changes are required to be mede on the neighbourhood framework.
Operating system virtualization

It is also caled OS-level virtualization is a type of virtudization technology which work on the
05 layer. Here the kemel of an 05 alows more than one isolated user-space instances to exist.
Such irstances are called cortainers/software cortaners or virtualization engines. In other
words, 05 kemel will run a single operdling system & provide thal operaing systems
functionadity to replicate on each of the isclated partitions.

Server virtualization

It is the division of a physical server into a few virtual servers and this division is for the most pert
dore to exterrporize the dility of server aasats. |n other words, it is the covering of assets thet are
sibuated in a server that incorporates the nunber and personality of processors, physical servers and
the working framework. This division of ore plysical server into numerols segregated virtual
servers is finished by server overseer uiilizing programming. The virtual condition

Right now, server assels are kept escaped by the dient. This apportioning of a physical server
into a few virtual conditions; brings about the conmmitment of one server to play out a solitary
application or task. This is once ina while called virtual private servers.

Storage virtualization

It pools the physical stockpiling from variows system stockpiling gadoets and causes it to seem,
by all accourts, to be a solitary stockpiling unit thet is taken care of from solitary support. As we
& a whole know there has been a solid bond between physical host and privately introduced
capacity gadgets; and with the adjustrrent in worldview, nearby capacily is never again required.
Further developed stockpiling hes gone to the merket with an expansion in usefulness. Capacity
virtualization is a huge sagment of capacity servers and encourages the exeautives and chedking
of capacity in avirtualized domain

Capecity virtualization encourages the capacity overseer to reinforce, chronicle and recuperdation
inforrretion al the more proficiertly, in less measure of time by covering the real multifaceted



reture of SAN (Storage Area Network). Using progranmming mixiure apperaiuses, the capacity
executive can actualize virtualization

Virtualization and dustering

Virudization and clustering can be two countenances of a similar coin

Processing virtualization is an extremely hotly debaled issue for data center menagers.
Regardless of whether the inspiration is higher use, decressed administration, or business
readiness, figuring virtualization offers corvincing prospeds.

Clustering, on the other hand, is a system for elite figuring and burden adjusting. Clustering lets
vour tolal asscts, conveying virtual “big iron” execution

Clustering presents a progressively exclusive picture - much of the time clustering is dore & the
spplication level and is explict to one application - a8 observed with Oracle's RAC or Microsoft's
bunching innovaion for Exchange and SOL Server. Dalacenter supervisars must devote servers to
sucha cluster, and can't blend and metch the virtualization and dlustering innovations.

Cloud Virtualization Cluster

The Cloud Virtualization Cluster is RCC's cloud computing platform Based on the powerful
oVirt system, it is desigred to provide wsers with a framework for quick deployment and
menegenent of virtual systens for web, databese, and other self-meneged applictions
associated with RCC resources.

What is the Virtualization Cluster?

The Virwalization Cluster (gka "SKY" System) is a system that hosts virtuad machines for
research compuling purposas, Users can provision, destroy, snepshol, start, dop, and administer
virtual mechines via a web panel or through SSH.

Data analysis workflows and pipelines increasingly rely on web-based applications and databeses to
facilitate job subrmission and to share results with a broad user community. With the Sky System,
RCC wsers can deploy an appropriately sized Virtuad Machine (VM) within minutes, avoiding the
delays often associaed with purchasing and installing new herdware. Users have administrative
access totheir VMs, soit is also wseful for custom software deploymrents,

What is it used for?

Servers in the Virtualization Cluster can be applied to research in many different contexts. Since
it conneds directly to our storage systens, VMs can host websites to expose large datasdts to
researchers, Likewise, research groups can create and host collaborative tools, such & wikis,



blogs, or custom sites to facilitate their work. Systerrs can also be used for testing, prototyping,
and other activities where purchasing dedicated hardware resources may not be appropriate.
The Viruaization Cluster is dso wsed for providing compute resources to those research
projects that reed less conpute-intersive resources, such a web servers, small database servers,
oF ustom data collection tools.
Who has access?
Access to the Virtualization Cluster is available for purchese on a morthly or pre-paid five-year
basis. Kesp in rmind that this system is provided o support grant-funded ressarch activities.
Other departrrents within ITS offer VMs for a depastmental website or other non-ressarch
related purposes.
Virtual Machine dustering
Vil Machine (VM) technologies, such as VMWare, Microsoft Hyper-V are becoming
increasingly popular. They provide great flexibility in deploying servers within an organization
VM implementations can adso provide high-availability through the use of VM dusters. When a
VM is running in a highly available VM cluster, any failure of the physical hardware does not
affect the rumning VM 2 it is seamiessly transferred to another node inthe cluster.
I rplementing highravailability wsing VM infrastructure is much simmpler to imstall and manage
than using the built-in operating systermn and application clustenng support. Y ou st up your VM
instances and the VM infrastructure ensures they cortinue to run unirtermupted.
This allows you to set up PaperCut NG/MF in the same way & on a physical server, but dlow
the VM infrastructure to provide the high availability.
This section disousses a generic clustered Virtual Machine setup.
PaperCut NG/MF offers great flexibility and allows you to essily structure your instalaion into
physical multi-tiered cdustered conponernts.
Clustering & Virtual Machine level offers these advartages over other traditional dustering sstups:

« Y oursoftware, drivers, satings, ec. are ingtalled and corfigured once, ina single VM

« Dependingon your VM infrastructure. when a physical node fails the VM can be shifted to

ancther node with marg nal or ro dowrtine
»  Drangtically simplified badaup processes
» Disaster recovery capabilities are inherertly avalable



Virual Machine hosts can autometically detect when a VM crashes or becomes unresponsive. Y ou
should consider whether you will augment this with application-level monitoring. Although the VM
might be running normally, the underlying application can have problerms and application:
level rronitoring can detect this. Ways to perform gpplication-level rmonitoring include (but not
limited to):

« Loadingan Application Server URL to test server is running

o [P ﬂﬁ;_ﬁ
o Checking that PaperCut NG/MF senvices are running

Condusion

This paper takes a glimpse & parts of virualization Virtualization advancements offer vanous
sigrificant utilities which meke it a solid irstrument that can be utilized in an encemous number
of wilizatiors. These are not restricted to server union, application sandboxing, access to variols
sorts of equipment and working frameworks, investigating There are variols strategies that
Virtuad Machine prodict is following to improve the presertaion of virtualization after some
time. Cloud figuring is getting increasingly liked and it is presertly & the underlying level,
Renowned partrerships are serving all types of distributed computing. Inthis way, these regions
rexuired profound further research
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